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TYPE 2 WORK ORDER #CY7-001 

This Amendment #6 to Type 2 Work Order #CY8-001 ("Amendment #6") amends Work Order #CY8-001, 
with an original Effective Date of December 24, 2019, by replacing, amending and restating in its entirety 
Work Order #CY7-001 with the following amended and restated IT Services Type 2 Work Order #CY7-001 
for the purposes of extending the period of performance from June 30, 2023, to June 30, 2024, and 
increasing authorized funding for such Services from $2,271,031 to $2,890,177. 

This Type 2 Work Order #CY7-001 (“Work Order”) is an attachment and addition to the IT Services 
Agreement dated as of the Effective Date (hereinafter “Agreement”) entered into by and between County 
of Orange (“County”) and Science Applications International Corporation (“Vendor”) and is incorporated 
into the Agreement by reference hereof. In the event of conflicting terms between the Agreement and 
this Other Services Work Order, the terms of the Agreement shall prevail and nothing in this Other Services 
Work Order shall modify or amend any provisions of the Agreement (including all components such as 
Statements of Work, Service Level Requirements, Schedules, etc.) unless such modifications or 
amendments and the provisions of the Agreement which they modify or amend are specifically identified 
in this Work Order and are approved by County. This Work Order includes any attachments hereto. Any 
capitalized terms not defined in this Work Order shall have the same meanings as used in the Agreement. 
Changes to this Work Order will be processed in accordance with the change control process as outlined 
in the Agreement. 

All of the tasks, subtasks, Deliverables, goods, and other services required or requested by County below 
are included as part of the Services. This Work Order provides a description of the nature of the work 
required, but does not provide an exhaustive list of every task or subtask necessary for completion of this 
Type 2 Work Order #CY7-001.  

1. WORK ORDER NUMBER

CY7-001

2. EFFECTIVE DATE

This Work Order shall be effective December 24, 2019, once it is fully executed by authorized 
representatives of both Parties.   

3. PROJECT NAME

Data Center Ad Hoc Server Support

4. PROJECT SUMMARY

The County hereby requests that the Vendor assist the County by performing ad hoc server Services 
projects. 

5. BUSINESS CASE / BUSINESS OBJECTIVES SUPPORTED

Orange County Information Technology (“OCIT”) requires ad hoc Wintel server Services IT projects.

6. WORK ORDER TYPE

Other Services only Work Order (for Work Orders that do not include base Services elements)
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Other Services and base Services combination Work Order (for Work Orders that include both Other 
Services and base Services elements) 

As to Other Services and base services combination Work Orders, provide a description of each of 
the Other Services and base Services components of this Work Order: 

N/A 

6.1. Staffing Resource Order 

Staffing Resource Order Services.  Notwithstanding any other provision of the Agreement, County 
agrees that overtime, as required by applicable law, will be paid by County for Vendor Personnel 
performing staff augmentation Services, only upon prior written approval by County to Vendor for 
overtime eligible Services to be performed by Vendor Personnel. 

Resource Title Name Contact Information Responsibilities Location of Services 
Performance 

7. COUNTY SPONSOR, ORIGINATING SERVICE REQUEST, AND COUNTY BUDGET INFO

County Sponsor KC Roestenberg, Assistant Chief Information Officer 

Service Request Number WO #11 

County Budget Info Various.  Depends on the department that submitted the request. 

8. VENDOR ROLES AND RESPONSIBILITIES

Resource Title Name Contact Information Responsibilities 

Program Manager Don Perrier Donald.Perrier@saic.com Program 
Management 

Data Center Director Dave Snyder david.snyder@saic.ocgov.com Project Oversight 

PMO Manager Ben Page benjamin.c.page@saic.com PMO 

Project Manager Tim Taylor timothy.c.taylor@saic.com Project Management 

Project Manager Edna Suffredini Edna.Suffredini@saic.ocgov.com Project Management 

System 
Administrator/Operator, 
Senior 

Various Various System 
Administration 

System 
Administrator/Operator, 
Junior 

Various Various System 
Administration 

Storage Management 
Engineer Bill Clements bclements@vology.com Storage Management 

Engineering 

Storage Management 
Engineer 

Osman 
Mohammed omohammed@vology.com Storage Management 

Engineering 

Database Administrator Alex Arkof alex.arkof@saic.ocgov.com Database 
Administration 
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Resource Title Name Contact Information Responsibilities 

Database Administrator Dennis Madrid dennis.madrid@saic.ocgov.com Database 
Administration 

9. PROJECT SCHEDULE & SERVICES

9.1. Schedule

9.2. Services 

Upon Vendor’s receipt of a Service Request from County for a Service(s) described below, the Vendor will, 
on an hourly time and materials (“T&M”) basis: 

9.2.1 County eDiscovery, Human Resources Investigations and California Public Records Act Requests: 

Perform eDiscovery, Human Resources (“HR”) investigations and California Public Records Act 
(“PRA”) requests for the email environments and file servers of the departments listed below as 
directed and approved by the County Chief Information Security Officer or his/her designee.  OCIT 
and the following departments are authorized to receive such Services: Orange County Public 
Works (“OCPW”), Orange County Community Resources (“OCCR”), Orange County Probation 
Department (“PROB”), Orange County Child Support Services (“CSS”), Orange County Waste and 
Recycling (“OCWR”) shared services, Children and Families Commission of Orange County 
(“CFCOC”), County Counsel (“COCO”), Registrar of Voters (“ROV”), Board of Supervisors (“BOS”), 
HR, Risk Management, Purchasing, Real Estate/Land Development, Clerk of the Board (“COB”), 
County Executive Office (“CEO”) and Social Services Agency (“SSA”). 

9.2.1.1 As to the eDiscovery Services, the County Chief Information Security Officer (“CISO”) 
and/or their designee may identify to Vendor, following the established eDiscovery 
process, matters considered by County to be a “Significant eDiscovery Matter” where, 
prior to the start of each Significant eDiscovery Matter: (1) the County shall provide 
Vendor with one County defined billing account code that includes a unique title 
designated by the County for each Significant eDiscovery Matter; and (2) Vendor shall 
invoice the County for all Vendor billable labor for each Significant eDiscovery Matter.   As 
part of each monthly invoice Vendor submits to County for all the above Services 

No. Task Start Date End Date Duration 

1. Provide Wintel System 
Administrator/Operator staff support 2/3/2020 End of 6/30/2024 Approx. 53 months 

2. Provide Security Systems Engineering staff 
support 2/3/2020 End of 6/30/2024 Approx. 53 months 

3. Provide Database Administrator staff 
support 2/3/2020 End of 6/30/2024 Approx. 53 months 

4. Provide Storage Management Engineering 
staff support 2/3/2020 End of 6/30/2024 Approx. 53 months 

5. Provide Project Management staff support 2/3/2020 End of 6/30/2024 Approx. 53 months 

6. Provide Technical Architect staff support 2/3/2020 End of 6/30/2024 Approx. 53 months 
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described in this Section 9.1.1, said invoice shall track for each Significant eDiscovery 
Matter:  
9.2.1.1.1 The quantities of hours and dollars of all billable Services performed on each 

Significant eDiscovery Matter; 
9.2.1.1.2 The name and applicable labor category of each Vendor employee who 

performed such Significant eDiscovery Matter Services; and 
9.2.1.1.3 The hourly rate for each Vendor employee who performed such Significant 

eDiscovery Matter Services.  
9.2.1.2 The Parties agree that notwithstanding any other provision of this Work Order, Services 

performed by Vendor under this Work Order may be performed using, in Vendor’s 
reasonable discretion, and with County’s written approval, any then currently authorized 
Labor Category(s) agreed to in this Work Order, including junior and senior levels of such 
Labor Category(s). 

9.2.2 Provide support for the County’s  server services end of life (“EOL”) refresh project to 
upgrade  server services environments that have reached EOL. 

9.2.3 Provide support to the County with its migration from  on premise to 
. 

9.2.4 Provide IT onboarding support for the annual changes in the County’s Grand Jury panel. 

9.2.5 Provide support for the upgrade or design changes of the County’s enterprise OnBase 
environment. 

9.2.6 Provide ad hoc  server services projects as directed and authorized by the County, other 
than the Services described in Section 9.1.2 above. 

9.2.7 Services Process: 

The process for County to receive any of the above ad hoc Services is as follows: 

9.2.7.1 The County will submit a Service Request to Vendor with the requirements for ad hoc 
Services. 

9.2.7.2 Vendor will provide a Time and Materials hourly estimate and a proposed estimated 
schedule to perform such Services. 

9.2.7.3 As evidence of County’s authorization for Vendor to perform such Services at the 
estimated price and schedule, the County will provide the billing account code (“BAC”) 
code for authorization for the requested Services. 

9.2.7.4 Vendor will create a unique charge number specific to the BAC code for time charging. 

9.2.7.5 Vendor will update the project ticket and provide updates to the County as to the status 
and progress of the Services for each County authorized Service Request. 

9.2.8 Provide one-time Services to transition workloads and put data under protection for John Wayne 
Airport (“JWA”): 

9.2.8.1 Network and security enablement E2E. 

9.2.8.2 Service enablement and construct for JWA workloads. 
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9.2.8.3 Validation of Service enablement and communications to and from JWA workloads. 

9.2.8.4 Coordination with OCIT for  and required interfaces. 

9.2.8.5 Creation of backup policies, jobs and schedules. 

9.2.9 Initial ingestion of JWA workloads to  and subsequent replication to . 

9.3. Training 

N/A 

9.4. Software 

N/A 

9.5. Equipment and Other Assets 

N/A 

9.6. Risks and Risk Mitigation 

No. Potential Risk Mitigation Strategy / 
Contingency Plan Probability of Risk (%) Consequence Amount at Risk 

1. N/A 

10. PRICING SUMS

PRICING SUMS 

Maximum Project Fees $2,809,177 

Key Milestone Fees N/A 

11. ACCEPTANCE

Subsections 11.1 through 11.4 are not applicable as agreed to in Section 15.

11.1. Acceptance Criteria 

The Acceptance Criteria shall be as described in Section 14 (Deliverables) below as to each Deliverable 
under this Work Order and pursuant to the terms of the Agreement.  

11.2. Acceptance Testing 

Unless explicitly provided in this Work Order, the Acceptance Tests shall be as described in this Work 
Order and otherwise defined in the Agreement. 

11.3. Final Acceptance 

Final Acceptance by the County shall be as defined in Section 8.3 of the Agreement. 

11.4. Final Acceptance Sign-Off Procedure 

N/A 
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12. PROJECT REPORTS

Provide the following Reports:

• Weekly Project status reports – project reporting to be provided through the bi-weekly Projects
ORT meeting.

• Project kickoff event summary report – N/A

• Project close-out cost and key learning report – NA

• As needed written reports as may be reasonably requested by County to monitor the status of
the Services under this Work Order

• Other (provide description):

N/A

13. ADDITIONAL REQUIREMENTS

13.1. Assumptions

13.1.1. The Services to be provided under this Work Order on an ad hoc basis, are Services defined 
as support of department infrastructure and applicable software that is not covered by an in-
scope Service / resource unit (“RU”) already delineated in the Agreement. 

13.1.2. The County is responsible for providing, at its sole expense, all equipment to be used for 
storage (e.g., hard drives, USB drives, network attached storage, etc.) needed for Vendor to 
perform the Services. 

13.1.3. All Services, except as otherwise agreed to in an authorized Service Request and/or Section 9 
herein, will be managed by Vendor. 

13.1.3.1. Vendor will have access to the relevant  (“ ”) servers, 
 and  for OCPW, CSS, OCCR, PROB and OCWR.  

13.1.3.2. Vendor will be assigned the following roles for  accounts in the 
above  service environments: 

Role Allows 
Discovery Management 
Mailbox Import Export 

Mail Recipient Creation 
Retention Management 

13.1.3.3. The current process used for e-Discovery, HR Investigations and PRAs will follow 
the existing Vendor process.  OCIT Security personnel will engage directly with 
Vendor’s CISO for coordination and management of tasks originating from this 
scope. 
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14. DELIVERABLES

DELIVERABLES 

No. Deliverable Name Deliverable Date Acceptance Criteria 

1. N/A N/A N/A 

15. MILESTONES

MILESTONES 

No. Milestone Name 
Key 

Milestone? 
(Y/N) 

Milestone 
Date 

Included 
Deliverables 

Key Milestone 
Allocation 

(Percentage) 

Key Milestone 
Allocation 
(Dollars) 

Holdback 
Amount 

Key Milestone 
Scheduled Duration 

(Months) 

Monthly Key 
Milestone 
Payment* 

1. 
Provide Services 
described in Section 9 
of this Work Order. 

N/A N/A  None N/A N/A N/A 53 
There are no 

monthly Milestone 
payments.   

* As this is a T&M staff augmentation Work Order the Parties agree that, notwithstanding any other provision of this Work Order and the Agreement, there are no Milestones
and no Key Milestones and Vendor shall only be paid each month for the invoiced actual hour(s) of staff augmentation Services performed by Vendor Personnel billed pursuant
to the Option 2 – Time and Materials provisions of Section 16.1 of this Work Order.  It is also agreed that notwithstanding any other provisions of the Agreement and consistent
with Section 7.4 of the Agreement, including Section 4.1 of Schedule 4, the provision of such hourly Services is the Deliverable, which is not subject to Fee Reductions, Acceptance 
Criteria and Final Acceptance.  However, the Agreement requires that such hourly Services shall be performed pursuant to Section 21.1.2 (Service Delivery) of the Agreement

16. KEY MILESTONES PAYMENTS TABLE

N/A
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17. INVOICING

17.1. Fees

[Option 1 – Fixed Fee] 

The total Fees to be paid by County to Vendor for the Deliverables and other Services to be provided by 
Supplier pursuant to this Work Order shall be $______ (the “Fixed Fee Fees”). For the avoidance of doubt, 
Vendor agrees that this is a Fixed Fee arrangement in which Supplier, subject to the other limitations in 
this Work Order and the Agreement, will provide all services necessary to provide the Services described in 
this Work Order for the Fixed Fee specified herein, regardless of the actual number of hours required or 
actually worked by Vendor to provide such Services. 

Vendor shall specify the percentage and dollar allocations of the Fixed Fee Fees and estimated hours for 
each Critical Milestone. 

No. Milestone Est. 
Rate 

Est. 
Hours 

Est. 
Proportion Est. Total 

1. N/A 

Est. Total Labor 

Fixed Fee Fees 

Option 2 - Time and Materials 

County will be billed on an hourly basis pursuant to the rates and approved pricing set forth in Appendix 
3.1 to Schedule 3 based upon the actual hours worked by Vendor Personnel to provide the Services and 
in accordance with the payment schedule provided below or attached. Vendor estimates that the Fees 
for all Time and Materials to complete the Services under this Work Order are $2,809,177. The foregoing 
represents Vendor’s best, good faith estimate of the Fees required to perform the Services described in 
this Work Order. In the event it is anticipated that the estimate set forth above will be exceeded, Vendor 
will provide written notice to County and obtain County’s written approval in advance of incurring such 
excess cost. County has no obligation with respect to any amounts (1) invoiced by Vendor for work 
rendered in excess of the above estimate prior to the County’s written approval of additional Fees in 
excess of Vendor’s estimate, or (2) in excess of the Maximum Project Charges. 

Vendor shall specify the estimated allocations for the Time and Materials estimate and estimated hours 
for each Vendor Resource Title. 

No. Milestone Level Location Rate Est. Hours Est. 
Proportion Est. Total 

Milestone 1 - Provide Services described in Section 9 of this Work Order 

1. Systems Administrator/ 
Operator (CY7 & CY8) Senior Onsite 

(Customer) $123 10,966 N/A $1,352,754 

2. Security Systems Engineer 
(CY7 & CY8) Junior Onsite 

(Customer) $117 451 N/A $52,767.00 

3. Project Manager 
(CY7 & CY8) Senior Onsite 

(Customer) $190 850 N/A $161,500 
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4. Systems Administrator/ 
Operator (CY9 & CY10) Senior Onsite 

(Customer) $127 8,228 N/A $1,044,956 

5. Project Manager 
(CY9 & CY10) Senior Onsite 

(Customer) $196 800 N/A $156,800 

6. 
Systems 
Administrator/Operator 
(CY9 & CY10) 

Junior Onsite 
(Customer) $101 400 N/A $40,400 

Milestone 1 Totals 21,727 N/A $2,809,177 

Est. Total Labor 21,727 N/A $2,809,177 

Fixed Fee Fees N/A N/A N/A 

[Option 3 – Pass Through Plus Mark-Up] 

County will be billed on a pass through plus Mark-Up basis, pursuant to Section 3.1.7. of Schedule 3, for 
third party goods and services acquired on behalf of County by Vendor. Vendor estimates that the Fees for 
all pass through plus mark-up Deliverables are collectively $______. The foregoing represents Vendor’s 
best, good faith estimate of the Fees required to perform the Services described in this Work Order. In the 
event it is anticipated that the estimate set forth above will be exceeded, Vendor will provide written notice 
to County and obtain County’s Approval in advance of incurring such excess cost. County has no obligation 
with respect to any amounts invoiced by Vendor for work rendered in excess of the above estimate prior 
to the County’s Approval of additional Fees in excess of Vendor’s estimate. 

Vendor shall specify the percentage and dollar allocations for the pass through plus mark-up Fees by line 
item as provided in the sample below. Vendor’s hourly rates must be consistent with rates set forth under 
Appendix 3.1 to Schedule 3. 

No. Line Item Quantity Pass Through 
Cost (Each) 

Pass Through 
Cost (Total) 

Total Including 
Mark-Up (7%) 

1. N/A 

Total Pass Through Plus Mark-Up Fees 

17.2. Invoices 

Invoices will be sent to County in accordance with the invoicing Requirements described in Section 11.3 
of the Agreement. 

17.3. Pass Through Expenses 

None 

18. ATTACHMENTS

N/A

19. CHANGES

No changes to a Type 1 Work Order shall be effective without prior County Approval. Any change in price 
to a Type 1 Work Order that increases the price of a Type 1 Work Order to an amount greater than the 
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then current County Contract Policy Manual §3.3-102(1)(a) will require written Approval from the 
County’s Board. 

No changes to a Type 2 Work Order shall be effective without prior County Approval. Any increase in price 
to a Type 2 Work Order will require written Approval from the County’s Board. 

20. VENDOR PERSONNEL COSTS

Pursuant to Schedule 3, there shall be no Fees to County under this Work Order for any entertainment, 
vacation, sick time, holidays, paid time off, or other similar costs or expenses in connection with the 
Vendor Personnel. 

21. TERMINATION

Pursuant to Section 14.2 (Termination by the County for Convenience) of the Agreement, County may 
terminate this Work Order for convenience upon providing Supplier with three (3) Business Days prior 
written notice. Upon any such termination of this Work Order, County’s sole liability shall be the payment 
of any undisputed Charges incurred through the effective date of termination. For the avoidance of doubt, 
there shall be no termination fee for County’s termination of this Work Order pursuant to Section 14.2 
(Termination by the County for Convenience) of the Agreement. 

[Signatures provided on the following page] 
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IN WITNESS WHEREOF, the undersigned have caused this Amendment #6 to be duly executed and 
effective as of the date described above. 

Science Applications International Corporation County of Orange 

Signature:   

Authorized Representative 

Signature:  

Authorized Representative 

Name: Vincent R. Magaña Name: KC Roestenberg 

Title: Contracts, Senior Principal Title: County Chief Information Officer 

Date:  Date:  

APPROVED AS TO FORM 

COUNTY COUNSEL 

________________________________ 

Patrick Bruso, Deputy County Counsel 

April 6, 2023

ATTACHMENT A



COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION 

AMENDMENT #3 TO AMENDED AND RESTATED 
TYPE 2 WORK ORDER #CY7-005 

ONBASE TECHNICAL APPLICATIONS AND PROJECT 
MANAGEMENT SUPPORT

AMENDMENT #3 TO 

AMENDED AND RESTATED 

TYPE 2 WORK ORDER #CY7-005  

ONBASE TECHNICAL APPLICATIONS AND PROJECT MANAGEMENT SUPPORT 

ATTACHMENT B

Page 1 of 11



COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION 

PAGE 2 OF 11 PAGES AMENDMENT #3 TO AMENDED AND RESTATED 
TYPE 2 WORK ORDER #CY7-005 

ONBASE TECHNICAL APPLICATIONS AND PROJECT 
MANAGEMENT SUPPORT 

TYPE 2 WORK ORDER #CY7-005 

This Amendment #3 to Type 2 Work Order #CY7-005 ("Amendment #3") amends Work Order #CY7-005, 
with an original Effective Date of December 24, 2019, by replacing, amending and restating in its entirety 
Type 2 Work Order #CY7-005 with the following amended and restated Type 2 Work Order #CY7-005 for 
the purposes of extending the period of performance from June 30, 2023, to June 30, 2024, and increasing 
authorized funding for such Services from $623,495 to $751,334. 

This  Type 2 Work Order #CY7-005 (“Work Order”) is an attachment and addition to the IT Services 
Agreement dated as of the Effective Date (hereinafter “Agreement”) entered into by and between County 
of Orange (“County”) and Science Applications International Corporation (“Vendor”) and is incorporated 
into the Agreement by reference hereof. In the event of conflicting terms between the Agreement and 
this Other Services Work Order, the terms of the Agreement shall prevail and nothing in this Other Services 
Work Order shall modify or amend any provisions of the Agreement (including all components such as 
Statements of Work, Service Level Requirements, Schedules, etc.) unless such modifications or 
amendments and the provisions of the Agreement which they modify or amend are specifically identified 
in this Work Order and are approved by County. This Work Order includes any attachments hereto. Any 
capitalized terms not defined in this Work Order shall have the same meanings as used in the Agreement. 
Changes to this Work Order will be processed in accordance with the change control process as outlined 
in the Agreement. 

All of the tasks, subtasks, Deliverables, goods, and other services required or requested by County below 
are included as part of the Services. This Work Order provides a description of the nature of the work 
required, but does not provide an exhaustive list of every task or subtask necessary for completion of this 
Type 2 Work Order #CY7-005. 

1. WORK ORDER NUMBER

CY7-005

2. EFFECTIVE DATE

This Work Order shall be effective December 24, 2019, once it is fully executed by authorized 
representatives of both Parties.   

3. PROJECT NAME

OnBase Technical Applications and Project Management Support

4. PROJECT SUMMARY

The County has requested that Vendor assist the County by providing staff augmentation support by way 
of one (1) full time Junior Software Specialist and one (1) part time Senior Project Manager to support 
multiple OnBase applications and project efforts. 

5. BUSINESS CASE / BUSINESS OBJECTIVES SUPPORTED

Orange County Information Technology (“OCIT”) is requesting the above generally described staff 
augmentation Services to support multiple OnBase applications and projects throughout the County. 
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6. WORK ORDER TYPE

Other Services only Work Order (for Work Orders that do not include base Services elements)

Other Services and base Services combination Work Order (for Work Orders that include both Other 
Services and base Services elements) 

As to Other Services and base services combination Work Orders, provide a description of each of 
the Other Services and base Services components of this Work Order: 

N/A 

6.1. Staffing Resource Order 

Staffing Resource Order Services.    Notwithstanding any other provision of the Agreement, County 
agrees that overtime, as required by applicable law, will be paid by County for Vendor Personnel 
performing staff augmentation Services, only upon prior written approval by County to Vendor for 
overtime eligible Services to be performed by Vendor Personnel. 

Resource Title Name Contact Information Responsibilities 
Location of 

Services 
Performance 

Software 
Specialist, Junior 

Michael 
Vu michael.vu@saic.ocgov.com 

Software Specialist 
support as described in 
Section 9.1.1.1 of this 
Work Order 

OC Data 
Center 

Project Manager, 
Senior 

Edna 
Suffredini edna.suffredini@saic.ocgov.com 

PM support as 
described in Section 
9.1.1.2 of this Work 
Order 

OC Data 
Center 

7. COUNTY SPONSOR, ORIGINATING SERVICE REQUEST, AND COUNTY BUDGET INFO

County Sponsor 
KC Roestenberg, Chief Information Security Officer 
Jayesh Patel, Director, E-Gov Software Applications 

Service Request Number WO #7 and WO #CY5-003 

County Budget Info Various. Depends on the department that submitted the request. 

8. VENDOR ROLES AND RESPONSIBILITIES

Resource Title Name Contact Information Responsibilities 

Program Manager Don Perrier don.perrier@saic.com Program Management 

PMO Manager Ben Page benjamin.c.page@saic.com PMO 

Software Specialist, Junior Michael Vu michael.vu@saic.ocgov.com OnBase Software 
Specialist Support 

Project Manager, Senior Edna Suffredini edna.suffredini@saic.ocgov.com OnBase PM support 
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9. PROJECT SCHEDULE & SERVICES

9.1. Schedule

No. Task Start Date End Date Duration 

1. Provide staff augmentation support Services 
by providing a Junior Software Specialist. 2/3/2020 6/30/2024 Approx. 53 months 

2. Provide staff augmentation support Services 
by providing a Senior Project Manager. 2/3/2020 6/30/2024 Approx. 53 months 

9.2. Services 

Upon Vendor’s receipt of a Service Request from County as described below, the Vendor will, on an 
hourly time and materials (“T&M”) basis: 

9.2.1 Provide staff augmentation Services in the form of one (1) full time Junior Software Specialist 
and/or one (1) part time Senior Project Manager.  The County agrees that there may be instances 
where Vendor cannot provide such staff on a full time basis for reasons outside of the reasonable 
control of Vendor, including but not limited to illness, vacation, absences required by law and 
normal employee turnover. 

9.2.2 The one (1) full time Junior Software Specialist will perform, but not be limited, to the following 
staff augmentation Services: 

A. Provide OnBase application incident analysis and management from tickets routed via the
Service Management Suite (“ ”) powered by .

B. Provide Level 2 Support to all OnBase application users in addition to Level 1 support provided
via

C. Provide  ticket resolution and escalation to Level 3 OnBase Applications Team for further 
investigation and resolution. 

D. Document resolution to all OnBase assigned  service requests in the  system. 
E. Any other activities as assigned by OCIT management.

9.2.3 The one (1) part time Senior Project Manager will, on an ad hoc basis, perform but not be limited, 
to the following staff augmentation Services: 

A. Project management services in support of strategic programs across multiple County
departments running critical OnBase applications.

B. Requests for such Services will be made in advance by the County to Vendor by way of a
service request in   For each such separate County service request, the County shall
provide Vendor with a Billing Account Code (“BAC”).

C. Any other activities as assigned by OCIT management.
9.2.4 The process for County to receive any of the above Services is as follows: 

A. The County will submit a Service Request to Vendor requesting the staff augmentation
Services described above.

B. Vendor will reply confirming if it does or does not currently have the requested Vendor
Personnel available to perform such Services.

C. As evidence of County’s authorization for Vendor to perform such Services, the County
will provide the BAC code for the requested Services.

D. Vendor will create a unique charge number specific to the BAC code for time charging.
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9.3. Training 

N/A 

9.4. Software 

N/A 

9.5. Equipment and Other Assets 

N/A 

9.6. Risks and Risk Mitigation 

No. Potential Risk Mitigation Strategy / 
Contingency Plan Probability of Risk (%) Consequence Amount at Risk 

1. N/A 

10. PRICING SUMS

PRICING SUMS 

Maximum Project Fees $751,334 

Key Milestone Fees N/A 

11. ACCEPTANCE

11.1. Acceptance Criteria 

The Acceptance Criteria shall be as described in Section 14 (Deliverables) below as to each Deliverable 
under this Work Order and pursuant to the terms of the Agreement. 

11.2. Acceptance Testing 

Unless explicitly provided in this Work Order, the Acceptance Tests shall be as described in this Work 
Order and as otherwise defined in the Agreement. 

11.3. Final Acceptance 

Final Acceptance by the County shall be as defined in Section 8.3 of the Agreement. 

11.4. Final Acceptance Sign-Off Procedure 

N/A 

12. PROJECT REPORTS

Provide the following Reports:

• Weekly Project status reports

• Project kickoff event summary report

• Project close-out cost and key learning report
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• As needed written reports as may be reasonably requested by County to monitor the status of
the Services under this Work Order

• Other (provide description):

None.

13. ADDITIONAL REQUIREMENTS

None.
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14. DELIVERABLES

DELIVERABLES 

No. Deliverable Name Deliverable Date Acceptance Criteria 

1. Provide Software Specialist Services N/A  Provision of Services

2. Provide Project Manager Services N/A  Provision of Services

15. MILESTONES

MILESTONES 

No. Milestone Name 
Key 

Milestone? 
(Y/N) 

Milestone 
Date 

Included 
Deliverables 

Key Milestone 
Allocation 

(Percentage)* 

Key Milestone 
Allocation 
(Dollars) 

Holdback 
Amount 

Key Milestone 
Scheduled 

Duration (Months) 

Monthly Key 
Milestone 
Payment 

1. 

Provide staff 
augmentation 
support Services by 
providing a Junior 
Software Specialist. 

N/A N/A  Del. 1 N/A N/A N/A 
Approx. 

53 months 
N/A 

2. 

Provide 
augmentation 
support Services by 
providing a Senior 
Project Manager. 

N/A N/A  Del. 2 N/A N/A N/A 
Approx. 

53 months 
N/A 

* As this is a T&M staff augmentation Work Order, the Parties agree that, notwithstanding any other provision of this Work Order and the Agreement, there are no Milestones
and no Key Milestones and Vendor shall only be paid each month for the invoiced actual hour(s) of staff augmentation Services performed by Vendor Personnel billed pursuant 
to the Option 2 – Time and Materials provisions of Section 16.1 of this Work Order. It is also agreed that notwithstanding any other provisions of the Agreement and consistent 
with Section 7.4 of the Agreement, including Section 4.1 of Schedule 4, the provision of such hourly Services is the Deliverable, which is not subject to Fee Reductions, Acceptance 
Criteria and Final Acceptance. However, the Agreement requires that such hourly Services shall be performed pursuant to Section 21.1.2 (Service Delivery) of the Agreement.

16. KEY MILESTONES PAYMENTS TABLE

N/A
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17. INVOICING

17.1. Fees

[Option 1 – Fixed Fee] 

The total Fees to be paid by County to Vendor for the Deliverables and other Services to be provided by 
Vendor pursuant to this Work Order shall be $______ (the “Fixed Fee Fees”). For the avoidance of doubt, 
Vendor agrees that this is a Fixed Fee arrangement in which Vendor, subject to the other limitations in this 
Work Order and the Agreement, will provide all services necessary to provide the Services described in this 
Work Order for the Fixed Fee specified herein, regardless of the actual number of hours required or actually 
worked by Vendor to provide such Services. 

Vendor shall specify the percentage and dollar allocations of the Fixed Fee Fees and estimated hours for 
each Milestone. 

No. Milestone Est. 
Rate 

Est. 
Hours 

Est. 
Proportion Est. Total 

1. 

Est. Total Labor 

Fixed Fee Fees 

Option 2 – Time and Materials 

County will be billed on an hourly basis pursuant to the rates and Approved pricing set forth in Appendix 
3.1 to Schedule 3 based upon the actual hours worked by Vendor Personnel to provide the Services and 
in accordance with the payment schedule provided below or attached. Vendor estimates that the Fees 
for all Time and Materials to complete the Services under this Work Order are $751,334. The foregoing 
represents Vendor’s best, good faith estimate of the Fees required to perform the Services described in 
this Work Order. In the event it is anticipated that the estimate set forth above will be exceeded, Vendor 
will provide written notice to County and obtain County’s written approval in advance of incurring such 
excess cost. County has no obligation with respect to any amounts (1) invoiced by Vendor for work 
rendered in excess of the above estimate prior to the County’s written approval of additional Fees in 
excess of Vendor’s estimate, or (2) in excess of the Maximum Project Fees. 

Vendor shall specify the percentage and dollar allocations for the Time and Materials estimate and 
estimated hours for each Milestone by role. Vendor’s hourly rates must be consistent with rates set forth 
under Appendix 3.1 to Schedule 3.  

No. Milestone Level Location Rate Est. Hours Est. Proportion Est. Total 

Milestone 1 - Provide Software Specialist staff support 

1. Software Specialist 
(CY 7 & CY8) Junior Onsite 

(Customer) $83 4,795 N/A $397,985 

2. Software Specialist 
(CY 9 & CY10) Junior Onsite 

(Customer) $85 3,968 N/A $337,280 

Milestone 1 Totals 8,606 N/A $722,234 
Milestone 2 - Provide PM staff support 
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No. Milestone Level Location Rate Est. Hours Est. Proportion Est. Total 

3. Project Manager 
(CY7 & 8) Senior Onsite 

(Customer) $190 50 N/A $9,500 

4. Project Manager 
(CY 9 & 10) Senior Onsite 

(Customer) $196 100 N/A $19,600 

Milestone 2 Totals 150 N/A $29,100 

Est. Total Labor/Est. T&M Fees 8,756 N/A $751,334 

[Option 3 – Pass Through Plus Mark-Up] 

County will be billed on a pass through plus Mark-Up basis, pursuant to Section 3.1.7. of Schedule 3, for 
third party goods and services acquired on behalf of County by Vendor. Vendor estimates that the Fees for 
all pass through plus mark-up Deliverables are collectively $______. The foregoing represents Vendor’s 
best, good faith estimate of the Fees required to perform the Services described in this Work Order. In the 
event it is anticipated that the estimate set forth above will be exceeded, Vendor will provide written notice 
to County and obtain County’s Approval in advance of incurring such excess cost. County has no obligation 
with respect to any amounts invoiced by Vendor for work rendered in excess of the above estimate prior 
to the County’s Approval of additional Fees in excess of Vendor’s estimate. 

Vendor shall specify the percentage and dollar allocations for the pass through plus mark-up Fees by line 
item as provided in the sample below. Vendor’s hourly rates must be consistent with rates set forth under 
Appendix 3.1 to Schedule 3. 

No. Line Item Quantity Pass Through 
Cost (Each) 

Pass Through 
Cost (Total) 

Total Including 
Mark-Up (7%) 

1. 

Total Pass Through Plus Mark-Up Fees 

17.2. Invoices 

Invoices will be sent to County in accordance with the invoicing Requirements described in Section 11.3 
of the Agreement. 

17.3. Pass Through Expenses 

No. Line Item Pass Through Expenses 

1. N/A 

Total Pass Through Expenses Fees 

18. ATTACHMENTS

N/A
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19. CHANGES

No changes to a Type 1 Work Order shall be effective without prior County Approval.  Any change in price 
to a Type 1 Work Order that increases the price of a Type 1 Work Order to an amount greater than the 
then current County Contract Policy Manual §3.3-102(1)(a) will require written approval from the 
County’s Board.   

No changes to a Type 2 Work Order shall be effective without prior County Approval.  Any increase in 
price to a Type 2 Work Order will require written approval from the County’s Board. 

20. VENDOR PERSONNEL COSTS

Pursuant to Schedule 3, there shall be no Fees to County under this Work Order for any entertainment, 
vacation, sick time, holidays, paid time off, or other similar costs or expenses in connection with the 
Vendor Personnel. 

21. TERMINATION

Pursuant to Section 14.2 (Termination by the County for Convenience) of the Agreement, County may 
terminate this Work Order for convenience upon providing Vendor with three (3) Business Days prior 
written notice. Upon any such termination of this Work Order, County’s sole liability shall be the payment 
of any undisputed Fees incurred through the effective date of termination. For the avoidance of doubt, 
there shall be no termination fee for County’s termination of this Work Order pursuant to Section 14.2 
(Termination by the County for Convenience) of the Agreement. 

[Signatures provided on the following page] 
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IN WITNESS WHEREOF, the undersigned have caused this Amendment #3 to be duly executed and 
effective as of the Effective Date. 

Science Applications International Corporation County of Orange 

Signature:   

Authorized Representative 

Signature:  

Authorized Representative 

Name: Vincent R. Magaña Name: KC Roestenberg 

Title: Contracts, Senior Principal Title: County Chief Information Officer 

Date:  Date:  

APPROVED AS TO FORM 

COUNTY COUNSEL 

________________________________ 

Patrick Bruso, Deputy County Counsel 

April 3, 2023
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IT SERVICES WORK ORDER #CY7-006 

This Amendment #4 to Type 2 Work Order #CY7-006 ("Amendment #4") amends Work Order #CY7-006, 
with an original Effective Date of December 24, 2019, by replacing, amending and restating in its entirety 
Work Order #CY7-006 with the following amended and restated IT Services Type 2 Work Order #CY7-006 
for the purposes of extending the period of performance from June 30, 2023, to June 30, 2024, and 
increasing authorized funding for such Services from $1,646,446 to $2,205,333. 

This IT Services Work Order #CY7-006 (“Work Order”) is an attachment and addition to the IT Services 
Agreement dated as of the Effective Date (hereinafter “Agreement”) entered into by and between County 
of Orange (“County”) and Science Applications International Corporation (“Vendor”) and is incorporated 
into the Agreement by reference hereof. In the event of conflicting terms between the Agreement and 
this Other Services Work Order, the terms of the Agreement shall prevail and nothing in this Other Services 
Work Order shall modify or amend any provisions of the Agreement (including all components such as 
Statements of Work, Service Level Requirements, Schedules, etc.) unless such modifications or 
amendments and the provisions of the Agreement which they modify or amend are specifically identified 
in this Work Order and are approved by County. This Work Order includes any attachments hereto. Any 
capitalized terms not defined in this Work Order shall have the same meanings as used in the Agreement. 
Changes to this Work Order will be processed in accordance with the change control process as outlined 
in the Agreement. 

All of the tasks, subtasks, Deliverables, goods, and other services required or requested by County below 
are included as part of the Services. This Work Order provides a description of the nature of the work 
required, but does not provide an exhaustive list of every task or subtask necessary for completion of this 
IT Services Work Order #CY7-006. 

1. WORK ORDER NUMBER

CY7-006

2. EFFECTIVE DATE

This Work Order shall be effective December 24, 2019, once it is fully executed by authorized 
representatives of both Parties.   

3. PROJECT NAME

Microsoft Identity Manager (“MIM”) and Orange County Identity (“OCid”) Management Operational 
Support 

4. PROJECT SUMMARY

The County hereby requests that the Vendor assist the County by performing operations and maintenance 
support Services for their OCid system components. 

5. BUSINESS CASE / BUSINESS OBJECTIVES SUPPORTED

Orange County Information Technology (“OCIT”) requires operations and maintenance support Services 
for their OCid systems components. 

6. WORK ORDER TYPE

Other Services only Work Order (for Work Orders that do not include base Services elements)
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Other Services and base Services combination Work Order (for Work Orders that include both Other 
Services and base Services elements) 

As to Other Services and base services combination Work Orders, provide a description of each of 
the Other Services and base Services components of this Work Order: 

N/A 

6.1. Staffing Resource Order 

Staffing Resource Order Services.    Notwithstanding any other provision of the Agreement, County 
agrees that overtime, as required by applicable law, will be paid by County for Vendor Personnel 
performing staff augmentation Services, only upon prior written approval by County to Vendor for 
overtime eligible Services to be performed by Vendor Personnel. 

Resource Title Name Contact Information Responsibilities 
Location of 

Services 
Performance 

Project Manager Tim Taylor timothy.c.taylor@saic.com 

Project 
Management 
support as 
described in 
Section 9.1.2 of 
this Work Order 

OC Data 
Center 

System 
Administrator/Operator 

Mike 
Solomon mike.solomon@saic.ocgov.com 

System 
Administration 
support as 
described in 
Section 9.1.2 of 
this Work Order 

OC Data 
Center 

System 
Administrator/Operator 

Talivu 
Porter talivu.porter@saic.ocgov.com 

System 
Administration 
support as 
described in 
Section 9.1.2 of 
this Work Order 

OC Data 
Center 

System 
Administrator/Operator 

Wil 
Tomkiel william.tomkiel@saic.ocgov.com 

System 
Administration 
support as 
described in 
Section 9.1.2 of 
this Work Order 

OC Data 
Center 

System 
Administrator/Operator 

Daniel 
Anderson daniel.anderson@saic.ocgov.com 

System 
Administration 
support as 
described in 
Section 9.1.2 of 
this Work Order 

OC Data 
Center 
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Resource Title Name Contact Information Responsibilities 
Location of 

Services 
Performance 

System 
Administrator/Operator Moses Ng moses.ng@saic.ocgov.com 

System 
Administration 
support as 
described in 
Section 9.1.2 of 
this Work Order 

OC Data 
Center 

System 
Administrator/Operator Tim Pham tim.pham@saic.ocgov.com 

System 
Administration 
support as 
described in 
Section 9.1.2 of 
this Work Order 

OC Data 
Center 

System 
Administrator/Operator 

Tu 
Nguyen tu.nguyen@saic.ocgov.com 

System 
Administration 
support as 
described in 
Section 9.1.2 of 
this Work Order 

OC Data 
Center 

7. COUNTY SPONSOR, ORIGINATING SERVICE REQUEST, AND COUNTY BUDGET INFO

County Sponsor KC Roestenberg, Chief Information Officer 

Service Request Number WO #CY1-012 

County Budget Info DS46A (OCid), DS46B (MIM), FS10A (OCTime), AR11A (JWA MIM Attribute) 

8. VENDOR ROLES AND RESPONSIBILITIES

Resource Title Name Contact Information Responsibilities 

Program Manager Don Perrier donald.perrier@saic.com Base Services - Program 
Management 

Data Center Director Dave Snyder david.snyder@saic.ocgov.com Base Services - Project 
Oversight 

PMO Manager Ben Page benjamin.c.page@saic.com Base Services - PMO 

Project Manager Tim Taylor timothy.c.taylor@saic.com Project Management 

System 
Administrator/Operator Mike Solomon mike.solomon@saic.ocgov.com System Administration 

System 
Administrator/Operator Talivu Porter talivu.porter@saic.ocgov.com System Administration 

System 
Administrator/Operator Wil Tomkiel william.tomkiel@saic.ocgov.com System Administration 

System 
Administrator/Operator Daniel Anderson daniel.anderson@saic.ocgov.com System Administration 
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Resource Title Name Contact Information Responsibilities 

System 
Administrator/Operator Moses Ng moses.ng@saic.ocgov.com System Administration 

System 
Administrator/Operator Tim Pham tim.pham@saic.ocgov.com System Administration 

System 
Administrator/Operator Tu Nguyen Tu.nguyen@saic.ocgov.com System Administration 

Storage Management 
Engineer Bill Clements bill.clements@saic.ocgov.com 

Base Services - Storage 
Management 
Engineering 

Storage Management 
Engineer 

Osman 
Mohammed osman.mohammed@saic.ocgov.com 

Base Services - Storage 
Management 
Engineering 

Database Administrator Alex Arkof alex.arkof@saic.ocgov.com 
Base Services - 
Database 
Administration 

Database Administrator Dennis Madrid dennis.madrid@saic.ocgov.com 
Base Services - 
Database 
Administration 

9. PROJECT SCHEDULE & SERVICES

9.1. Schedule

No. Task Start Date End Date Duration 

1. Provide staff augmentation support Services 
by providing a System Administrator/Operator. 2/3/2020 6/30/2024 Approx. 53 months 

2. Provide staff augmentation support Services 
by providing a Storage Management Engineer. 2/3/2020 6/30/2024 Approx. 53 months 

3. Provide staff augmentation support Services 
by providing a Database Administrator. 2/3/2020 6/30/2024 Approx. 53 months 

4. Provide staff augmentation support Services 
by providing a Security System Engineer. 2/3/2020 6/30/2024 Approx. 53 months 

5. Provide staff augmentation support Services 
by providing a Technical Architect. 2/3/2020 6/30/2024 Approx. 53 months 

6. Provide staff augmentation support Services 
by providing a Project Manager. 2/3/2020 6/30/2024 Approx. 53 months 

9.2. Services 

9.2.1. OCid Major Components 

OCid Services are the services and activities required to support the County’s current 
 (“ ”) environment and all of the supporting infrastructure and security required to 

deliver the Services described in this Work Order.  The OCid environment includes Windows-based 
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systems and systems software (e.g., operating systems, utilities), including the County’s 
 (“ ”) environment that went into operational production in February 2014.  The 

OCid environment also includes , a utility used to synchronize OCid data with .  
In addition, the OCid environment includes  (“ ”) Connect that allows 
synchronization of on-premises multi-forest identity data to  (“ ”) and 

. Microsoft Identity Management (“MIM”) was added to the OCid environment starting in 2020 
through March 2021, and is used for County-wide identity data synchronization, self-service password 
resets, provisioning and de-provisioning user accounts, and manages the 
(“ ”). 

The major OCid components are as follows: 

9.2.1.1. 
The  software tool is required to synchronize the  directory to the 

 tenancy to ensure users are populated in  and enables single-sign-on 
functionality.  The  software currently leverages an existing single AD forest that 
has all County users in it called l but can allow multi-forest synchronization.

9.2.1.2. Global Directory 

The  directory is the source directory for  synchronization used by  which 
includes  synchronization from the department’s  as well as from additional 
systems to support a number of systems, including .  This system populates people 
data as requested by the Vendor for the  interface.  Exception handling is primarily 
focused on synchronization issues between  and department .  Sources of people data 
supported include: 

• Departments Active Directories
• Import feed from
• Feed to/from
• Feed to
• Feed to Cisco  (“ ”) 
• Feed to  (“ ”) 

9.2.1.3.  (“ ”) 

 is Microsoft's implementation of the  protocol (
).  

implements the standards-based  protocol and Security Assertion Markup Language 
(“SAML”).   is a standards-based service that allows the secure sharing of identity information 
between trusted County departments (known as a federation) across the County Network.  When a 
department user needs to access a Web application from one of the County’s enterprise systems, the 
user's own AD organization is responsible for authenticating the user and providing identity information 
in the form of "claims" to the system that hosts the application.  Microsoft uses its trust policy to map the 
incoming claims to claims that are understood by applications, which uses the claims to make 
authorization decisions. 

9.2.1.4. Operation Configuration Support 

Some example applications currently integrated with OCid are , 
 (“ ”), , , , , and MIM Portal, and .  
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New applications that are  or  (“ ”) compliant can be 
included in the above list with operational configuration support. 

9.2.1.5. MIM Support 

MIM is an enterprise on premise product that allows for the management of access, users, policies, and 
credentials. The County’s implementation of MIM consists of the following components:  

•  (“ ”) 
•  (“ ”) 
• User and Group Management from MIM Portal
• HR integration and Provisioning for  accounts 
• 
• MIM Metaverse 

9.2.2. Vendor Support Services 

For the current as-deployed OCid components of the OCid system described above in Section 9.2.1, 
Vendor will, on an hourly Time and Materials (“T&M”) basis, provide the following operational support 
and upgrade Services: 

Operations and Maintenance: 

•  servers and configurations 
•  services 
•  sync services (“ ”) 
•  trust network communications with County departments 
• Interfaces and data feeds for existing systems and applications, including , 

, and 
• MIM services

Technical Support and Implementation: 

• Support the analysis, design, integration, and interfaces with County badge system.
• Research, evaluate and recommend solutions to the County that would enhance OCid capabilities 

to meet new business requirements.
• Develop and maintain technical documentation to reflect changes to OCid architecture,

environment capabilities, configurations, setup, and operational procedures.
• Using IT industry standard reasonable efforts, work with County Active Directory administrators

to have mismatched records corrected by the appropriate County Personnel.
• Implement  monitoring on OCid services.  Approval to implement will be

provided by the County.  Monitoring parameters will include events that indicate service outages
and operational errors or warnings; alerts that indicate configuration issues and background tasks
failures or warnings; whether auditing is occurring successfully;  successful communications
between the federation server and the federation server proxy; notification of malformed access
requests; website availability; and the health of the Secure Sockets Layer (“SSL”) certificate of the
federation passive website in Internet Information Services (“IIS”).

• Provide MIM operation and maintenance requirements, such as the following items:

o Password Change Notification Service (“PCNS”) changes on Agency Domain controllers
to support the synchronization of passwords
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o Support SSPR for participating agencies and current users
o Support SSPR adoption for Agencies that have not adopted SSPR
o Implement MIM attribute changes and synchronization
o Support and maintain Security Information and Event Management (“SIEM”)

connectivity per County guidelines
o  Agency synchronization support (i.e., attribute conflicts, permissions, invalid data) 
o  (“ ”) integration support to MIM for all employee and 

contingent worker accounts 
o Support MIM downstream dependent systems (i.e., agency dependent architecture

such as firewalls)
o Provide Agency administrator access support for the MIM Portal
o Support users for MIM Portal
o Maintain the data dictionary of all attributes that are part of MIM synchronization
o  attribute synchronization for non-participating MIM agencies 
o Assist County with  attribute reconciliation for non-participating agencies 

9.2.2.1. OCid Support Categories 

The following Services will be provided by Vendor:   

Table A. OCid Support Requirements / Tasks 

OCid Category Services 

Category #1:  OCid Environment 
Environment - 
General 

Provide, maintain, and upgrade OCid environments for existing OCid environment, 
including production and test environments. 

Environment -
Security 

Implement appropriate security measures to protect the County’s digital identities 
and OCid infrastructure; enable the appropriate individuals to access the right 
resources at the right time; and meet the County’s security requirements including 
Security Assessment support. Assist with remediation services to address security 
breaches and provide security audit trail, log, and reports. 

Environment -
Software 
Upgrade 

Perform regular software upgrades to OCid environments, which includes 
Software within OCid environments, including but not limited to , 

, , MIM, , , etc. 

Productionization Hardening or productionizing the current OCid environment. 

Environment -
Department 
Adoption 

Set up, test, implement, and maintain all components required to provide OCid to 
a department including Orange County Assessor and Law & Justice Agencies (i.e., 

,  (“ ”), 
, and ), that adopt the 

“ ” connectivity between the individual agencies and OCid. 

Application 
Integration 
Configuration 

Add or update the necessary OCid configurations to allow an application to 
integrate with OCid for new and existing applications, including 

, , VoIP, , , , MIM,  and . 
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OCid Category Services 

Incident 
Resolution 

Analyze, troubleshoot, and resolve incidents related to the category of OCid 
Environment. Perform root cause analysis for all OCid-related incidents related to 
the category of OCid environment. 

Category #2:  Data Feed and Data Sync 
Data Feed Maintain the necessary OCid components to process or remove an existing data 

feed.  Perform appropriate data mapping and modify the necessary OCid 
configurations to map new data attributes, remove attributes, or modify 
attributes from an existing or updated data feed.  Existing data feeds and their 
associated attributes are included but not limited to: , departments’ 

, , , MIM and . 

Data Sync Maintain, monitor, and resolve data sync issues to County departments integrated 
with OCid.  Data sync services includes , , synching with 
existing data feeds, applications, and  (e.g., departments’ , 

, , VoIP, , , ,  and 
). 

Incident 
Resolution 

Analyze, troubleshoot, and resolve incidents related to the category of Data Feed 
and Data Sync. Perform root cause analysis of all OCid-related incidents related to 
the category of Data Feed and Data Sync. 

Category #3:  Technical Support 

Technical SME 
Support 

Research, evaluate, and recommend technologies and solutions to enhance OCid 
capabilities to meet existing or new County business requirements for , 

, MIM, Self-service (e.g., password reset), User ID Management 
and other  technologies and solutions. 

Technical 
Documentation 

Maintain and update existing documents or develop new technical documents to 
reflect OCid architecture, environment, capabilities, configurations, setup, 
operational procedures, etc. Existing documents include the following: OCid 
Architecture Document, Data Mapping Documents, Network diagrams, 
Troubleshooting Guides, Operating Procedures and Design Documents. 

Incident 
Resolution 

Analyze, troubleshoot, and resolve incidents related to the category of technical 
support. Perform root cause analysis of all OCid-related incidents related to the 
category of technical support. 

9.2.2.2.  Support 

Vendor and the County will perform the following Services: 

Table B.  OCid Services Roles and Responsibilities 

Enterprise ) Services Vendor County 

1. Provide Identity Management Program governance and planning across
the County. X 

2. Provide OEM License maintenance for  product(s) support. X 
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9.2.2.3. County Business Applications Support 

Vendor and the County will perform the following Services:  

Table C.  Application Support Roles and Responsibilities 

OCid Business Applications Support Roles and Responsibilities Vendor County 

1. Perform OCid application monitoring to verify the processing condition of
the application software. X 

2. Perform application Electronic Data Interchange (“EDI”), FTP and
interface monitoring to verify secure processing condition of EDI, FTP,
and interfaces with applications.

X 

Enterprise Identity Access Management (IAM) Services Vendor County 

3. Make recommendations for the scaling and/or refresh of the
product/platform to meet demand and future application needs.

X 

4. Coordinate testing/upgrades of OCid components with County
departments using  services. X 

5. Provide OCid training and communication to all support vendors. X 

6. Provide OCid hardware, software licensing, and related system
components. X 

7. Provide onsite support and change management as required and
coordinate with third party  product provider for ticket resolution 
(e.g., support third party remote diagnosis, coordinate third party 
installation, perform physical parts replacement, data sync issues, 
incident resolution, etc.). 

X 

8. Provide support and perform hardware and software upgrades for the
following  system components as deployed:

• 

to authenticate users with their existing County credentials. 
•  to synchronize these accounts to . 
•  and  Proxy demilitarized zone (“DMZ”) network that hosts 

 and  Proxy servers. 
•  service, County-wide identify data synchronization jobs 
• MIM service and synchronization workflows

X 

9. Provide OCid architecture and solution support as the County defines an
overall system of OCid and . X 

10. Support the County Project Manager with program governance and
agency support as necessary. X 

11. Implement the requirements specified in Table A – OCid Support
Requirements / Tasks X 
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OCid Business Applications Support Roles and Responsibilities Vendor County 

3. Perform fault isolation, troubleshooting, and failure recovery for all in-
scope Software. X 

4. Interface with the County and third-party vendor application
development and support groups as required during Application
Integration Support Services.

X 

5. Perform County and third-party application development and integration
necessary to facilitate implementation of OCid as an enterprise
authentication solution.

X 

6. Coordinate with the County and third parties to ascertain ongoing
infrastructure support requirements and specifications for applications. X 

7. Perform application upgrades upon County request. X 

8. Perform OCid configurations upon County request. X 

9.2.2.4. End User Administration Services 

Vendor and the County will perform the following Services:  

Table D.  End User Support Roles & Responsibilities 

End User Administration Services Roles and Responsibilities Vendor County 

1. Provide and support End User Account Administration. X 

2. Provide User ID tracking and regulatory compliance requirements and
approval policies. X 

3. Establish User ID administrative security policies to ensure that all User
IDs are authenticated (e.g., encryption, minimal level password) for
operating systems and databases (excludes applications).

X 

4. Review and approve User ID creation and access control modifications. X 

5. Provide direction on the disposition of User IDs. X 

6. Define application-level roles and access. X 

7. Make recommendations to technical systems in order to maintain at
least n-1 technical currency of OCid once the implementation of the User
ID system is complete.

X 

8. Add, change, delete, or revoke User IDs that access operating systems or
subsystems using access control software, per the provided security
standards.

X 

9. Add, change, delete, or revoke User IDs that access applications
controlled by the County, per the established security standards. X 

10. Add, change, delete, or revoke User IDs that access applications
controlled by Vendor, per the provided security standards. X 

11. Periodically review group membership and system level user IDs in
accordance with established security guidelines. X 
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End User Administration Services Roles and Responsibilities Vendor County 

12. Periodically review and remove End User access rights when the End
User is no longer employed or job responsibilities change, including
operating system and subsystem access per established guidelines;
notify County of all such changes in accordance with provided security
guidelines.

X 

13. Periodically review and revalidate system User IDs in accordance with
provided security standards. X 

14. Periodically remove application User IDs per County direction. X 

15. Perform Password Resets for End Users per the established security
guidelines. X 

16. Provide audit trail for all User ID activities for County Systems (e.g.,
create, track, and delete IDs). X 

17. Manage and maintain system accounts. X 

18. Create and maintain User ID administration processes per the County’s
direction. X 

19. Create and update User ID management Software for automated
approval workflow as new requirements are defined by the County. X 

9.2.2.5. Web Support Services 

Vendor and the County will perform the following Services:  

Table E. Web Support Services Roles and Responsibilities 

Web Support Services Roles and Responsibilities Vendor County 

1. Manage Web content and Web content/application third party
relationships. X 

2. Provide operations and engineering support for Web middleware
application components. X 

3. Work with Network Vendor and any third-party providers to perform
problem determination and resolution activities related to supporting
County Web sites. These activities include but are not limited to (internal
and externally facing sites):

• Resolving access issues.
• Resolving performance issues.
• Establishing new sites.
• Discontinuing sites.
• Investigating hacking and defacing incidents.

X 

4. Provide the Vendor single point of contact for the coordination and
support of key Web infrastructure components (e.g., load balancing, DMZ
infrastructure, middleware, firewall).

X 
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Web Support Services Roles and Responsibilities Vendor County 

5. Manage Web proxy services including user support, administration, and
management. X 

6. Install code fixes for all related web services elements (e.g., hardware,
middleware, and application servers). X 

7. Provide third party external monitoring requirements (e.g., URL,
transaction, threshold to be monitored). X 

8. Provide alerting method (e.g., distribution list) per the Vendor’s monitoring
systems. X 

9. Support non-functional compliance and performance testing and security
assessments conducted by external parties. X 

9.2.2.6. MIM Services 

Vendor will perform the following Services:  

Table F.  MIM Support Services Roles and Responsibilities 

Workstream – 1 Vendor County 

1. Support Management Agents used for  process. This includes 
troubleshooting connectivity issues to the agency domain controllers X 

2. Support  issues (Remediate data issues) X 

3. Support any changes to the  sync rules X 

4. Support any changes to the  sync rules X 

5. Support Metaverse precedence rules X 

6. Update the “Operations Guide” to reflect any production changes X 

Workstream – 2 Vendor County 

1. Support /  for  implementation X 

2. Implement and Support trust verification script X 

3. Support issues with the Password Change Notification Service (“PCNS”)
client X 

4. Support password sync issues ( ) X 

5. Support OCIT deployment of  to non-participating agencies X 

Workstream – 3 User and Group Mgmt. from MIM Portal Vendor County 

1. Support changes in department administrators to manage Agency Users,
Contacts, and Groups X 

2. Support user access issues to the MIM portal X 

3. Support data sync issues related to Agency Users, Contacts and Groups X 
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Workstream – 3 User and Group Mgmt. from MIM Portal Vendor County 

4. Support MIM sync engine (review logs files and address any critical errors) X 

5. Support department access controls for delegated administration of the
department domains X 

6. Support MIM Sync Rules for Provisioning User and Groups X 

7. Support any changes to the MIM email templates X 

8. Support any modifications to the MIM workflows (which shall, at times,
require Microsoft Premier Support) X 

Workstream – 4 HR Integration and Provisioning Vendor County 

1. Support  management agent configuration X 

2. Support  rules X 

3. Support  and MIM management agent X 

4. Support  and MIM synchronization rules X 

5. Support workflows related to HR provisioning X 

Other MIM Support Services Vendor County 

1. Support application software upgrades (such as MIM components,
), PCNS,  (“ ”), 

, and SIEM agents. 
X 

2. Support the monitoring and optimization for the MIM server services
infrastructure. X 

3. Support County security initiatives (e.g., vulnerability, logging, GMSA, etc.) X 
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9.2.3. Ad hoc OCid or MIM Staff Augmentation Services – County may request 
Vendor to perform ad hoc OCid or MIM staff augmentation Services not 
included in the above-described Section 9.2.2. The process for County to 
receive any such ad hoc OCid or MIM staff augmentation Services is as follows: 

9.2.3.1. The County will submit a Service Request to Vendor 
requesting the staff augmentation Services. 

9.2.3.2. Vendor will reply confirming if it does or does not currently 
have the requested Vendor Personnel available to perform 
such Services. 

9.2.3.3. As evidence of County’s authorization for Vendor to perform 
such Services, the County will provide the BAC code for the 
requested Services. 

9.2.3.4. Vendor will create a unique charge number specific to the BAC 
code for time charging. 

9.2.3.5. For the purpose of there being flexibility in providing an 
appropriate or available Resource at the time of a future 
Service Request under this Section 9.2.3, the Parties agree 
that, notwithstanding any other provision of this Work Order, 
Services performed by Vendor under this Work Order may be 
performed using, in Vendor’s reasonable discretion, and with 
County’s written approval, any junior or senior Vendor 
Personnel (whether or not listed in Section 6) that fall under 
the authorized Resource Titles agreed to in this Work Order. 

9.3. Training 

N/A 

9.4. Software 

N/A 

9.5. Equipment and Other Assets 

N/A 

9.6. Risks and Risk Mitigation 

N/A 

No. Potential Risk Mitigation Strategy / 
Contingency Plan Probability of Risk (%) Consequence Amount at Risk 

1. N/A 
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10. PRICING SUMS

PRICING SUMS 

Maximum Project Fees $2,205,333 

Key Milestone Fees N/A 

11. ACCEPTANCE

11.1. Acceptance Criteria 

The Acceptance Criteria shall be as described in Section 14 (Deliverables) below as to each Deliverable 
under this Work Order and pursuant to the terms of the Agreement. 

11.2. Acceptance Testing 

Unless explicitly provided in this Work Order, the Acceptance Tests shall be as described in this Work 
Order and as otherwise defined in the Agreement. 

11.3. Final Acceptance 

Final Acceptance by the County shall be as defined in Section 8.3 of the Agreement. 

11.4. Final Acceptance Sign-Off Procedure 

N/A 

12. PROJECT REPORTS

Provide the following Reports:

• Weekly Project status reports

o Vendor shall meet with County on a bi-weekly basis to report on the status of this Work
Order.  At this meeting, Vendor shall provide County with a Weekly Project status report.
The Weekly Project Status report shall include, but not be limited to, the following details
for each Vendor Personnel providing services under this Work Order:

 Resource name and associated resource classification
 Hourly rate
 Number of hours
 The reporting categories the cost is associated with (e.g.,  Apps Enablement

& Support, Trust & Interfaces & Workflows, Trust & Interfaces & Workflows
(MIM), Data Synchronization ( / ), Data Synchronization (MIM)).

 Projections for the following week, which will be for continuations of existing
work activities. Due to unplanned nature of the environment, incidents and
unforeseen activity will not be included.

• Project kickoff event summary report

• Project close-out cost and key learning report

• As needed written reports as may be reasonably requested by County to monitor the status of
the Services under this Work Order
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• Other (provide description):

None

13. ADDITIONAL REQUIREMENTS

13.1. Assumptions

This Work Order is premised on the following assumptions.  A change in or a failure to satisfy an 
assumption may require an increase in the Work Order price, a modification to the estimated schedule, 
and/or a change to the Services: 

• All EDIs used to integrate to OCid by County IT staff will follow industry best practices.
• Service Levels applicable to the OCid services follow the governing Service Level Requirements

(“SLRs”) associated with the servers hosting the Services and Incident Resolution.
• All new applications added to the OCid infrastructure will be handled through the change

management and work order processes.
• County will continue to provide necessary original equipment manufacturer (“OEM”)

maintenance agreements including , and MIM maintenance.
• This Work Order does not include a Disaster Recovery (“DR”) solution or support for remote DR-

based OCid.  At which time the County finalizes its design of OCid to include a disaster recovery
solution, the Parties can mutually agree to a separate Work Order or an amendment to this Work
Order for Vendor to implement such disaster recovery solution.

• Services to implement the County’s MIM environment project are not part of the scope of this
Work Order.

• The existing trust architecture supporting OCid remains in place to support authentication
requirements for  enabled APPs and other County services.

• There will be a requirement to support an additional trust architecture for the implementation of
the MIM project.

•  (the synchronization between  and ) will require additional 
interface requirements.  An additional  server to improve service resiliency will be 
implemented as part of the MIM project. 

• The support requirements for the  service infrastructure will remain the same and will not 
be affected with the MIM implementation project. 

• The Vendor realizes the MIM implementation project is currently being implemented by the
County and these support levels are estimated based on what is known prior to the project being
fully implemented.

• The table below reflects the Vendor’s assumption of estimated T&M effort to support the OCid
and MIM services described in Section 9.2.2, but excludes any ad hoc T&M Services arising from
Section 9.2.3.

• The County will, through its own procurement department, purchase Microsoft Premier Support,
which is required for any architecture changes to the MIM environment.
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CY7/FY2020-2021 

CY8/FY2021-2022 

CY7-006 Feb-2020 Mar-2020 Apr-2020 May-2020 Jun-2020 Jul-2020 Aug-2020 Sep-2020 Oct-2020 Nov-2020 Dec-2020 Jan-2021 Feb-2021 Mar-2021 Apr-2021 May-2021 Jun-2021
OCID Support

ADFS 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5
Trust & Interfaces & Workflows 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75
Data Synchronization ( ) 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25

Total Estimated OCID Support 1.5 1.5 1.5 1.5 1.5 1.5 1.5 1.5

MIM Support
ADFS Apps Enablement & Support 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5
Trust & Interfaces & Workflows 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75
Data Synchronization ( ) 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25

Total Estimated MIM Support 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 1.5 1.5 1.5 1.5 1.5 1.5 1.5 1.5 1.5

Total Monthly Estimated FTE 2 2 2 2 2 2 2 2 1.5 1.5 1.5 1.5 1.5 1.5 1.5 1.5 1.5

Total Estimated Cost to County per Month $41,596.50 $41,596.50 $41,596.50 $41,596.50 $41,596.50 $41,596.50 $41,596.50 $41,596.50 $31,197.38 $31,197.38 $31,197.38 $31,197.38 $31,197.38 $31,197.38 $31,197.38 $31,197.38 $30,990.00
$613,341.00Total CY7-006 Funded Value

CY7-006 Jul-2021 Aug-2021 Sep-2021 Oct-2021 Nov-2021 Dec-2021 Jan-2022 Feb-2022 Mar-2022 Apr-2022 May-2022 Jun-2022

OCID and MIM Support
ADFS Apps Enablement & Support 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5
Trust & Interfaces & Workflows 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75
Data Synchronization ( /MIM) 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75

Total Estimated OCid Support 2 2 2 2 2 2 2 2 2 2 2 2

Total Monthly Estimated FTE 2 2 2 2 2 2 2 2 2 2 2 2

Total Estimated Cost to County per Month $47,390.00 $47,390.00 $47,390.00 $47,390.00 $47,390.00 $47,390.00 $47,390.00 $47,390.00 $47,390.00 $47,390.00 $47,390.00 $47,390.00
$568,680.00
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CY9/FY2022-2023 

CY10/FY2023-2024 

14. DELIVERABLES

DELIVERABLES 

No. Deliverable Name Deliverable Date Acceptance Criteria 

1. Provide OCid Support Services N/A  Provision of Services

CY7-006 Jul-2022 Aug-2022 Sep-2022 Oct-2022 Nov-2022 Dec-2022 Jan-2023 Feb-2023 Mar-2023 Apr-2023 May-2023 Jun-2023

OCID and MIM Support
ADFS Apps Enablement & Support 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5
Trust & Interfaces & Workflows 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5
Data Synchronization ( /MIM) 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75

Total Estimated OCid Support 1.75 1.75 1.75 1.75 1.75 1.75 1.75 1.75 1.75 1.75 1.75 1.75

Total Monthly Estimated FTE 1.75 1.75 1.75 1.75 1.75 1.75 1.75 1.75 1.75 1.75 1.75 1.75

Total Estimated Cost to County per Month $41,071.33 $41,071.33 $41,071.34 $41,071.33 $41,071.33 $41,071.34 $41,071.33 $41,071.33 $41,071.34 $41,071.33 $41,071.33 $41,071.34
$492,856.00

CY7-006 Jul-2023 Aug-2023 Sep-2023 Oct-2023 Nov-2023 Dec-2023 Jan-2024 Feb-2024 Mar-2024 Apr-2024 May-2024 Jun-2024

OCID and MIM Support
ADFS Apps Enablement & Support 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5
Trust & Interfaces & Workflows 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.5
Data Synchronization ( /MIM) 1 1 1 1 1 1 1 1 1 1 1 1

Total Estimated OCid Support 2 2 2 2 2 2 2 2 2 2 2 2

Total Monthly Estimated FTE 2 2 2 2 2 2 2 2 2 2 2 2

Total Estimated Cost to County per Month $46,574.67 $46,574.67 $46,574.66 $46,574.67 $46,574.67 $46,574.66 $46,574.67 $46,574.67 $46,574.66 $46,574.67 $46,574.67 $46,574.66
$558,896.00
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15. MILESTONES

MILESTONES 

No. Milestone Name 
Key 

Milestone? 
(Y/N) 

Milestone 
Date 

Included 
Deliverables 

Key 
Milestone 
Allocation 

(Percentage)* 

Key Milestone 
Allocation 
(Dollars) 

Holdback 
Amount 

Key Milestone 
Scheduled 
Duration 
(Months) 

Monthly Key 
Milestone 
Payment 

1. Provide Services 
described in Section 9 N/A N/A  Deliverable 1 N/A N/A N/A Approx. 53 

months N/A 

* As this is a T&M staff augmentation Work Order the Parties agree that, notwithstanding any other provision of this Work Order and the Agreement, there are
no Milestones and no Key Milestones and Vendor shall only be paid each month for the invoiced actual hour(s) of staff augmentation Services performed by
Vendor Personnel billed pursuant to the Option 2 – Time and Materials provisions of Section 16.1 of this Work Order.  It is also agreed that notwithstanding
any other provisions of the Agreement and consistent with Section 7.4 of the Agreement, including Section 4.1 of Schedule 4, the provision of such hourly
Services is the Deliverable, which is not subject to Fee Reductions, Acceptance Criteria and Final Acceptance.  However, the Agreement requires that such
hourly Services shall be performed pursuant to Section 21.1.2 (Service Delivery) of the Agreement.
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16. KEY MILESTONES PAYMENTS TABLE

N/A

17. INVOICING

17.1. Fees

[Option 1 – Fixed Fee] 

The total Fees to be paid by County to Vendor for the Deliverables and other Services to be provided by 
Vendor pursuant to this Work Order shall be $______ (the “Fixed Fee Fees”). For the avoidance of doubt, 
Vendor agrees that this is a Fixed Fee arrangement in which Vendor, subject to the other limitations in this 
Work Order and the Agreement, will provide all services necessary to provide the Services described in this 
Work Order for the Fixed Fee specified herein, regardless of the actual number of hours required or actually 
worked by Vendor to provide such Services. 

Vendor shall specify the percentage and dollar allocations of the Fixed Fee Fees and estimated hours for 
each Milestone. 

No. Milestone Est. 
Rate 

Est. 
Hours 

Est. 
Proportion Est. Total 

1. 

Est. Total Labor 

Fixed Fee Fees 

Option 2 – Time and Materials 

County will be billed on an hourly basis pursuant to the rates and Approved pricing set forth in Appendix 
3.1 to Schedule 3 based upon the actual hours worked by Vendor Personnel to provide the Services and 
in accordance with the payment schedule provided below or attached. Vendor estimates that the Fees 
for all Time and Materials to complete the Services under this Work Order are $2,205,332.75. The 
foregoing represents Vendor’s best, good faith estimate of the Fees required to perform the Services 
described in this Work Order. In the event it is anticipated that the estimate set forth above will be 
exceeded, Vendor will provide written notice to County and obtain County’s written approval in advance 
of incurring such excess cost. County has no obligation with respect to any amounts (1) invoiced by Vendor 
for work rendered in excess of the above estimate prior to the County’s written approval of additional 
Fees in excess of Vendor’s estimate, or (2) in excess of the Maximum Project Fees. 

Vendor shall specify the percentage and dollar allocations for the Time and Materials estimate and 
estimated hours for each Milestone by role. Vendor’s hourly rates must be consistent with rates set forth 
under Appendix 3.1 to Schedule 3. 

No. Milestone Level Location Rate Est. Hours Est. Proportion Est. Total 

Milestone 1 - Provide Services described in Section 9 

1.  Systems Administrator/ 
Operator (CY7 & CY8) Senior Onsite 

(Customer) $123  8,794.75 N/A $1,081,754.25  
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No. Milestone Level Location Rate Est. Hours Est. Proportion Est. Total 

2. Project Manager (CY7 & CY8) Senior Onsite 
(Customer) $190  224.00 N/A $42,560.00  

3. Systems Administrator/ 
Operator (CY9 & 10) Senior Onsite 

(Customer) $127  7,925.50 N/A $1,006,538.50  

4.  Project Manager (CY9 & 10) Senior Onsite 
(Customer) $196  380 N/A $74,480.00  

Milestone 1 Totals 17,324.25 N/A $2,205,332.75  

Est. Total Labor/Est. T&M Fees 17,324.25 N/A $2,205,332.75  

[Option 3 – Pass Through Plus Mark-Up] 

County will be billed on a pass through plus Mark-Up basis, pursuant to Section 3.1.7. of Schedule 3, for 
third party goods and services acquired on behalf of County by Vendor. Vendor estimates that the Fees for 
all pass through plus mark-up Deliverables are collectively $______. The foregoing represents Vendor’s 
best, good faith estimate of the Fees required to perform the Services described in this Work Order. In the 
event it is anticipated that the estimate set forth above will be exceeded, Vendor will provide written notice 
to County and obtain County’s Approval in advance of incurring such excess cost. County has no obligation 
with respect to any amounts invoiced by Vendor for work rendered in excess of the above estimate prior 
to the County’s Approval of additional Fees in excess of Vendor’s estimate. 

Vendor shall specify the percentage and dollar allocations for the pass through plus mark-up Fees by line 
item as provided in the sample below. Vendor’s hourly rates must be consistent with rates set forth under 
Appendix 3.1 to Schedule 3. 

No. Line Item Quantity Pass Through 
Cost (Each) 

Pass Through 
Cost (Total) 

Total Including 
Mark-Up (7%) 

1. 

Total Pass Through Plus Mark-Up Fees 

17.2. Invoices 

Invoices will be sent to County in accordance with the invoicing Requirements described in Section 11.3 
of the Agreement. 

17.3. Pass Through Expenses 

No. Line Item Pass Through Expenses 

1. 

Total Pass Through Expenses Fees 

18. ATTACHMENTS

N/A
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19. CHANGES

No changes to a Type 1 Work Order shall be effective without prior County Approval.  Any change in price 
to a Type 1 Work Order that increases the price of a Type 1 Work Order to an amount greater than the 
then current County Contract Policy Manual §3.3-102(1)(a) will require written approval from the 
County’s Board.   

No changes to a Type 2 Work Order shall be effective without prior County Approval.  Any increase in 
price to a Type 2 Work Order will require written approval from the County’s Board. 

20. VENDOR PERSONNEL COSTS

Pursuant to Schedule 3, there shall be no Fees to County under this Work Order for any entertainment, 
vacation, sick time, holidays, paid time off, or other similar costs or expenses in connection with the 
Vendor Personnel. 

21. TERMINATION

Pursuant to Section 14.2 (Termination by the County for Convenience) of the Agreement, County may 
terminate this Work Order for convenience upon providing Vendor with three (3) Business Days prior 
written notice. Upon any such termination of this Work Order, County’s sole liability shall be the payment 
of any undisputed Fees incurred through the effective date of termination. For the avoidance of doubt, 
there shall be no termination fee for County’s termination of this Work Order pursuant to Section 14.2 
(Termination by the County for Convenience) of the Agreement. 

[Signatures provided on the following page] 
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IN WITNESS WHEREOF, the undersigned have caused this Amendment #4 to be duly executed and 
effective as of the as of the Effective Date. 

Science Applications International Corporation County of Orange 

Signature:   

Authorized Representative 

Signature:  

Authorized Representative 

Name: Vincent R. Magaña Name: KC Roestenberg 

Title: Contracts, Senior Principal Title: County Chief Information Officer 

Date:  Date:  

APPROVED AS TO FORM 

COUNTY COUNSEL 

________________________________ 

David Obrand, Deputy County Counsel 

April 24, 2023
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IT SERVICES WORK ORDER #CY8-010 

This Amendment #2 to Type 2 Work Order #CY8-010 ("Amendment #2") amends Work Order #CY8-010, 
with an original Effective Date of February 10, 2022, by replacing, amending and restating in its entirety 
Work Order #CY8-010 with the following amended and restated IT Services Type 2 Work Order #CY8-010 
for the purposes of adding a new Badging Specialist resource, extending the period of performance from 
June 30, 2023, to June 30, 2024, and increasing authorized funding for such Services from $136,464 to 
$227,401. 

This  IT Services Work Order #CY8-010 (“Work Order”) is an attachment and addition to the IT Services 
Agreement dated as of the Effective Date (hereinafter “Agreement”) entered into by and between County 
of Orange (“County”) and Science Applications International Corporation (“Vendor”) and is incorporated 
into the Agreement by reference hereof. In the event of conflicting terms between the Agreement and 
this Other Services Work Order, the terms of the Agreement shall prevail and nothing in this Other Services 
Work Order shall modify or amend any provisions of the Agreement (including all components such as 
Statements of Work, Service Level Requirements, Schedules, etc.) unless such modifications or 
amendments and the provisions of the Agreement which they modify or amend are specifically identified 
in this Work Order and are approved by County. This Work Order includes any attachments hereto. Any 
capitalized terms not defined in this Work Order shall have the same meanings as used in the Agreement. 
Changes to this Work Order will be processed in accordance with the change control process as outlined 
in the Agreement. 

All of the tasks, subtasks, Deliverables, goods, and other services required or requested by County below 
are included as part of the Services. This Work Order provides a description of the nature of the work 
required, but does not provide an exhaustive list of every task or subtask necessary for completion of this 
IT Services Work Order #CY8-010. 

1. WORK ORDER NUMBER

CY8-010

2. EFFECTIVE DATE

This Work Order shall be effective February 10, 2022, once it is fully executed by authorized 
representatives of both Parties.   

3. PROJECT NAME

Badge Access Staff Support

4. PROJECT SUMMARY

The County hereby requests that the Vendor assist the County by providing one (1) full time Badging 
Specialist Vendor Personnel staff with experience in  badge software to augment OCIT 
badge access services at the County Administration South (“CAS”) facility.    

5. BUSINESS CASE / BUSINESS OBJECTIVES SUPPORTED

The County requires onsite badging support at the CAS facility.

6. WORK ORDER TYPE

Other Services only Work Order (for Work Orders that do not include base Services elements)
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Other Services and base Services combination Work Order (for Work Orders that include both Other 
Services and base Services elements) 

As to Other Services and base services combination Work Orders, provide a description of each of 
the Other Services and base Services components of this Work Order: 

N/A 

6.1. Staffing Resource Order 

Staffing Resource Order Services.    Notwithstanding any other provision of the Agreement, County 
agrees that overtime, as required by applicable law, will be paid by County for Vendor Personnel 
performing staff augmentation Services, only upon prior written approval by County to Vendor for 
overtime eligible Services to be performed by Vendor Personnel. 

Resource Title Name Contact Information Responsibilities Location of Services 
Performance 

Badging Specialist Alan Luna Alan.luna@saic.ocgov.com Badging Support Orange County Data Center 

Badging Specialist TBD TBD Badging Support Orange County Data Center 

7. COUNTY SPONSOR, ORIGINATING SERVICE REQUEST, AND COUNTY BUDGET INFO

County Sponsor Ray O’Grady 

Service Request Number REQ0065633 (also see INC00649825) 

County Budget Info DS60B 

8. VENDOR ROLES AND RESPONSIBILITIES

Resource Title Name Contact Information Responsibilities 

Badging Specialist Alan Luna Alan.luna@saic.ocgov.com Badging Support 

Badging Specialist TBD TBD Badging Support 

9. PROJECT SCHEDULE & SERVICES

9.1. Schedule

No. Services Start Date End Date Estimated Duration 

1. 
Provide Badging Specialist staff support 2/28/22 6/30/24 

Approximately 
28 months 

9.2. Services 

Vendor will, on an hourly time and materials (“T&M”) basis provide, by way of, one (1) full time Junior 
Badging Specialist, Vendor Personnel augmentation Services, as described below: 

• Provide card issuance, card revocation
• Provision and bind security levels to cards
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• Maintain the central call center for card requests, address maintenance issues and projects,  and
will escalate maintenance issues to County’s service delivery team as necessary

• Provide first level support for card issues using  software system 
• Audit cardholder profiles/quality control using  software system 
• Maintain card stock inventory
• Perform card printer preventative maintenance
• Maintain credential template layout documentation
• Provide administrative support for infrastructure projects as needed
• Provide reporting and analyzing data to County from the  software system 
• Audit  cardholder data entry fields and develop corrective reports 
• Any other related activities as assigned by OCIT.

9.3. Training 

N/A 

9.4. Software 

N/A 

9.5. Equipment and Other Assets 

N/A 

9.6. Risks and Risk Mitigation 

No. Potential Risk 
Mitigation 
Strategy / 

Contingency Plan 

Probability of Risk 
(%) Consequence Amount at Risk 

1. N/A 

10. PRICING SUMS

PRICING SUMS 

Maximum Project Fees $227,401 

Key Milestone Fees N/A 

11. ACCEPTANCE

11.1. Acceptance Criteria

The Acceptance Criteria shall be as described in Section 14 (Deliverables) below as to each Deliverable 
under this Work Order and pursuant to the terms of the Agreement. 

11.2. Acceptance Testing 

Unless explicitly provided in this Work Order, the Acceptance Tests shall be as described in this Work 
Order and as otherwise defined in the Agreement. 
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11.3. Final Acceptance 

Final Acceptance by the County shall be as defined in Section 8.3 of the Agreement. 

11.4. Final Acceptance Sign-Off Procedure 

N/A 

12. PROJECT REPORTS

Provide the following Reports, as applicable:

• Weekly Project status reports

• Project kickoff event summary report

• Project close-out cost and key learning report

• As needed written reports as may be reasonably requested by County to monitor the status of
the Services under this Work Order

• Other (provide description):

None.

13. ADDITIONAL REQUIREMENTS

This Work Order is premised on the following assumptions. A change in or a failure to satisfy an 
assumption may require an increase in the Work Order price, a modification to the schedule and/or a 
change to the Services: 

• For any environment not managed by Vendor, County shall provide Vendor’s Junior Badging
Specialist the appropriate access required to complete the Services in Section 9.2.

• The Parties have mutually agreed to an hourly rate of $49 for Contract Year 8 and $51 for Contract
Year 9 and Contract Year 10 for the Badging Specialist.

[Remainder of page intentionally blank] 
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14. DELIVERABLES

DELIVERABLES 

No. Deliverable Name Key Deliverable? (Y/N) Deliverable Date Acceptance Criteria Weighting Factor* 

1. Provision of Services N/A N/A  Provision of Services N/A 

* The sum of this column should equal one-hundred percent (100%).

15. MILESTONES

MILESTONES 

No. Milestone Name 
Key 

Milestone? 
(Y/N) 

Milestone 
Date 

Included 
Deliverables 

Key Milestone 
Allocation 

(Percentage)* 

Key 
Milestone 
Allocation 
(Dollars) 

Holdback 
Amount 

Key Milestone 
Scheduled 
Duration 
(Months) 

Monthly Key 
Milestone 
Payment 

1. 
Provide Badging 
Specialist staff 
support 

N/A N/A  Deliverable #1 N/A N/A N/A 28 Months N/A 

* As this is a T&M staff augmentation Work Order, the Parties agree that, notwithstanding any other provision of this Work Order and the Agreement, there are
no Milestones and no Key Milestones and Vendor shall only be paid each month for the invoiced actual hour(s) of staff augmentation Services performed by
Vendor Personnel billed pursuant to the Option 2 – Time and Materials provisions of Section 16.1 of this Work Order. It is also agreed that notwithstanding
any other provisions of the Agreement and consistent with Section 7.4 of the Agreement, including Section 4.1 of Schedule 4, the provision of such hourly
Services is the Deliverable, which is not subject to Fee Reductions, Acceptance Criteria and Final Acceptance. However, the Agreement requires that such
hourly Services shall be performed pursuant to Section 21.1.2 (Service Delivery) of the Agreement.

16. KEY MILESTONES PAYMENTS TABLE

N/A
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17. INVOICING

17.1. Fees

[Option 1 – Fixed Fee] 

The total Fees to be paid by County to Vendor for the Deliverables and other Services to be provided by 
Vendor pursuant to this Work Order shall be $______ (the “Fixed Fee Fees”). For the avoidance of doubt, 
Vendor agrees that this is a Fixed Fee arrangement in which Vendor, subject to the other limitations in this 
Work Order and the Agreement, will provide all services necessary to provide the Services described in this 
Work Order for the Fixed Fee specified herein, regardless of the actual number of hours required or actually 
worked by Vendor to provide such Services. 

Vendor shall specify the percentage and dollar allocations of the Fixed Fee Fees and estimated hours for 
each Milestone. 

No. Milestone Est. 
Rate 

Est. 
Hours 

Est. 
Proportion Est. Total 

1. 

Est. Total Labor 

Fixed Fee Fees 

Option 2 – Time and Materials 

County will be billed on an hourly basis pursuant to the rates and Approved pricing set forth in Appendix 
3.1 to Schedule 3 based upon the actual hours worked by Vendor Personnel to provide the Services and 
in accordance with the payment schedule provided below or attached. Vendor estimates that the Fees 
for all Time and Materials to complete the Services under this Work Order are $227,401. The foregoing 
represents Vendor’s best, good faith estimate of the Fees required to perform the Services described in 
this Work Order. In the event it is anticipated that the estimate set forth above will be exceeded, Vendor 
will provide written notice to County and obtain County’s written approval in advance of incurring such 
excess cost. County has no obligation with respect to any amounts (1) invoiced by Vendor for work 
rendered in excess of the above estimate prior to the County’s written approval of additional Fees in 
excess of Vendor’s estimate, or (2) in excess of the Maximum Project Fees. 

Vendor shall specify the percentage and dollar allocations for the Time and Materials estimate and 
estimated hours for each Milestone by role. Vendor’s hourly rates must be consistent with rates set forth 
under Appendix 3.1 to Schedule 3. 

No. Milestone Level Location Rate Est. Hours Est. Proportion Est. Total 

Milestone 1 - Provide Badging Specialist staff support 

1. Badging Specialist (CY8) Junior Onsite (Customer) $49.00 667 N/A $32,683 

2. 
Badging Specialist 
(CY9 & CY10) 

Junior Onsite (Customer) $51.00 3,818 N/A $194,718 

Milestone 1 Totals 4,485 $227,401 
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Est. Total Labor 4,485 N/A $227,401 

Fixed Fee Fees N/A N/A N/A 

 [Option 3 – Pass Through Plus Mark-Up] 

County will be billed on a pass through plus Mark-Up basis, pursuant to Section 3.1.7. of Schedule 3, for 
third party goods and services acquired on behalf of County by Vendor. Vendor estimates that the Fees for 
all pass through plus mark-up Deliverables are collectively $______. The foregoing represents Vendor’s 
best, good faith estimate of the Fees required to perform the Services described in this Work Order. In the 
event it is anticipated that the estimate set forth above will be exceeded, Vendor will provide written notice 
to County and obtain County’s Approval in advance of incurring such excess cost. County has no obligation 
with respect to any amounts invoiced by Vendor for work rendered in excess of the above estimate prior 
to the County’s Approval of additional Fees in excess of Vendor’s estimate. 

Vendor shall specify the percentage and dollar allocations for the pass through plus mark-up Fees by line 
item as provided in the sample below. Vendor’s hourly rates must be consistent with rates set forth under 
Appendix 3.1 to Schedule 3. 

No. Line Item Quantity Pass Through 
Cost (Each) 

Pass Through 
Cost (Total) 

Total Including 
Mark-Up (7%) 

1. 

Total Pass Through Plus Mark-Up Fees 

17.2. Invoices 

Invoices will be sent to County in accordance with the invoicing Requirements described in Section 11.3 
of the Agreement. 

17.3. Pass Through Expenses 

No. Line Item Pass Through Expenses 

1. 

Total Pass Through Expenses Fees 

18. ATTACHMENTS

N/A

19. CHANGES

No changes to a Type 1 Work Order shall be effective without prior County Approval.  Any change in price 
to a Type 1 Work Order that increases the price of a Type 1 Work Order to an amount greater than the 
then current County Contract Policy Manual §3.3-102(1)(a) will require written approval from the 
County’s Board.   
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No changes to a Type 2 Work Order shall be effective without prior County Approval.  Any increase in 
price to a Type 2 Work Order will require written approval from the County’s Board. 

20. VENDOR PERSONNEL COSTS

Pursuant to Schedule 3, there shall be no Fees to County under this Work Order for any entertainment, 
vacation, sick time, holidays, paid time off, or other similar costs or expenses in connection with the 
Vendor Personnel. 

21. TERMINATION

Pursuant to Section 14.2 (Termination by the County for Convenience) of the Agreement, County may 
terminate this Work Order for convenience upon providing Vendor with three (3) Business Days prior 
written notice. Upon any such termination of this Work Order, County’s sole liability shall be the payment 
of any undisputed Fees incurred through the effective date of termination. For the avoidance of doubt, 
there shall be no termination fee for County’s termination of this Work Order pursuant to Section 14.2 
(Termination by the County for Convenience) of the Agreement. 

[Signatures provided on the following page] 
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IN WITNESS WHEREOF, the undersigned have caused this Amendment #2 to be duly executed and 
effective as of the Effective Date. 

Science Applications International Corporation County of Orange 

Signature:   

Authorized Representative 

Signature:  

Authorized Representative 

Name: Vincent R. Magaña Name: KC Roestenberg 

Title: Contracts, Senior Principal Title: County Chief Information Officer 

Date:  Date:  

APPROVED AS TO FORM 

COUNTY COUNSEL 

________________________________ 

Patrick Bruso, Deputy County Counsel 

April 5, 2023
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IT SERVICES WORK ORDER #CY8-012 

This Amendment #2 to Type 2 Work Order #CY8-012 ("Amendment #2") amends Work Order #CY8-012, 
with an original Effective Date of March 7, 2022, by replacing, amending and restating in its entirety Work 
Order #CY8-012 with the following amended and restated IT Services Type 2 Work Order #CY8-012 for the 
purposes of extending the period of performance from June 30, 2023, to June 30, 2024, and increasing 
authorized funding for such Services from $134,896 to $234,512. 

This  IT Services Work Order #CY8-012 (“Work Order”) is an attachment and addition to the IT Services 
Agreement dated as of the Effective Date (hereinafter “Agreement”) entered into by and between County 
of Orange (“County”) and Science Applications International Corporation (“Vendor”) and is incorporated 
into the Agreement by reference hereof. In the event of conflicting terms between the Agreement and 
this Other Services Work Order, the terms of the Agreement shall prevail and nothing in this Other Services 
Work Order shall modify or amend any provisions of the Agreement (including all components such as 
Statements of Work, Service Level Requirements, Schedules, etc.) unless such modifications or 
amendments and the provisions of the Agreement which they modify or amend are specifically identified 
in this Work Order and are approved by County. This Work Order includes any attachments hereto. Any 
capitalized terms not defined in this Work Order shall have the same meanings as used in the Agreement. 
Changes to this Work Order will be processed in accordance with the change control process as outlined 
in the Agreement. 

All of the tasks, subtasks, Deliverables, goods, and other services required or requested by County below 
are included as part of the Services. This Work Order provides a description of the nature of the work 
required, but does not provide an exhaustive list of every task or subtask necessary for completion of this 
IT Services Work Order #CY8-012. 

1. WORK ORDER NUMBER

CY8-012

2. EFFECTIVE DATE

This Work Order shall be effective March 7, 2022, once it is fully executed by authorized representatives 
of both Parties.   

3. PROJECT NAME

SSA Warehouse Support Specialist Staff Augmentation

4. PROJECT SUMMARY

County requests Vendor assist County by providing one (1) full time Junior Warehouse Support Specialist 
to perform the Services specified in Section 9.2 

5. BUSINESS CASE / BUSINESS OBJECTIVES SUPPORTED

County requires onsite support at the SSA warehouse.

6. WORK ORDER TYPE

Other Services only Work Order (for Work Orders that do not include base Services elements)

ATTACHMENT E



COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION 

PAGE 3 OF 10 PAGES AMENDMENT #2 TO AMENDED AND RESTATED 
IT SERVICES WORK ORDER #CY8-012 

SSA WAREHOUSE SUPPORT SPECIALIST STAFF 
AUGMENTATION 

Other Services and base Services combination Work Order (for Work Orders that include both Other 
Services and base Services elements) 

As to Other Services and base services combination Work Orders, provide a description of each of 
the Other Services and base Services components of this Work Order: 

6.1. Staffing Resource Order 

Staffing Resource Order Services.    Notwithstanding any other provision of the Agreement, County 
agrees that overtime, as required by applicable law, will be paid by County for Vendor Personnel 
performing staff augmentation Services, only upon prior written approval by County to Vendor for 
overtime eligible Services to be performed by Vendor Personnel. 

Resource Title Name Contact Information Responsibilities Location of Services 
Performance 

Warehouse 
Support Specialist 

Anthony 
Johns Anthony.johns@saic.ocgov.com Warehousing tasks 1505 E. Warner Ave 

Santa Ana, CA 92705 

7. COUNTY SPONSOR, ORIGINATING SERVICE REQUEST, AND COUNTY BUDGET INFO

County Sponsor Ray O’Grady 

Service Request Number REQ0067081 

County Budget Info SS01I 

8. VENDOR ROLES AND RESPONSIBILITIES

Resource Title Name Contact Information Responsibilities 

Warehouse Support Specialist Anthony Johns Anthony.johns@saic.ocgov.com Warehousing tasks 

9. PROJECT SCHEDULE & SERVICES

9.1. Schedule

No. Services Start Date End Date Estimated Duration 

1. 
Provide Warehouse Support Specialist staff support 3/1/2022 6/30/2024 

Approximately 
28 months 

9.2. Services 

Vendor will, on an hourly time and materials (“T&M”) basis provide, by way of, one (1) full time Junior 
Warehouse Support Specialist, Vendor Personnel augmentation Services, to perform the Services 
described below: 
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• Identify, inventory and prepare obsolete computer Equipment for surplus that is in the Social
Services Agency (“SSA”) warehouse

• Organize warehouse/Equipment
• Pull requested Equipment from stock and prepare it for delivery
• General warehousing activities
• Work with Vendor Desktop Services to prepare monitors for deployment
• Any other related activities as assigned by OCIT

9.3. Training 

N/A 

9.4. Software 

None. 

9.5. Equipment and Other Assets 

None. 

9.6. Risks and Risk Mitigation 

No. Potential Risk Mitigation Strategy / 
Contingency Plan Probability of Risk (%) Consequence Amount at Risk 

1. N/A 

10. PRICING SUMS

PRICING SUMS 

Maximum Project Fees $234,512 

Key Milestone Fees N/A 

11. ACCEPTANCE

11.1. Acceptance Criteria 

The Acceptance Criteria shall be as described in Section 14 (Deliverables) below as to each Deliverable 
under this Work Order and pursuant to the terms of the Agreement. 

11.2. Acceptance Testing 

Unless explicitly provided in this Work Order, the Acceptance Tests shall be as described in this Work 
Order and as otherwise defined in the Agreement. 

11.3. Final Acceptance 

Final Acceptance by the County shall be as defined in Section 8.3 of the Agreement. 

11.4. Final Acceptance Sign-Off Procedure 

N/A 
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12. PROJECT REPORTS

Provide the following Reports, as applicable:

• Weekly Project status reports

• Project kickoff event summary report

• Project close-out cost and key learning report

• As needed written reports as may be reasonably requested by County to monitor the status of
the Services under this Work Order

• Other (provide description):

None.

13. ADDITIONAL REQUIREMENTS

N/A
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14. DELIVERABLES

DELIVERABLES 

No. Deliverable Name Key Deliverable? (Y/N) Deliverable Date Acceptance Criteria Weighting Factor* 

1. Provision of Services N/A N/A  Provision of Services N/A 

* The sum of this column should equal one-hundred percent (100%).

15. MILESTONES

MILESTONES 

No. Milestone Name 
Key 

Milestone? 
(Y/N) 

Milestone 
Date 

Included 
Deliverables 

Key Milestone 
Allocation 

(Percentage)* 

Key 
Milestone 
Allocation 
(Dollars) 

Holdback 
Amount 

Key Milestone 
Scheduled 
Duration 
(Months) 

Monthly Key 
Milestone 
Payment 

1. 
Provide Warehouse 
Support Specialist 
staff support 

N/A N/A  Deliverable #1 N/A N/A N/A 28 Months N/A 

* The sum of this column should equal one-hundred percent (100%).

16. KEY MILESTONES PAYMENTS TABLE

N/A
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17. INVOICING

17.1. Fees

[Option 1 – Fixed Fee] 

The total Fees to be paid by County to Vendor for the Deliverables and other Services to be provided by 
Vendor pursuant to this Work Order shall be $______ (the “Fixed Fee Fees”). For the avoidance of doubt, 
Vendor agrees that this is a Fixed Fee arrangement in which Vendor, subject to the other limitations in this 
Work Order and the Agreement, will provide all services necessary to provide the Services described in this 
Work Order for the Fixed Fee specified herein, regardless of the actual number of hours required or actually 
worked by Vendor to provide such Services. 

Vendor shall specify the percentage and dollar allocations of the Fixed Fee Fees and estimated hours for 
each Milestone. 

No. Milestone Est. Rate Est. Hours Est. Proportion Est. Total 

1. 

Est. Total Labor 

Fixed Fee Fees 

Option 2 – Time and Materials 

County will be billed on an hourly basis pursuant to the rates and Approved pricing set forth in Appendix 
3.1 to Schedule 3 based upon the actual hours worked by Vendor Personnel to provide the Services and 
in accordance with the payment schedule provided below or attached. Vendor estimates that the Fees 
for all Time and Materials to complete the Services under this Work Order are $234,512. The foregoing 
represents Vendor’s best, good faith estimate of the Fees required to perform the Services described in 
this Work Order. In the event it is anticipated that the estimate set forth above will be exceeded, Vendor 
will provide written notice to County and obtain County’s written approval in advance of incurring such 
excess cost. County has no obligation with respect to any amounts (1) invoiced by Vendor for work 
rendered in excess of the above estimate prior to the County’s written approval of additional Fees in 
excess of Vendor’s estimate, or (2) in excess of the Maximum Project Fees. 

Vendor shall specify the percentage and dollar allocations for the Time and Materials estimate and 
estimated hours for each Milestone by role. Vendor’s hourly rates must be consistent with rates set forth 
under Appendix 3.1 to Schedule 3. 

No. Milestone Level Location Rate Est. Hours Est. Proportion Est. Total 

Milestone 1 – Provide Warehouse Support Specialist staff support 

1. Warehouse Support 
Specialist (CY8) Junior Onsite 

(Customer) $49.00 688 N/A $32,144 

2. Warehouse Support 
Specialist (CY9 & CY10) Junior Onsite 

(Customer) $51.00 3,968 N/A $202,368 

Milestone 1 Totals 4,624 N/A $234,512 
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No. Milestone Level Location Rate Est. Hours Est. Proportion Est. Total 

Est. Total Labor 4,624  N/A $234,512 

Fixed Fee Fees N/A N/A N/A 

[Option 3 – Pass Through Plus Mark-Up] 

County will be billed on a pass through plus Mark-Up basis, pursuant to Section 3.1.7. of Schedule 3, for 
third party goods and services acquired on behalf of County by Vendor. Vendor estimates that the Fees for 
all pass through plus mark-up Deliverables are collectively $______. The foregoing represents Vendor’s 
best, good faith estimate of the Fees required to perform the Services described in this Work Order. In the 
event it is anticipated that the estimate set forth above will be exceeded, Vendor will provide written notice 
to County and obtain County’s Approval in advance of incurring such excess cost. County has no obligation 
with respect to any amounts invoiced by Vendor for work rendered in excess of the above estimate prior 
to the County’s Approval of additional Fees in excess of Vendor’s estimate. 

Vendor shall specify the percentage and dollar allocations for the pass through plus mark-up Fees by line 
item as provided in the sample below. Vendor’s hourly rates must be consistent with rates set forth under 
Appendix 3.1 to Schedule 3. 

No. Line Item Quantity Pass Through 
Cost (Each) 

Pass Through 
Cost (Total) 

Total Including 
Mark-Up (7%) 

1. 

Total Pass Through Plus Mark-Up Fees 

17.2. Invoices 

Invoices will be sent to County in accordance with the invoicing Requirements described in Section 11.3 
of the Agreement. 

17.3. Pass Through Expenses 

No. Line Item Pass Through Expenses 

1. 

Total Pass Through Expenses Fees 

18. ATTACHMENTS

N/A

19. CHANGES

No changes to a Type 1 Work Order shall be effective without prior County Approval.  Any change in price 
to a Type 1 Work Order that increases the price of a Type 1 Work Order to an amount greater than the 
then current County Contract Policy Manual §3.3-102(1)(a) will require written approval from the 
County’s Board.   

ATTACHMENT E



COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION 

PAGE 9 OF 10 PAGES AMENDMENT #2 TO AMENDED AND RESTATED 
IT SERVICES WORK ORDER #CY8-012 

SSA WAREHOUSE SUPPORT SPECIALIST STAFF 
AUGMENTATION 

No changes to a Type 2 Work Order shall be effective without prior County Approval.  Any increase in 
price to a Type 2 Work Order will require written approval from the County’s Board. 

20. VENDOR PERSONNEL COSTS

Pursuant to Schedule 3, there shall be no Fees to County under this Work Order for any entertainment, 
vacation, sick time, holidays, paid time off, or other similar costs or expenses in connection with the 
Vendor Personnel. 

21. TERMINATION

Pursuant to Section 14.2 (Termination by the County for Convenience) of the Agreement, County may 
terminate this Work Order for convenience upon providing Vendor with three (3) Business Days prior 
written notice. Upon any such termination of this Work Order, County’s sole liability shall be the payment 
of any undisputed Fees incurred through the effective date of termination. For the avoidance of doubt, 
there shall be no termination fee for County’s termination of this Work Order pursuant to Section 14.2 
(Termination by the County for Convenience) of the Agreement. 

[Signatures provided on the following page] 
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IN WITNESS WHEREOF, the undersigned have caused this Amendment #2 to be duly executed and 
effective as of the Effective Date. 

Science Applications International Corporation County of Orange 

Signature: 

Authorized Representative 

Signature: 

Authorized Representative 

Name: Vincent R. Magaña Name: KC Roestenberg 

Title: Contracts, Senior Principal Title: County Chief Information Officer 

Date:  Date:  

APPROVED AS TO FORM 

COUNTY COUNSEL 

________________________________ 

Patrick Bruso, Deputy County Counsel 

April 5, 2023
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IT SERVICES WORK ORDER #CY8-017 

This Amendment #1 to IT Services Work Order #CY8-017 ("Amendment #1") amends Work Order #CY8-
017, with an original Effective Date of May 23, 2022, by replacing, amending and restating in its entirety 
IT Services Work Order #CY8-017 with the following amended and restated Type 2 IT Services Work Order 
#CY8-017 for the purposes of extending the period of performance from June 2, 2023, to June 30, 2023, 
and increasing authorized funding for such Services from $198,432 to $214,592. 

This  IT Services Work Order #CY8-017 (“Work Order”) is an attachment and addition to the IT Services 
Agreement dated as of the Effective Date (hereinafter “Agreement”) entered into by and between County 
of Orange (“County”) and Science Applications International Corporation (“Vendor”) and is incorporated 
into the Agreement by reference hereof. In the event of conflicting terms between the Agreement and 
this Other Services Work Order, the terms of the Agreement shall prevail and nothing in this Other Services 
Work Order shall modify or amend any provisions of the Agreement (including all components such as 
Statements of Work, Service Level Requirements, Schedules, etc.) unless such modifications or 
amendments and the provisions of the Agreement which they modify or amend are specifically identified 
in this Work Order and are approved by County. This Work Order includes any attachments hereto. Any 
capitalized terms not defined in this Work Order shall have the same meanings as used in the Agreement. 
Changes to this Work Order will be processed in accordance with the change control process as outlined 
in the Agreement. 

All of the tasks, subtasks, Deliverables, goods, and other services required or requested by County below 
are included as part of the Services. This Work Order provides a description of the nature of the work 
required, but does not provide an exhaustive list of every task or subtask necessary for completion of this 
IT Services Work Order #CY8-017. 

1. WORK ORDER NUMBER

CY8-017

2. EFFECTIVE DATE

This Work Order shall be effective May 23, 2022, once it is fully executed by authorized representatives 
of both Parties.   

3. PROJECT NAME

Shared Services Staffing Support for Server Environments

4. PROJECT SUMMARY

The County hereby requests that Vendor assist OCIT Shared Services by providing staff augmentation 
support by way of one (1) full time Junior System Administrator/Operator to support Shared Services’ 
server environment. 

5. BUSINESS CASE / BUSINESS OBJECTIVES SUPPORTED

Due to recent retirements, OCIT Shared Services requires staff augmentation to provide staffing support 
for the server environment.  The Services provided by Vendor under this Work Order will enable the 
County to complete critical projects such as server migration, hardware replacements, and data backup 
migration to Rubrik and Azure. 
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6. WORK ORDER TYPE

Other Services only Work Order (for Work Orders that do not include base Services elements)

Other Services and base Services combination Work Order (for Work Orders that include both Other 
Services and base Services elements) 

As to Other Services and base services combination Work Orders, provide a description of each of 
the Other Services and base Services components of this Work Order: 

N/A 

6.1. Staffing Resource Order 

Staffing Resource Order Services.    Notwithstanding any other provision of the Agreement, County 
agrees that overtime, as required by applicable law, will be paid by County for Vendor Personnel 
performing staff augmentation Services, only upon prior written approval by County to Vendor for 
overtime eligible Services to be performed by Vendor Personnel. 

Resource Title Name Contact Information Responsibilities 
Location of 

Services 
Performance 

System 
Administrator/ 
Operator, Junior 

 Rashid 
Abdul rashid.abdul@ocit.ocgov.com 

Server administration 
support as described in 
Section 9.2.2. 

OCIT 

7. COUNTY SPONSOR, ORIGINATING SERVICE REQUEST, AND COUNTY BUDGET INFO

County Sponsor Ray O’Grady, Director, Data Center Services 

Service Request Number REQ0070827 

County Budget Info 

• CSS: CH01A
• OCCR: CS01A
• OCPW: RD01A
• OCWR: WM01A
• Even 25% Split: DX02A

8. VENDOR ROLES AND RESPONSIBILITIES

Resource Title Name Contact Information Responsibilities 

System Administrator/ 
Operator, Junior Rashid Abdul rashid.abdul@ocit.ocgov.com Server administration support 

9. PROJECT SCHEDULE & SERVICES

9.1. Schedule

No. Services Start Date End Date Estimated Duration 

1. Provide System Administrator/Operator staff support 6/13/2022 6/30/2023 Approximately 
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No. Services Start Date End Date Estimated Duration 
13 months 

9.2. Services  

The Vendor shall, on an hourly time and materials (“T&M”) basis: 

9.2.1. Provide staff augmentation services in the form of one (1) full time Junior System 
Administrator/Operator to support OCIT Shared Services’ IT environment.  Vendor Personnel will 
be managed exclusively by OCIT, as further described below.  The County agrees that (1) it is 
responsible for providing daily direction to such Vendor Personnel as to what Services the County 
wishes such Vendor Personnel to perform; and (2) there may be instances where Vendor cannot 
provide such Vendor Personnel on a full time basis for reasons outside of the reasonable control 
of Vendor, including but not limited to illness, vacation, absences required by law and normal 
employee turnover.  

9.2.2. The one (1) full time Junior System Administrator/Operator will perform, but not be limited to, 
the following staff augmentation Services: 

A. Engineering and provisioning of system administration related solutions for various
projects/pilot projects and operational needs.

B. Install new/rebuild existing servers and configure hardware, peripherals, services, settings,
directories, storage, etc., in accordance with standards and project/operational
requirements.

C. Develop new systems and application implementation plans. Establish and maintain
installation and configuration procedures. Develop and maintain systems operation
procedures to maintain security and protect systems from unauthorized use, acts of nature,
and user abuse.

D. Set up, configure, manage and maintain domain accounts, Transmission Control
Protocol/Internet Protocol (“TCP/IP”) associated with internet suites, systems/servers,
desktop computers, and printers, including security policy/access management and control.
Contribute to and maintain system standards.

E. Perform daily system monitoring, verifying the integrity and availability of all hardware, server
resources, storage area network (“SAN”) systems, other systems, key processes, reviewing
system and application logs, and verifying completion of scheduled jobs such as backups.

F. Backup production and non-production environments daily, or as needed, to the SAN
operation environment. Ensure all required file systems and system data are successfully
backed up to the appropriate media, recovery tapes or disks, and media is recycled and sent
off site as necessary.

G. Provide administration and support of virtual environments. Specifically, VMware and Hyper-
V.

H. Manage and maintain all servers such as network printers/printer servers, DNS servers, DHCP
servers, and file servers.

I. Provide Tier II, Tier III, and other support per request from various constituencies.  Investigate
and troubleshoot issues on any standard or non-standard software/systems/applications.

J. Repair and recover from hardware or software failures.  Coordinate and communicate with
impacted users.
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K. Apply server operating system security, hot patches and upgrades on a regular basis; and
upgrade administrative tools and utilities. Configure and add new services to system(s) as
necessary.

L. Perform ongoing performance tuning to hardware, desktops, IT devices upgrades, and
perform resource optimization as required. Configure central processing unit (“CPU”),
memory and disk partitions as required.

M. Meet, consult, and work with Orange County Data Center staff in setting up, deploying,
removing servers and other network equipment as required by the business and/or County.

N. Maintain servers, network connectivity, security of systems and data, and functionality of
applications.

O. Perform periodic performance reporting to support capacity planning.
P. Support development of workflows to demonstrate how business is performed today.
Q. Work with the IT Technical staff to translate business requirements into potential IT solutions

that meet business need.
R. Assist in the development of user documentation.
S. Any other server related activities as assigned by OCIT Shared Services management.

9.3. Training 

N/A 

9.4. Software 

N/A 

9.5. Equipment and Other Assets 

N/A 

9.6. Risks and Risk Mitigation 

No. Potential Risk Mitigation Strategy / 
Contingency Plan Probability of Risk (%) Consequence Amount at Risk 

1. N/A 

10. PRICING SUMS

PRICING SUMS 

Maximum Project Fees $214,592 

Key Milestone Fees N/A 

11. ACCEPTANCE

11.1. Acceptance Criteria

The Acceptance Criteria shall be as described in Section 14 (Deliverables) below as to each Deliverable 
under this Work Order and pursuant to the terms of the Agreement. 
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11.2. Acceptance Testing 

Unless explicitly provided in this Work Order, the Acceptance Tests shall be as described in this Work 
Order and as otherwise defined in the Agreement. 

11.3. Final Acceptance 

Final Acceptance by the County shall be as defined in Section 8.3 of the Agreement. 

11.4. Final Acceptance Sign-Off Procedure 

N/A 

12. PROJECT REPORTS

Provide the following Reports, as applicable:

• Weekly Project status reports

• Project kickoff event summary report

• Project close-out cost and key learning report

• As needed written reports as may be reasonably requested by County to monitor the status of
the Services under this Work Order

• Other (provide description):

None.

13. ADDITIONAL REQUIREMENTS

Vendor’s ability to provide the staff augmentation Services herein is contingent upon Vendor Personnel 
identified in Section 8 herein, successfully passing the County administered background investigations 
pursuant to Section 9.1.6 of the Agreement.  

14. DELIVERABLES

DELIVERABLES 

No. Deliverable Name Deliverable Date Acceptance Criteria 

1. 
Provision of one (1) Junior System 
Administrator/Operator staff 
support 

N/A  Provision of Services

* The sum of this column should equal one-hundred percent (100%).
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15. MILESTONES

MILESTONES 

No. Milestone Name 
Key 

Milestone? 
(Y/N) 

Milestone 
Date 

Included 
Deliverables 

Key Milestone 
Allocation 

(Percentage)* 

Key Milestone 
Allocation 
(Dollars) 

Holdback 
Amount 

Key Milestone 
Scheduled 
Duration 
(Months) 

Monthly Key 
Milestone 
Payment 

1. 

Provide one (1) 
Junior System 
Administrator/ 
Operator staff 
support 

N/A N/A  Deliverable #1 N/A N/A N/A 13 N/A 

* The sum of this column should equal one-hundred percent (100%)

16. KEY MILESTONES PAYMENTS TABLE

N/A
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17. INVOICING

17.1. Fees

[Option 1 – Fixed Fee] 

The total Fees to be paid by County to Vendor for the Deliverables and other Services to be provided by 
Vendor pursuant to this Work Order shall be $______ (the “Fixed Fee Fees”). For the avoidance of doubt, 
Vendor agrees that this is a Fixed Fee arrangement in which Vendor, subject to the other limitations in this 
Work Order and the Agreement, will provide all services necessary to provide the Services described in this 
Work Order for the Fixed Fee specified herein, regardless of the actual number of hours required or actually 
worked by Vendor to provide such Services. 

Vendor shall specify the percentage and dollar allocations of the Fixed Fee Fees and estimated hours for 
each Milestone. 

No. Milestone Est. 
Rate 

Est. 
Hours 

Est. 
Proportion Est. Total 

1. 

2. 

Est. Total Labor 

Fixed Fee Fees 

Option 2 – Time and Materials 

County will be billed on an hourly basis pursuant to the rates and Approved pricing set forth in Appendix 
3.1 to Schedule 3 based upon the actual hours worked by Vendor Personnel to provide the Services and 
in accordance with the payment schedule provided below or attached. Vendor estimates that the Fees 
for all Time and Materials to complete the Services under this Work Order are $214,592. The foregoing 
represents Vendor’s best, good faith estimate of the Fees required to perform the Services described in 
this Work Order. In the event it is anticipated that the estimate set forth above will be exceeded, Vendor 
will provide written notice to County and obtain County’s written approval in advance of incurring such 
excess cost. County has no obligation with respect to any amounts (1) invoiced by Vendor for work 
rendered in excess of the above estimate prior to the County’s written approval of additional Fees in 
excess of Vendor’s estimate, or (2) in excess of the Maximum Project Fees. 

Vendor shall specify the percentage and dollar allocations for the Time and Materials estimate and 
estimated hours for each Milestone by role. Vendor’s hourly rates must be consistent with rates set forth 
under Appendix 3.1 to Schedule 3. 

No. Milestone Level Location Rate Est. Hours Est. Proportion Est. Total 

Milestone 1 - Provide one (1) Junior System Administrator/Operator staff support 

1. System Administrator/ 
Operator (CY 8) Junior Onsite 

(Customer) $98.00 112 N/A $10,976 

2. System Administrator/ 
Operator (CY 9) Junior Onsite 

(Customer) $101.00 2,016 N/A $203,616 
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Milestone Totals 2,128 $214,592 

Est. Total Labor/Est. T&M Fees 2,128 $214,592 

[Option 3 – Pass Through Plus Mark-Up] 

County will be billed on a pass through plus Mark-Up basis, pursuant to Section 3.1.7. of Schedule 3, for 
third party goods and services acquired on behalf of County by Vendor. Vendor estimates that the Fees for 
all pass through plus mark-up Deliverables are collectively $______. The foregoing represents Vendor’s 
best, good faith estimate of the Fees required to perform the Services described in this Work Order. In the 
event it is anticipated that the estimate set forth above will be exceeded, Vendor will provide written notice 
to County and obtain County’s Approval in advance of incurring such excess cost. County has no obligation 
with respect to any amounts invoiced by Vendor for work rendered in excess of the above estimate prior 
to the County’s Approval of additional Fees in excess of Vendor’s estimate. 

Vendor shall specify the percentage and dollar allocations for the pass through plus mark-up Fees by line 
item as provided in the sample below. Vendor’s hourly rates must be consistent with rates set forth under 
Appendix 3.1 to Schedule 3. 

No. Line Item Quantity Pass Through 
Cost (Each) 

Pass Through 
Cost (Total) 

Total Including 
Mark-Up (7%) 

1. 

Total Pass Through Plus Mark-Up Fees 

17.2. Invoices 

Invoices will be sent to County in accordance with the invoicing Requirements described in Section 11.3 
of the Agreement. 

17.3. Pass Through Expenses 

No. Line Item Pass Through Expenses 

1. N/A 

Total Pass Through Expenses Fees 

18. ATTACHMENTS

N/A

19. CHANGES

No changes to a Type 1 Work Order shall be effective without prior County Approval.  Any change in price 
to a Type 1 Work Order that increases the price of a Type 1 Work Order to an amount greater than the 
then current County Contract Policy Manual §3.3-102(1)(a) will require written approval from the 
County’s Board.   
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No changes to a Type 2 Work Order shall be effective without prior County Approval.  Any increase in 
price to a Type 2 Work Order will require written approval from the County’s Board. 

20. VENDOR PERSONNEL COSTS

Pursuant to Schedule 3, there shall be no Fees to County under this Work Order for any entertainment, 
vacation, sick time, holidays, paid time off, or other similar costs or expenses in connection with the 
Vendor Personnel. 

21. TERMINATION

Pursuant to Section 14.2 (Termination by the County for Convenience) of the Agreement, County may 
terminate this Work Order for convenience upon providing Vendor with three (3) Business Days prior 
written notice. Upon any such termination of this Work Order, County’s sole liability shall be the payment 
of any undisputed Fees incurred through the effective date of termination. For the avoidance of doubt, 
there shall be no termination fee for County’s termination of this Work Order pursuant to Section 14.2 
(Termination by the County for Convenience) of the Agreement. 

[Signatures provided on the following page] 
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IN WITNESS WHEREOF, the undersigned have caused this Amendment #1 to be duly executed and 
effective as of the Effective Date. 

Science Applications International Corporation County of Orange 

Signature:   

Authorized Representative 

Signature:  

Authorized Representative 

Name: Vincent R. Magaña Name: KC Roestenberg 

Title: Contracts, Senior Principal Title: County Chief Information Officer 

Date:  Date:  

APPROVED AS TO FORM 

COUNTY COUNSEL 

________________________________ 

David Obrand, Deputy County Counsel 

April 13, 2023
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Contract Summary Form 

OC Expediter Requisition #: 1603838 

Science Applications International Corporation (SAIC) 

SUMMARY OF SIGNIFICANT CHANGES 

The list below includes the Type 2 Work Orders requested for Board approval, to extend the 
service dates to cover the period July 1, 2023, through June 30, 2024, so that SAIC resources 
can continue to support the County (see Attachments A – E). 

Work Order 
Number 

Requesting Department  Description 

CY7‐001 
Amendment #6 

Orange County Information 
Technology (Countywide) 

Provides ad hoc Data Center server support 
for the County. 

CY7‐005 
Amendment #3 

Orange County Information 
Technology (Countywide) 

Provides services to support multiple 
Countywide OnBase applications and projects. 

CY7‐006 
Amendment #4 

Orange County Information 
Technology (Countywide) 

Provides operations and maintenance support 
Services for Microsoft Identity Manager and 
Orange County Identity Management. 

CY7‐010 
Amendment #2 

Orange County Information 
Technology (Countywide)  

Provides resources to support badge software 
and badge access services. 

CY8‐012 
Amendment #2 

Social Services Agency  Provide services to support warehouse 
activities (e.g., preparing obsolete computer 
equipment for surplus). 

CY8‐017 

Amendment #1 

Orange County Information 
Technology (Countywide) 

Provides server environment support for 
Shared Services departments. 

Period of performance extended from June 2, 
2023, to June 30, 2024. 
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SUBCONTRACTORS 

This contract allows for subcontracting with Orange County  Information Technology’s consent 
pursuant to Section 25 (Use of Affiliates and Subcontractors) within the contract amount for the 
term specified. Should the addition of a subcontractor impact the scope of work and/or contract 
amount, the department will bring the item back to the Board of Supervisors for approval. 

This contract includes the following subcontractors or pass through to other providers. 

Subcontractor Name  
1.    ARK 
2.    AT&T 
3.    BMC Software, Inc. 
4.    Burwood Group, Inc. 
5.    Cerith Consulting, Inc. 
6.    E911 
7.    Iconsoft, Inc. 
8.    Microsoft 
9.  SR2K 
10.  11:11 Systems 
11.  SyComp 
12.  Talent 9, Inc. 
13.  Winkle Systems 

Service(s) 
1. Staff augmentation 
2. Disaster recovery circuits 
3. Software support  
4. Project management services 
5. Business consulting 
6. Application support and staff augmentation 
7. Staff augmentation 
8. Premier agreement for servers and PCs 
9. Staff support 
10. Disaster Recovery/Business Recovery Center 
11. Environment support 
12. Staff augmentation 
13. Staff augmentation 

Amount  
Amounts 
unknown as 
the Contractor 
does not 
provide this 
information to 
the County. 

 

CONTRACT OPERATING EXPENSES 

The chart below shows the cumulative total of Work Orders executed to date and the 
remaining balance on the $20 million “Reserved Dollars”. 
 

Description   Amount  

Reserved Dollars for Work Orders   $         20,000,000  
Work Orders Executed to Date   $      (14,982,626)  
    Balance of Reserved Dollars for Work Orders   $           5,017,374  
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AMENDMENT NUMBER 6 
TO 

MANAGED SERVICES NETWORK, 
VOICE, AND SECURITY 

AGREEMENT BY AND BETWEEN 
COUNTY OF ORANGE 

AND 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION 

This Amendment Number 6 to the Managed Services Network, Voice and Security 
Agreement by and between County of Orange and Science Applications International Corporation 
("Amendment 6") is made and entered into by and between the County of Orange, a political 
subdivision of the State of California ("County") and Science Applications International 
Corporation, ("Supplier"). All capitalized undefined terms in this Amendment 6 will be as 
defined in the Agreement. 

RECITALS 

WHEREAS, the Managed Services Network, Voice and Security Agreement was entered 
into by and between County of Orange and Science Applications International Corporation (the 
"Agreement"); and  

WHEREAS, County and Supplier entered into the Agreement effective October 17, 2018 
(“Reference Date”); and 

WHEREAS, the parties have previously made the following amendments to the 
Agreement:  Amendment 1, dated October 22, 2019 (“Amendment 1”); Amendment 2, dated 
June 24, 2020; Amendment 3, dated February 9, 2021 (“Amendment 3”); Amendment 4, dated 
May 26, 2021 (“Amendment 4”); and Amendment 5, dated March 8, 2022 (“Amendment 5”). 

WHEREAS, the Parties desire to enter into this Amendment 6 for the purposes of 
modifying (1) Exhibit A.1 (Integrated Requirements FSA) to update the preliminary value/and 
or maximum Charges applicable to Type 1 and Type 2 Work Orders to Section 2.2.1; (2) Exhibit 
D (Functional Service Area Matrix) to update the support services for JWA Complex Business 
Support; (3) Exhibit K (Key Personnel) to update the Supplier Key Personnel information for 
the Deputy Program Manager, SOC Program Manager, to delete the Transition Manager role, 
to add the SOC Senior Engineer and to update the County Key Personnel information; (4) 
Exhibit P.1.1 (Monthly Fixed Fee Payments) to reflect the increase in scope for the JWA 
Complex Business Support; (5) Exhibit P.2 (Pricing Limits) to update the Contract Sum; (6) 
Exhibit P.3 (Unit Pricing) to update the monthly per unit Charge for JWA Complex Business 
Support; and (7) Exhibit W (County Policies, Procedures and Guidelines) to incorporate the 
Levine Act Policy and Safety and Loss Prevention Policy and Procedure.  

NOW, THEREFORE, for and in consideration of the mutual promises and covenants 
contained herein, the receipt, sufficiency and adequacy of which is hereby acknowledged, the 
Parties, intending to be legally bound, hereby contract and agree as follows: 
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AGREEMENT 
 

A. The Parties hereby agree to amend the Agreement as follows: 
 

1. Exhibit A.1 (Integrated Requirements FSA) – Revision 2 of the Agreement is deleted in 
its entirety from the Agreement and replaced with the attached Exhibit A.1 (Integrated 
Requirements FSA) – Revision 3, which is incorporated into the Agreement by this 
reference. 

 
2. Exhibit D (Functional Service Area Matrix) – Revision 2 of the Agreement is deleted in its 

entirety from the Agreement and replaced with the attached Exhibit D (Functional Service 
Area Matrix) – Revision 3, which is incorporated into the Agreement by this reference. 

 
3. Exhibit K (Key Personnel) – Revision 5 of the Agreement is deleted in its entirety from 

the Agreement and replaced with the attached Exhibit K (Key Personnel) – Revision 6, 
which is incorporated into the Agreement by this reference.  

 
4. Exhibit P.1.1 (Monthly Fixed Fee Payments) – Revision 3 of the Agreement is deleted in 

its entirety from the Agreement and replaced with the attached Exhibit P.1.1 (Monthly 
Fixed Fee Payments) – Revision 4, which is incorporated into the Agreement by this 
reference. 

 
5. Exhibit P.2 (Pricing Limits) – Revision 3 of the Agreement is deleted in its entirety from 

the Agreement and replaced with the attached Exhibit P.2 (Pricing Limits) – 
Revision 4, which is incorporated into the Agreement by this reference.  

 
6. Exhibit P.3 (Unit Pricing) – Revision 2 of the Agreement is deleted in its entirety from the 

Agreement and replaced with the attached Exhibit P.3 (Unit Pricing) – Revision 3, which 
is incorporated into the Agreement by this reference. 

 
7. Exhibit W (County Policies, Procedures, and Guidelines) – Revision 1 of the Agreement 

is deleted in its entirety from the Agreement and replaced with the attached Exhibit W 
(County Policies, Procedures, and Guidelines) – Revision 2, which is incorporated into the 
Agreement by this reference. 

 
B. This Amendment 6 shall be effective upon the latest date it is executed by both Parties. 

 
C. Order of Precedence When Interpreting Conflicting Terms 

 
Except as otherwise expressly set forth and amended herein, all terms and conditions of the 
Agreement and its amendments/modifications remain unchanged and in full force and effect.  
Capitalized terms used in this Amendment and not defined herein have the meanings given to 
them or referenced in the Agreement and the prior modifications/amendments. In the event of 
any inconsistency or conflict between or among any provision of this Amendment 6 and any 
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provision of the original Agreement, and/or its amendments/modifications, other than this 
Amendment 6, the inconsistency or conflict shall be resolved by giving precedence to the 
language of amendments/ modifications, and the original Agreement in the following order: 
 

1. Amendment 6; 
2. Amendment 5; 
3. Amendment 4; 
4. Amendment 3; 
5. Amendment 2; 
6. Amendment 1; 
7. The original Agreement. 

 
(Signature Page Follows) 
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The Parties evidence their entire agreement to the terms of this Amendment 6 as evidenced below 
by the signature of each Party’s legally authorized representative on the dates indicated below. 

VENDOR: SCIENCE APPLICATIONS INTERNATIONAL CORPORATION 

Vincent R. Magaña              Contracts, Senior Principal 
Print Name Title 

Signature     Date 
*************************************************************************** 
COUNTY OF ORANGE, 
a political subdivision of the State of California 

KC Roestenberg County Chief Information Officer 
Print Name Title 

Signature Date 

APPROVED AS TO FORM 
COUNTY COUNSEL 

________________________________ 
David Obrand, Deputy County Counsel 

Approved by Board of Supervisors on:  __________________________________ 

April 25, 2023
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AGREEMENT

EXHIBIT A.1 (INTEGRATED REQUIREMENTS FSA) – REVISION 3 

TO THE 

MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT 

ATTACHMENT H

Page 5 of 93



 

COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT A.1‐1  EXHIBIT A.1 (INTEGRATED REQUIREMENTS FSA) – REVISION 3
MANAGED SERVICES NETWORK, VOICE, AND SECURITY 

AGREEMENT

Table of Contents 

1.  INTEGRATED REQUIREMENTS OVERVIEW AND OBJECTIVES ..................................................... 4 

1.1  Integrated Requirements Overview ............................................................................................ 4 

1.2  Maintenance and Changes .......................................................................................................... 5 

1.3  Business Objectives ..................................................................................................................... 6 

2.  SERVICE AND DELIVERABLE REQUIREMENTS ............................................................................ 7 

2.1  Deliverable Development and Approval Process ........................................................................ 7 

2.2  Work Orders ................................................................................................................................ 8 

3.  SUPPLIER INTEGRATED REQUIREMENTS RESPONSIBILITIES .................................................... 10 

3.1  General Integrated Requirements ............................................................................................. 10 

3.2  Value Added Services and Savings Opportunities ..................................................................... 12 

3.3  Project Management Services ................................................................................................... 12 

3.4  Information Technology Life Cycle and Operations Services .................................................... 20 

3.5  Service Delivery ......................................................................................................................... 39 

3.6  Service Support .......................................................................................................................... 51 

3.7  Non‐Recurring Initiatives and Business as Usual ....................................................................... 62 

4.  SERVICE ENVIRONMENT ........................................................................................................ 67 
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List of Tables 

Table 1.  General Integrated Requirements Responsibilities ............................................................. 10 
Table 2.  Project Management Office and Oversight Responsibilities................................................ 13 
Table 3.  Supplier Project Manager Responsibilities ........................................................................... 15 
Table 4.  Project Planning and Project Initiation Responsibilities ...................................................... 16 
Table 5.  Project Support Responsibilities .......................................................................................... 19 
Table 6.  Project Close Responsibilities ............................................................................................... 19 
Table 7.  Planning and Analysis Services Responsibilities ................................................................... 21 
Table 8.  Requirements Support Services Responsibilities ................................................................. 22 
Table 9.  Design Specifications Support Services Responsibilities ...................................................... 23 
Table 10.  Integration and Testing Services Responsibilities ................................................................ 24 
Table 11.  Implementation and Migration Services Responsibilities .................................................... 26 
Table 12.  Software Installation, Upgrades, and Changes Responsibilities .......................................... 27 
Table 13.  Redeployment and Disposal of Equipment Responsibilities ................................................ 28 
Table 14.  Training and Knowledge Transfer Services Responsibilities ................................................ 29 
Table 15.  Documentation Services Responsibilities ............................................................................ 30 
Table 16.  Break/Fix and Maintenance Services Responsibilities ......................................................... 31 
Table 17.  Backup and Recovery Services Responsibilities ................................................................... 33 
Table 18.  Disaster Recovery Planning Responsibilities ........................................................................ 34 
Table 19.  Disaster Recovery Testing Responsibilities .......................................................................... 35 
Table 20.  Disaster Recovery Activities Responsibilities ....................................................................... 35 
Table 21.  TR&R Responsibilities ........................................................................................................... 37 
Table 22.  Software Currency and Release Levels Responsibilities ...................................................... 38 
Table 23.  TR&R Planning Responsibilities ............................................................................................ 38 
Table 24.  Capacity and Availability Management Services Responsibilities ........................................ 39 
Table 25.  Proactive Performance Management Responsibilities ........................................................ 42 
Table 26.  Predictive Performance Management Responsibilities ....................................................... 42 
Table 27.  Quality Assurance Responsibilities ....................................................................................... 43 
Table 28.  Service Level Monitoring and Reporting Services Responsibilities ...................................... 44 
Table 29.  Information Security Model Requirements ......................................................................... 44 
Table 30.  Physical Security Administration Requirements .................................................................. 45 
Table 31.  Logical Security Administration Requirements .................................................................... 45 
Table 32.  Asset and Life Cycle Management Services Responsibilities ............................................... 47 
Table 33.  License Management Services Responsibilities ................................................................... 50 
Table 34.  Financial and Chargeback Management and Invoicing Services Responsibilities ................ 51 
Table 35.  Incident and Problem Management Services Responsibilities ............................................ 52 
Table 36.  Incident and Problem Management System Responsibilities .............................................. 53 
Table 37.  Additional Incident and Problem Communication and Notification Requirements ............ 54 
Table 38.  RCA Services Responsibilities ............................................................................................... 56 
Table 39.  Configuration Management Services Responsibilities ......................................................... 56 
Table 40.  Change and Release Management Process and Procedures Responsibilities ..................... 58 
Table 41.  CAB Responsibilities ............................................................................................................. 60 
Table 42.  Change and Release Management Responsibilities ............................................................. 61 
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Table 43.  NRI Responsibilities .............................................................................................................. 63 
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AGREEMENT

EXHIBIT A.1 

INTEGRATED REQUIREMENTS FSA 

This Exhibit A.1 (Integrated Requirements FSA) (sometimes referred to in this document as the “FSA” or 
“Integrated  Requirements  FSA”)  is  an  attachment  and  addition  to  the  Agreement  dated  as  of  the 
Reference Date (hereinafter “Agreement”) entered into by and between the County of Orange (“County”) 
and  Science  Applications  International  Corporation  (SAIC)  (“Supplier”)  and  is  incorporated  into  the 
Agreement by reference hereof. In the event of conflicting terms between the Agreement and this FSA, 
the terms of the Agreement shall prevail and nothing in this FSA shall modify or amend any provisions of 
the Agreement (including all components such as FSAs, Service Level Requirements, Exhibits, etc.) unless 
such modifications or Amendments and the provisions of the Agreement which they modify or amend are 
specifically  identified  in  this FSA and are Approved. This FSA  includes any attachments hereto. Unless 
otherwise expressly defined herein, the capitalized terms used herein shall have the meaning assigned to 
them in the Agreement or in Exhibit X (Definitions). 

1. INTEGRATED REQUIREMENTS OVERVIEW AND OBJECTIVES 

1.1 Integrated Requirements Overview 

This FSA sets forth the roles and responsibilities of Supplier for the integrated requirements that apply to 
Supplier’s  provision,  delivery,  and  Management  of  all  Services  under  this  Agreement  (“Integrated 
Requirements”).  Supplier will  perform  and  fully  comply with  the  Integrated  Requirements  across  all 
Services, include all other FSAs under the Agreement as of the Reference Date, and all future FSAs that 
may be added to this Agreement, using Best Practices and continuous improvement methodology. 

All of the tasks, subtasks, Deliverables, goods, and other services required or requested by County and 
described in this FSA are included as part of the Services. This FSA aggregates tasks and subtasks that are 
a subset of both the broad definition of Services set forth in Exhibit X (Definitions) to the Agreement, the 
specific  Services  associated  with  this  FSA,  and  the  specific  Services,  activities,  and  responsibilities 
described  in  each  Functional  Service  Area  under  the  Agreement,  including  Exhibits  A.2  (Converged 
Network FSA), A.3 (Voice Communications FSA), and A.4 (Security Operations Center FSA), and all such 
Services are included within the Charges for each FSA specified in Exhibit P (Pricing) to the Agreement. 
The Requirements of this FSA are included as part of the Requirements of, and incorporated by reference 
into, each FSA. The FSAs provide a description of the nature of the work required, but do not provide an 
exhaustive list of every task or subtask necessary for completion of this FSA or the FSAs. Whether or not 
additional Services, not specifically included in any FSA, are needed to successfully deliver the Integrated 
Requirements as required under the Agreement, such Services are required to be delivered by Supplier 
and are included in the Charges set forth in Exhibit P (Pricing). 

The completion of any tasks or subtasks in a period of time shorter or longer than as may be specified 
below or in the FSAs shall not increase the Charges. Supplier: (A) is responsible for the performance of the 
Integrated Requirements detailed in this FSA, and (B) shall be held responsible for the performance of the 
Integrated  Requirements without  regard  to  the  use  by  Supplier  of  third  party  products  or  suppliers. 
Supplier shall provide the Services as an  integrated service offering  in accordance with this Agreement 
and without regard to Supplier lines of business (e.g. IT services, hardware integration and logistics, and 
training), Affiliate relationships, or geographic  locations within Supplier’s organization from which such 
Services are offered, or  the  internal profit center within Supplier’s organization  to which  the  financial 
accounting for a Service is ultimately attributed. 
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1.2 Maintenance and Changes 

The  Services  shall be performed by  Supplier  to ensure  the County  Systems  are dedicated  to County, 
Eligible Customers, and Authorized Users, with the entire usable bandwidth Available for the benefit of 
County, Eligible Customers, and Authorized Users, twenty‐four (24) hours a day, seven (7) days a week, 
three  hundred  and  sixty‐five  (365)  days  a  year,  except  for  planned  preventative  or  emergency 
Maintenance undertaken within Maintenance Windows. All  regular Maintenance and planned  system 
Changes  for all County Systems will be performed by Supplier  in accordance with  the Change Control 
Process referenced in Exhibit W (County Policies, Procedures, and Guidelines) to the Agreement.   
Maintenance Windows are scheduled for every   of each month from   
pacific time as of the Reference Date, and are subject to Blackout Periods and modification identified or 
required by County. All Maintenance performed during the Maintenance Windows must be Approved by 
the  Change Advisory  Board  and  the Outage must  be  limited  to  the  number  of Approved  hours  and 
specified beginning and end times. All County Systems Changes shall be performed by Supplier during the 
Maintenance Windows, or as otherwise scheduled and Approved by County, and Supplier Personnel must 
be   as required to complete Changes during the Maintenance Windows or 
as otherwise scheduled with County Approval. 

Tasks which  require  an Outage  outside  of  the Maintenance Windows must  be  Approved  by  County 
through the Change Control Process and shall be scheduled to minimize business impacts and disruptions. 
Any  Outages  arising  out  of  planned  preventative  or  emergency  Maintenance  undertaken  within  a 
Maintenance Window shall be excluded from SLR calculations only if undertaken with the prior written 
Approval of County and  in accordance with County’s Approval as to the Change and the  length of the 
Outage. Even if a Change takes place during the Maintenance Window, the amount of time allowed for 
the particular Change  to occur  is determined by  the Approved Change Request, not by  the available 
Maintenance Window. An email  from County or an Approved, written Change Request  is sufficient  to 
document that written Approval was obtained. Any Outages resulting from planned Changes that take 
place outside of the Maintenance Window Approved by County and undertaken pursuant  to County’s 
instructions  shall  also  be  excluded  from  SLR  calculations  unless  such  Maintenance  outside  of  the 
Maintenance Window was necessitated by an act, or failure to act, by Supplier that is inconsistent with 
Supplier’s  obligations  under  this  Agreement.  All  Outages  that  occur  without  County’s  prior  written 
Approval (email or Change Request Approved in writing by County is sufficient) shall be included in the 
SLR calculations. 

Due to the complexity of the County Systems, there are some production Changes that require emergency 
Changes  to  the  environment.  Emergency  Maintenance  that  must  be  undertaken  outside  of  the 
Maintenance Windows shall be  limited  in scope and duration to that which  is reasonably necessary to 
address the emergency condition. County shall notify Supplier of such Changes and any related scheduling 
limitations, or required  timing, and all emergency Changes shall be performed  in accordance with the 
County emergency Change Control Process attached to the Agreement as Exhibit U.2 (Emergency Change 
Control Process). 

Outages caused by emergency Maintenance will be included in the SLR calculation (i.e., treated like any 
other non‐Maintenance‐related Outage) unless the emergency Maintenance is undertaken with the prior 
written Approval of County with express written confirmation that the Approved emergency Maintenance 
Window, with specified beginning and end times as set forth in County’s written Approval, will be deemed 
to  be  an  additional  Maintenance  Window  for  that  month,  provided,  however,  that  the  foregoing 
exception  to  the  SLR  calculation  shall  not  apply  where  such  emergency  Maintenance  outside  of 
Maintenance Windows was necessitated by an act, or failure to act, by Supplier that is inconsistent with 
Supplier’s  obligations  under  this  Agreement.  The  total  hours  of  Approved  planned  preventative  or 
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emergency  Maintenance  undertaken  within  the  Maintenance  Windows,  plus  deemed  additional 
Maintenance Windows Approved by County  in accordance with this FSA, constitute the “Maintenance 
Hours” for the SLR calculations for the relevant Measurement Interval. 

In addition, due to the business activities conducted by County, there are   
in accordance with the Change Control Process and County instruction where 

Supplier shall not make production Changes on certain County System components (e.g.,   
,  )  (each  a  “Blackout Period”). County  shall notify  Supplier of  such Blackout 

Periods and County Systems components to which the Blackout Period applies. 

1.3 Business Objectives 

The Parties agree that the strategic and business objectives to be accomplished through this Agreement 
include: 

(A) providing secure, reliable, and scalable County converged network, voice communication, 
security, integrated, and other Services to the County’s end users that meet the County’s 
ongoing and evolving network, voice, and security requirements; 

(B) supporting  County  programs  and  the  end‐to‐end  delivery  of  the  Services  through 
Supplier’s coordination and interaction with third parties; 

(C) reducing County’s overall costs for Services; 

(D) providing  County  with  increased  visibility  and  variability  with  respect  to  its  cost  of 
receiving the Services and achieving best market value; 

(E) improving  County’s  ability  to  manage  its  cost  of  Services,  leverage  its  technology 
investments, and reduce recurring Service costs; 

(F) providing the Services to meet or exceed County’s Service Level Requirements and deliver 
continuous improvement in price and performance through Supplier Best Practices as to 
the Services; 

(G) gaining access to a strong bench of skill sets to support future growth and to provide high‐
quality Services at a competitive cost; 

(H) gaining access to resource flexibility to meet changing County business needs; 

(I) improving proactive management of the Converged Network, Voice communications, and 
security  operations  as  demonstrated  by  continuous  reductions  in  Incidents  and  the 
analysis and prevention of Problems and improvement of performance, availability and 
reliability; 

(J) aggressively  improving  and  standardizing  existing,  and  creating  new,  processes  to 
increase  efficiencies  and  performance,  and  reduce  costs without major  disruption  to 
County’s business or increasing County’s investment and/or payment obligations; 

(K) realizing  significant  and  tangible  savings  and  efficiencies  from  standardization  and 
process improvements during the Term of the Agreement and demonstrate the ability to 
consistently and timely provide the right resources needed to efficiently and effectively 
address the Service delivery needs; 

(L) obtaining flexibility to timely expand and contract the Services to meet County’s business 
requirements; 

(M) increasing the level of customer service and satisfaction; 
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(N) adhering  to,  and  as  Approved  by  Customer,  improving  data  privacy  and  information 
security protections; and 

(O) complying with  statutory and  regulatory obligations and orders  that are applicable  to 
County 

(clauses (A) – (O) are collectively referred to herein as the “Business Objectives”). 

2. SERVICE AND DELIVERABLE REQUIREMENTS 

2.1 Deliverable Development and Approval Process 

This Section provides  the  repeating process  for developing Deliverables across all FSAs and under  the 
Agreement.  Supplier  shall  develop  each  Deliverable  in  accordance  with  the  following  process  and 
Requirements,  which  shall  each  be  subtasks  to  each  individual  Supplier  task  relating  to  specific 
Deliverables set forth throughout the Agreement: 

(A) Develop all Deliverables in the form and format Approved by County; 

(B) Develop agendas, and Coordinate scheduling with County, for all necessary events (e.g., 
workshops, meetings) for the production of the Deliverables; 

(C) Facilitate events  (e.g., workshops, meetings) as  required  for  the development of each 
Deliverable; 

(D) Record and analyze the input received from all events (e.g., workshops, meetings, and all 
online or remote events, sessions, and workshops) and distribute results or minutes for 
review to event participants; 

(E) Prepare drafts of the Deliverables for County review; 

(F) Provide a structured process for County to provide feedback on drafts, including events, 
as appropriate; 

(G) Compile and incorporate County feedback to the draft Deliverables and prepare revised 
Deliverables; 

(H) Distribute  the  revised  Deliverables  to  County  for  review,  obtain  and  analyze  County 
feedback as above, and repeat if necessary; and 

(I) Complete a final version of the Deliverables including, prior to distribution for Approval 
by County, validation by Supplier that each Deliverable conforms to the Requirements 
and meets the Acceptance Criteria. 

After receipt of a Deliverable from Supplier, the County lead or designee shall notify the Supplier Project 
Manager  and/or  Supplier  Personnel,  as  applicable  in  writing  as  to  any  specific  changes  requested 
(together with a reasonably detailed explanation of the reasons why the Deliverable should be modified) 
in as expeditious a time frame as possible given the nature of the Deliverable and the schedule of any 
Services  or  Project.  Unless  a  County‐requested  change  is  disputed,  Supplier  shall make  all  County‐
requested changes in a timely manner so as to not adversely impact County operations or the schedule 
of any Services or Project. Upon completion of all County‐requested changes, Supplier shall provide the 
Deliverable to County with a request for Approval. County shall notify Supplier of its Approval or rejection 
in a timeframe that is practical and reasonable given the nature, criticality, and complexity associated with 
the Acceptance Testing and Deliverable. 
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2.2 Work Orders 

2.2.1 Work Orders Required 

Under  no  circumstances  shall  any  Projects,  Non‐Recurring  Initiatives,  or  Optional Work  commence 
without Supplier first obtaining County Approval and the Parties executing a Work Order (No Charge, Type 
1, or Type 2, as applicable). No Charge Work Orders are for Business as Usual activities Managed as a 
Project.; Type 1 Work Orders have a preliminary value to County of less than or equal than the amount 
listed in the then current County Contract Policy Manual (CPM) §3.3‐102(1)(a) (currently $200,000); and 
Type 2 Work Orders have a preliminary value to County of greater than the amount  listed  in the then 
current CPM §3.3‐102(1)(a) as requiring Board of Supervisors approval. There is no additional cost or fees 
chargeable to County for Supplier’s preparation of a Work Order or other budgets, estimates, or proposals 
related to the same and all such costs are included in the Charges under Exhibit P (Pricing). All Work Orders 
will be subject to County’s review,  input, and Approval. The pricing model applicable to Non‐Recurring 
Initiatives and Optional Work shall be described  in  the Work Order and a single Work Order may use 
multiple pricing models (e.g., Fixed Fee and Time and Materials with a Not to Exceed) for segments of 
Services applicable to that Work Order. There are no additional costs or fees chargeable to County for 
Business as Usual that is Managed as a Project and described in a Work Order. 

2.2.2 Work Order Development 

County may  request  that  Supplier perform a Project,  complete  a Non‐Recurring  Initiative, or provide 
Optional Work through a Service Request or by submitting a request to Supplier in writing. After receipt 
by Supplier of a request to perform a Project, complete a Non‐Recurring Initiative, or provide Optional 
Work,  Supplier  shall  provide  such  detailed Work Order  for  County’s  request  in  accordance with  the 
following process. Within ten (10) Business Days after receiving County’s request, unless otherwise agreed 
to in writing by the Parties, Supplier will prepare the detailed Work Order that includes the (A) timetable 
for performing the Project, completing the Non‐Recurring Initiative, or providing the Optional Work, and, 
(B) with respect to Non‐Recurring Initiatives and Optional Work, the cost, and deliver such detailed Work 
Order to County. 

If upon receipt of County’s request, Supplier determines that the request does not have sufficient detail 
to provide an accurate detailed Work Order, Supplier will have one (1) opportunity to provide County with 
a request for clarification detailing specification requirements that are missing or unclear in the original 
request and  that are  required  for Supplier  to provide an accurate estimate. These missing or unclear 
specification  requirements will be documented by  Supplier  and delivered  to County within  three  (3) 
Business Days after Supplier’s receipt of the original County request. County shall provide to Supplier a 
response  to  Supplier’s  request  for  clarification. The deadline  for  Supplier  to deliver a Work Order  to 
County shall be extended by one (1) Business Day for each Business Day between the Business Day upon 
which Supplier requested  the additional  information or clarification and  the Business Day upon which 
Supplier received the County’s response to Supplier’s request for additional information or clarification; 
provided,  however,  that  the  deadline  shall  not  be  extended  if  Supplier  does  not  request  additional 
information or clarification within three (3) Business Days after Supplier’s receipt of the original County 
request. 

If upon  receipt of County’s  request,  Supplier  identifies a potential  significant  impact on  the  Services, 
Supplier shall notify the County of the potential impact within three (3) Business Days after receiving the 
County’s request. 

If County elects to have Supplier perform the Project, complete the Non‐Recurring Initiative, or provide 
the Optional Work, County and Supplier shall execute a Work Order. Supplier shall not begin performing 
any work until a Work Order has been executed by County. County will set the priority for the Projects, 
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Non‐Recurring Initiatives, and Optional Work. 

2.2.3 Work Order Provisions 

County and Supplier shall utilize the form of Work Order applicable to the Work Order type and attached 
to the Agreement as Exhibit B.2 (Form of Type 1 Work Order), Exhibit B.3 (Form of Type 2 Work Order), 
and Exhibit B.4 (Form of No Charge Work Order). Each Work Order must contain at  least the following 
provisions: 

(A) A written description of the work to be provided; 

(B) A written description of the resources to be provided by Supplier (including the location 
at which such resources are to be provided and, if applicable, the names and positions for 
all Supplier Personnel to be used and an affirmative statement that all Supplier Personnel 
have passed the County background checks applicable to the County Location where the 
Supplier Personnel will perform Services under the Work Order); 

(C) The Deliverables, Requirements, Acceptance Criteria, Service Levels, Assets, timeline and 
Milestones, Acceptance Testing period, and gate review process that are subject to the 
Work Order; 

(D) A description of the responsibilities of County, including any facilities, Assets, personnel, 
or other support to be provided by County; 

(E) A list and schedule of periodic reporting; 

(F) In all Type 2 Work Orders, and if requested by County in the Work Order request for a 
Type 1 Work Order or No Charge Work Order, a detailed report describing the impact the 
Work Order will have on any other Services, Assets, or the County Systems; 

(G) In all Type 2 Work Orders, and if requested by County in the Work Order request for a 
Type 1 Work Order or No Charge Work Order, an assessment and description of potential 
risks associated with the requested Project, Non‐Recurring Initiative, or Optional Work, 
including Supplier recommendations to mitigation of such risks; 

(H) With  respect  to  Non‐Recurring  Initiatives  and  Optional Work,  Supplier  shall  provide 
County with  the option of paying on a  (i) Fixed Fee,  (ii) Not  to Exceed,  (iii) Time and 
Materials basis, or  (iv) a combination of  the above  foregoing.  If  the Parties agree  that 
Supplier shall complete the Work Order on either a Fixed Fee, Not to Exceed, or a Time 
and Materials basis, the Work Order shall include an estimated percentage allocation of 
the  Fixed  Fee, Not  to  Exceed  amount, or,  as  applicable,  a Charges  estimate  for  each 
Milestone. Supplier shall not perform Services (or services other than those specified in 
the Agreement)  in  connection with  the Work Order  in excess of  the Charges amount 
allocated to a Milestone in the Work Order without first obtaining prior written Approval 
to exceed the Charges amount allocated to the Milestone in the Work Order. If Supplier 
provides Services (or services other than those specified in the Agreement) in connection 
with  the Work Order  in excess of  the Charges amount allocated  to a Milestone  in  the 
Work  Order  without  first  obtaining  prior  written  Approval,  such  Services  (or  other 
services) shall be unapproved work that is subject to Section 3 (Unapproved Work) of the 
Agreement; and 

(I) Any additional information applicable to the Project, Non‐Recurring Initiative, or Optional 
Work, including that information that is required by the Agreement to be addressed in a 
Work Order or that is not otherwise set forth in the FSAs. 
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3. SUPPLIER INTEGRATED REQUIREMENTS RESPONSIBILITIES 

3.1 General Integrated Requirements 

Supplier’s  general  Integrated  Requirements  responsibilities  include  those  tasks,  subtasks,  and 
Deliverables set forth in Table 1 (General Integrated Requirements Responsibilities) below. Where Assets 
are referenced throughout this FSA, the other FSAs, and the Agreement, County shall own all such Assets 
unless otherwise specified. Supplier will be responsive to the current and future requirements of County 
by proactively anticipating needs and adjusting Services accordingly, within the Charges set forth in Exhibit 
P (Pricing). Throughout this FSA, the other FSAs, and the Agreement, where Supplier is required to provide 
its recommendations and inputs for practices, processes, tools, procedures, Changes, Assets, or any other 
recommendations and inputs related to the Services to County, Supplier recommendations and inputs are 
required Deliverables under  the Agreement. Supplier shall provide all recommendations and  inputs  in 
writing and shall  Implement  its recommendations and  inputs only where and as Approved by County. 
County may Approve or reject Supplier recommendations and inputs in whole or in part. To the extent 
County elects not to Approve any Supplier recommendation and inputs, Supplier shall continue to perform 
the Services using the County‐provided or Approved practices, processes, tools, procedures, Changes, and 
Assets.  Supplier  recommendations  and  inputs  as  to  savings  under  this  FSA,  the  other  FSAs,  and  the 
Agreement, shall be only as to Sustainable Savings, unless otherwise specifically requested by County. 
Additionally, throughout this FSA, the other FSAs, and the Agreement, where specific time for Supplier’s 
performance is not stated, the Requirement is that Supplier do the task on an ongoing basis as appropriate 
to deliver the Services in accordance with the Agreement, including the SLRs, provided that County may 
make ad hoc requests for more frequent performance as deemed appropriate by County, and Supplier 
shall comply with such requests.  In the event the ad hoc requests are of such frequency that they are 
creating a burden to Service delivery, Supplier will escalate the issue to County in accordance with Exhibit 
G (Governance Model). 

Table 1. General Integrated Requirements Responsibilities 

General Integrated Requirements Responsibilities 

(1) Provide an overall Services solution that meets all County Requirements, including all business, 
technical,  Eligible  Customer,  and  Authorized  User  Requirements,  and  business  processes 
described in this FSA and the other FSAs. 

(2) Provide continuous improvement for the Services. 

(3) Document and deploy a  set of processes  to enable and provide consistent Management of 
process‐driven Services seamlessly across a variable number of suppliers, including Third Party 
Vendors. 

(4) Design processes to enable the effective monitoring and reporting of the Services in a multi‐
supplier environment through the appropriate deployment of relevant tools and procedures 
across the Services. 

(5) Coordinate the execution of all processes across Supplier, County, and all Third Party Vendors 
such that all the  individual components that make up the Services and County’s  information 
technology environment are Managed by Supplier in an end‐to‐end manner. 

(6) Comply  with  all  County  Policies,  Procedures,  and  Guidelines,  including  those  related  to 
information, information systems, personnel, and physical and technical security. 
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General Integrated Requirements Responsibilities 

(7) Manage  and  Coordinate  with  Subcontractors,  Managed  Vendors,  and  other  Third  Party 
Vendors in order to ensure Service Requirements and SLRs are achieved or exceeded. 

(8) Complete all tasks, subtasks, reporting, and other Services and Deliverables set forth in Exhibit 
H (Service Level Requirements) and Exhibit H.1 (Service Level Requirements Table). 

(9) Measure performance against SLRs. 

(10) Provide County with performance reports of Supplier performance against SLRs. 

(11) Manage all Changes to the Services and County Systems that may affect the SLRs of any other 
component of the Services or County Systems, Third Party Vendor, or Managed Vendor  in a 
manner that minimizes the impact of the Changes on County operations. 

(12) Utilize County‐Approved  secure  collaboration web portal  for delivery of  all Documentation 
related to the Services and/or described in this FSA, the other FSAs, and the Agreement. 

(13) Deliver Services and fulfill Integrated Requirements. 

(14) Provide  all  resources,  Documentation,  information,  Supplier  Personnel,  and  other  access 
necessary  to  facilitate  and  support  all  County,  Third  Party  Vendor,  and  other  third  party 
assessment activities conducted in the County environment, including external audits, internal 
audits,  infrastructure  assessments,  regulatory  oversight,  and  all  other  financial,  technical, 
compliance, and performance assessments. 

(15) Understand and comply with all current and  future County business continuity and disaster 
recovery plans and participate in testing, activating, and supporting of all such County plans. 

(16) Create a comprehensive disaster recovery and business continuity plan for the Services that 
interoperates with any other business continuity and/or disaster recovery plan of County’s, for 
County review and Approval. 

(17) Implement, Manage, Operate, and Maintain the Approved comprehensive disaster recovery 
and business continuity plan for the Services, including testing and directly providing support 
to County and complying with the disaster recovery and business continuity plan during any 
government  disaster  declarations  that  affect  Eligible  Customers,  Authorized  Users,  or  the 
Services. 

(18) Provide written recommendations describing Supplier’s Best Practices for each of the Service 
components described in this FSA that are applicable to all Services throughout the FSAs and 
the Agreement for County review. 

(19) Develop an operations manual describing operational procedures for each FSA consistent with 
Best Practices for the Services for County Approval (the “Operations Manual”). 

(20) Implement, Manage, Operate, and Maintain the Approved Operations Manual. 

(21) Fully support and participate in the County cyber incident response team (“CIRT”) when and as 
requested or required by County. 
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General Integrated Requirements Responsibilities 

(22) Provide  all  relevant  resources,  Documentation,  Supplier  Personnel,  data,  access,  and 
information  to  support  CIRT  activity  including  time,  date,  logs,  entry method,  local/global, 
Security  Incident history,  Tickets,  escalations,  communications, prior minutes,  and  Incident 
management material, including next tasks, owners, dates, and status changes, as defined by 
the CIRT, upon County’s request. 

(23) 
 

(24) Develop, Manage, and Maintain an  inventory of spare Assets  in  the County‐identified Asset 
tracking repository. 

(25) Monitor, test, and Maintain spare Assets to confirm that spare Assets are ready for production 
use. 

(26) Manage the spare Asset  inventory and Maintain a  level of spare Assets required to meet or 
exceed SLRs. 

(27) Subcontract components of the Services where Supplier does not have sufficient expertise to 
perform the Services in accordance with the Requirements, without any increase or addition to 
the Charges set forth in Exhibit P (Pricing). 

(28) Own, provide, use, and Maintain vehicles and other transportation as necessary to perform the 
Services. Vehicles and all associated costs and expenses are the responsibility of Supplier and 
are not chargeable to County. 

 

3.2 Value Added Services and Savings Opportunities 

Supplier agrees that throughout the course of this Agreement, and at least once every six (6) months, it 
will identify in writing Sustainable Savings opportunities available to County. Upon Approval by County, 
Supplier shall follow the Change Control Process and Implement such Sustainable Savings opportunities. 

3.3 Project Management Services  

Projects will generally fall into two categories: (A) Non‐Recurring Initiatives and (B) BAU activities that are 
Managed as a Project. All categories of Projects, except Non‐Recurring  Initiatives, are  included  in  the 
Charges set  forth  in Exhibit P  (Pricing) and shall not be separately chargeable  to County. Supplier will 
provide Project Management for all Services provided by Supplier to County pursuant to the Agreement 
and associated with Projects using the Project processes and methodology specified below, regardless of 
whether the applicable Project is a Non‐Recurring Initiative or part of BAU (“Project Management” and 
such services, the “Project Management Services”). Supplier’s responsibilities for Project Management 
Services  include  (i) maintaining a Project Management Office;  (ii) providing oversight of  the Supplier’s 
Project Management Office and Project managers as necessary;  (iii)  conducting Project  initiation;  (iv) 
providing support  through  the Project  life cycle; and  (v) completing Project close out  tasks, as  further 
detailed  in  this Section 3.3  (Project Management Services). All Projects  shall  comply with  the Project 
Management  procedures  described  in  this  Section  3.3  (Project Management  Services),  and  the  gate 
review process and exit gate review process as set forth in the applicable Work Order. 

3.3.1 Project Management Office and Oversight 

Supplier will create, Implement, Manage, Operate, and Maintain a Supplier Project Management office 
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(“Project Management Office”) to provide, plan, and monitor all Project Management Services provided 
by Supplier to County pursuant to the Agreement. Supplier’s Project Management Office will work with 
County’s Project Management Office to ensure that Supplier’s methodology, processes, and tools: (A) are 
consistent with County’s methodology, processes, and tools; (B) deliver the outputs, reports, and other 
Deliverables and Documentation required by County’s methodology; and (C) are Approved by County. The 
complete Project Management  life cycle (initiation phase, planning phase, executing phase, controlling 
phase, and closing phase) must be covered by Supplier’s Project Management methodology, processes, 
and  tools and Managed by  the Supplier’s Project Management Office. Supplier  shall utilize consistent 
methodologies and tools to plan, monitor, and control Projects throughout the Project lifecycle. Supplier’s 
Project Management Office shall staff adequate Project Managers with Project Management Professional 
certifications  as  necessary  to  provide  the  Services  and  as  otherwise  required  by  County.  Supplier 
Personnel and Project Managers shall be experienced with Supplier’s Project Management methodology, 
processes,  and  tools,  and  have  a  proven  track  record  of  success  in  using  them  to Manage  Projects. 
Supplier’s Project Management Office responsibilities include those tasks, subtasks, and Deliverables set 
forth in Table 2 (Project Management Office and Oversight Responsibilities) below. 

Table 2. Project Management Office and Oversight Responsibilities 

Project Management Office and Oversight Responsibilities 

(1) Submit  Project Management methodology,  processes,  and  tools  utilized  by  Supplier  for 
County Approval within by the time set forth in Exhibit T.3 (Transition‐In Plan), but no later 
than the completion of all Transition‐In tasks  

(2) Attend and participate  in County meetings and events  to  review  technology or business 
plans, and recommend appropriate Services and Projects in support of such plans. 

(3) Maintain Supplier Personnel, including Project Managers, with leading industry knowledge 
in  County’s  business  and  the  Services  to  support  Projects  and  recommend  appropriate 
solutions for County review and Approval. 

(4) Create and Maintain an up‐to‐date list of Supplier‐supported Projects, work activities, and 
prioritization of Projects in the County‐provided portfolio management system. 

(5) Implement, Manage,  Operate,  and Maintain  an  overall  Project Management  oversight 
process that includes the following: 

(a) Project  integration Management  processes  designed  to  properly  Coordinate  the 
elements of the Project, such as Project plan development, Project plan execution, 
and the Change Control Process; 

(b) Project Management  Services  processes  designed  to  validate  that  all  the  work 
required,  and  only  the  work  required,  is  included  to  complete  the  Project 
successfully and efficiently, such as  initiation, Project planning, Project definition, 
Project verification, and Project Change Control Processes;  

(c) Project issues Management processes designed to identify, record, track, evaluate, 
and  mitigate  the  issues  completely,  expeditiously,  and  without  impact  to  the 
Project. For the purposes of this Section, an “issue” has one or more of the following 
characteristics: (i) any matter that is presently impeding the progress of a Project; 
(ii) anything that is happening or has happened and has not been resolved; or (iii) 
the work to resolve the impediment is diverting resources away from the tasks as 
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Project Management Office and Oversight Responsibilities 

identified in the Project plan; 

(d) Project  time  Management  processes  designed  to  complete  the  Project  in 
accordance with the applicable FSA, the Project Work Order, and the Agreement, 
including  activity  definition,  activity  sequencing,  activity  duration  estimating, 
schedule development, and schedule control; 

(e) Project cost Management processes designed  to complete  the Project within  the 
applicable budget Approved by County  (to  the extent applicable  to  the Project), 
including resource planning, cost estimating, cost budgeting, and cost control; 

(f) Project quality Management processes designed to validate that the Project satisfies 
County operational needs and requirements  for which  it  is undertaken,  including 
quality planning, quality assurance, and quality control; 

(g) Project human resources Management processes designed to most effectively use 
the people involved in the Project, including organization planning, staff acquisition, 
and team development;  

(h) Project  communications  Management  processes  designed  to  timely  generate, 
collect, disseminate, store, and ultimately dispose of Project information to County 
and  other  third  parties  appropriately,  including  communications  planning, 
information distribution, performance reporting, and administrative closure; 

(i) Project  risk  and  dependency  Management  processes  relating  to  identifying, 
analyzing, and  responding  to Project  risk and plans  to overcome or mitigate  the 
impact  of  unexpected  events,  including  risk  identification,  risk  qualification,  risk 
response development,  risk  response  control, mitigation plans,  and probabilistic 
analysis; 

(j) Project  procurement Management  processes  and  timelines  required  to  acquire 
goods and services from outside County or Supplier’s organization to support the 
Project,  including procurement planning,  solicitation planning,  solicitation  source 
selection,  control  administration,  and  contract  closeout,  subject  to  County 
procurement procedures and Approval; and 

(k) Project  Implementation  and  transition  Management  processes  designed  to 
successfully  launch  and  transition  Projects  to  ongoing  operations,  including 
Implementation  planning,  launch  failure  contingency  planning,  transitional 
procedures, operational procedures, and knowledge transfer. 

3.3.2 Project Manager 

For each Project, Supplier will designate a Supplier Project manager to whom all County communications 
may be addressed and who has the authority to represent and commit Supplier  in connection with all 
aspects of  the Project Management Services  related  to  that Project  (each a  “Project Manager”). The 
Project Manager is responsible for ensuring that the Services and Deliverables described throughout this 
Section 3.3 (Project Management Services) are performed and completed for each Project in accordance 
with this FSA and the Agreement. The Supplier Project Manager’s obligations also  include those tasks, 
subtasks, and Deliverables set forth in Table 3 (Supplier Project Manager Responsibilities) below. 

ATTACHMENT H

Page 19 of 93



 

COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT A.1‐15  EXHIBIT A.1 (INTEGRATED REQUIREMENTS FSA) – REVISION 3
MANAGED SERVICES NETWORK, VOICE, AND SECURITY 

AGREEMENT

Table 3. Supplier Project Manager Responsibilities 

Supplier Project Manager Responsibilities 

(1) Establish  and Maintain  communications with  the  County  Project  lead  through  the  Project 
governance structure. 

(2) Create and Maintain communication plans  for County  review and Approval and  Implement 
Approved  communication  plans  to  notify  all  Authorized  Users  of  upcoming  Changes  and 
Maintenance activity. 

(3) Comply with County’s Project Management  framework,  tools,  and  reporting  requirements, 
including  providing  a  quarterly  information  technology  report  for  the  County  Board  of 
Supervisors, to be delivered in accordance with the County Program Manager’s sole direction, 
and twice weekly status updates on all Projects, and using County’s Project tracker tool. 

(4) Manage the delivery of Services and interdependencies between Services components related 
to Project activities. 

(5) Notify County of any Supplier focal point or contacts for specific Project activities or tasks. 

(6) Create and Maintain a Project plan that  includes all Project details set forth  in Section 3.3.3 
(Project Planning  and Project  Initiation) below  and use Microsoft Project  to  track progress 
against the Project plan or such other similarly detailed tracking method that is acceptable to 
County. 

(7) Maintain the Project plan as up‐to‐date, follow through on the tasks set forth  in the Project 
plan, and provide County and all  relevant  stakeholders with  the updated Project plan on a 
weekly basis, or more frequently as requested by County. 

(8) Measure, track, and evaluate progress against the Project schedule, budget (as applicable), and 
Work Order requirements. 

(9) Work with  the County Project  lead  to  resolve deviations,  if any,  from  the Project schedule, 
budget (as applicable), and Work Order requirements. 

(10) Manage  all  Supplier  tasks  and  resources  associated  with  the  Project,  including  Supplier 
Personnel, and Coordinate Project activities with County, Authorized Users, Eligible Customers, 
Third Party Vendors, and other third party stakeholders involved in or impacted by the Project. 

(11) Report to the County Project  lead problems and  issues  impacting Supplier’s provision of the 
Services that require County’s attention and resolution. 

(12) Coordinate resolution of all Service  issues,  including those raised by the County Project  lead 
and, as necessary, escalate such issues within the Supplier organization. 

(13) Document progress and risks related to the Project and review weekly, or more frequently as 
required by County, with the County Project lead.  

(14) Conduct  regularly  scheduled  Project  status meetings,  governance meetings,  and  all  other 
Project related meetings and events as required by County or set forth in the Work Order or 
Project plan, and prepare weekly status reports for the Project. 

(15) Assist in the preparation and conduct of monthly steering committee updates on all ongoing 
Projects. 
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Supplier Project Manager Responsibilities 

(16) Make any and all County Approved Changes associated with the Project in compliance with the 
Change Control Process and the Agreement. 

3.3.3 Project Planning and Project Initiation 

Supplier will assist County in its annual planning and budgeting, quarterly planning reviews, and exception 
review processes for County’s overall Project planning, including providing recommendations for planning 
and budgeting for County review. The overall goal of the Project planning process is to provide consistency 
and to align the actions taken with County’s strategic objectives, and Supplier shall provide information 
and  relevant  industry data  to  assist County  to prioritize  and obtain County Approval  for  all Projects. 
Supplier shall engage in planning activities related to individual scheduled or proposed Projects following 
County’s Approval of a Project or otherwise upon County’s request in advance of County Approval. Upon 
County’s  Approval  of  a  Project  related  to  the  Services,  Supplier  shall  employ  Project Management 
methodology, processes, and tools that shall be used to consistently plan, initiate, control, and Implement 
all  Projects  for  all  Services,  all  in  accordance  with  the  FSAs,  the  Agreement,  Supplier’s  Project 
Management responsibilities set forth  in this FSA, and the user requirements, specifications, high‐level 
schedule, and prioritization of Projects, as provided by County. Supplier’s Project planning and initiation 
responsibilities include those tasks, subtasks, and Deliverables set forth in Table 4 (Project Planning and 
Project Initiation Responsibilities) below. 

Table 4. Project Planning and Project Initiation Responsibilities 

Project Planning and Project Initiation Responsibilities 

(1) Upon  County’s  request,  participate  in  County’s  long‐range  business  planning meetings  to 
review operations and business plans and recommend Services and Projects to support plan 
execution for County review. 

(2) Maintain  levels  of  industry  knowledge  in  County’s  business  to  provide  support  and 
recommendation of Projects as  required under  the Agreement and  the FSAs. Supplier shall 
obtain and Maintain such industry knowledge through, among other activities, participation in 
industry meetings, forums, and conferences at Supplier’s sole cost and expense. 

(3) For each County‐Approved Project, prepare proposals and detailed Project plans responsive to 
County’s initial high‐level business requirements for County review and Approval. Each detailed 
Project plan will include the following: 

(a) Deliverables, tasks, and subtasks to be provided and performed by Supplier; 

(b) Associated dependencies among Deliverables, tasks, and subtasks for the Project and 
across all related work streams; 

(c) Technical approach and solution; 

(d) Key personnel assigned,  including  level of commitment by resource (on‐site and off‐
site); 

(e) For Time and Materials hourly based Non‐Recurring Initiatives, including Not to Exceed 
Work Orders, resources  (effort, hours, and roles) estimated to be required for each 
Deliverable, task, and subtask, and for Fixed Fee based Non‐Recurring Initiatives, total 
project hours (including hours by Milestone), resource types, and a blended rate (Fixed 
Fee  information must be sufficiently detailed  to enable County  to validate  that  the 

ATTACHMENT H

Page 21 of 93



 

COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT A.1‐17  EXHIBIT A.1 (INTEGRATED REQUIREMENTS FSA) – REVISION 3
MANAGED SERVICES NETWORK, VOICE, AND SECURITY 

AGREEMENT

Project Planning and Project Initiation Responsibilities 

Charges as set forth in Exhibit P.4 (Supplier Rate Card) are being applied); 

(f) Start and completion dates for each Deliverable, task, and subtask; 

(g) Acceptance Criteria for each Deliverable; 

(h) Equipment, Software, data, or other materials required  for the Project and ongoing 
support; 

(i) Milestones; 

(j) Overall Project phasing and completion schedule that  is realistically achievable with 
reasonable effort as determined by County; 

(k) Total cost of the Project (including Charges paid to Supplier under Exhibit P (Pricing) 
for Projects that are not BAU, as well as any County‐retained expenses); 

(l) Ongoing annual cost of the Project post‐Implementation to County (including Charges 
paid to Supplier under Exhibit P (Pricing) for Projects that are not BAU, as well as any 
County‐retained expenses); and 

(m) Any Deliverables, tasks, and subtasks required from County, Third Party Vendors, or 
other third parties. 

(4) Review initial Project plan draft with County Project Management and leadership for additional 
guidance and feedback from County. 

(5) Update  and  present  a  final  Project  plan  that  incorporates  and  is  consistent with  County 
guidance  and  feedback  as  initial  baseline  and  submit  to  County  for  further  review  and 
Approval. 

(6) Maintain the Project plan throughout the duration of the Project and hold regular Project plan 
review sessions, or incorporate the Project plan into ongoing Project meetings. 

(7) Identify all applicable stakeholders, including Authorized Users, Eligible Customers, Third Party 
Vendors,  the  County  Project  sponsor,  and  the  County  product  or  business  owner,  and  all 
County Assets, components of the County Systems, and County processes and Documentation 
that will be impacted by the Project and/or who are required for Project staffing and resource 
Management. 

(8) Create  a  Project  staffing  and  resource management  plan  for  all  Project  steps  for  County 
including: 

(a) Resources and staffing levels required for the Project; 

(b) For Time and Materials hourly based Non‐Recurring Initiatives, including Not to Exceed 
Work  Orders,  fully  loaded  Supplier  resource  staffing  commitments  estimate  (e.g., 
identification of FTE equivalent or hours  for all  resources), and  for Fixed Fee based 
Non‐Recurring  Initiatives  (Type  2 Work Orders),  total  Project  hours  by Milestone, 
resource types, and a blended rate (Fixed Fee information must be sufficiently detailed 
to enable County to validate that the Charges as set forth in Exhibit P.4 (Supplier Rate 
Card) are being applied); 

(c) Reporting relationships; 
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Project Planning and Project Initiation Responsibilities 

(d) Description of other resources such as conference rooms, training rooms, connectivity, 
calendars, etc.; 

(e) Education  tracker  to  monitor  training  received  or  required  for  specific  Project 
staff/roles; and 

(f) Guidelines  for knowledge  transfer between Project personnel as  they change  roles, 
leave, or join the Project. 

(9) Review  initial  Project  staffing  and  resource  management  plan  draft  with  County  key 
stakeholders for review and feedback. 

(10) Update and present a final Project staffing and resource management plan that incorporates, 
and is consistent with, County feedback and submit a final version to County for Approval. 

(11) Conduct a kickoff event to provide an introduction to each Project to County leadership and 
County Personnel required to complete the Project tasks, which event will include discussion 
of  the  timelines,  dependencies,  and  nature  of  the  work  effort  that  will  be  required  to 
Implement the Project. 

(12) Prior to the kickoff event for each Project: 

(a) Work with County to identify all Supplier Personnel and County Personnel required to 
complete the Project tasks; 

(b) Jointly  review and  finalize participant  list no  later  than  four  (4) weeks prior  to  the 
kickoff event; 

(c) Develop an agenda and schedule for the kickoff event; and 

(d) Review and finalize materials for the kickoff event with County no later than five (5) 
Business Days prior to the kickoff event. 

(13) Conduct the kickoff event as follows: 

(a) Provide background and overview of the Project, including any possible challenges and 
anticipated success criteria; 

(b) Review tasks, subtasks, Deliverables, and Milestones for the Project; and 

(c) Provide training on the tools, processes, and methodologies, along with Best Practice 
recommendations, that will be used to accomplish the Project activities. 

(14) Following the kickoff event, prepare a kickoff event summary report and a report documenting 
the Project dependencies for review and Approval by County, and prepare and provide County 
with meeting minutes and a list of County participants who attended the kickoff event. 

3.3.4 Project Support  

Supplier will conduct ongoing Project Management activities for the duration of each Project. Supplier’s 
Project Management support responsibilities include those tasks, subtasks, and Deliverables set forth in 
Table 5 (Project Support Responsibilities) below. 
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Table 5. Project Support Responsibilities 

Project Support Responsibilities 

(1) Employ a Project Management methodology that conforms to and/or complements County’s 
established Project Management methodology  to  initiate, plan, execute,  control, and  close 
Projects,  in  accordance  with  Best  Practices,  the  FSAs,  the  Agreement,  County  Policies, 
Procedures, and Guidelines, and other processes and methodologies as directed by County or 
set forth in the Work Order. 

(2) Manage Supplier  tasks and  resources associated with  the Project, and Coordinate activities 
with County and any Third Party Vendors. 

(3) Make any Changes related to the Project in accordance with the Change Control Process and 
obtain required Approvals. 

(4) Identify Changes and propose alternatives  to County and,  if necessary, provide appropriate 
Change Documentation for County review and Approval. 

(5) Use County‐Approved Project Management tools and methodologies, which employ a regular 
reporting  mechanism  to  identify  tasks,  develop  and  present  status  reports,  and  identify 
potential risks and issues. 

(6) Communicate Project status as part of standard Project Management meetings, or other such 
meetings as requested by County. 

(7) Develop, Maintain, and Manage Project schedules by Deliverable. 

(8) Monitor and report Project progress. 

(9) Institute corrective action against the Project plan, if needed. 

(10) Monitor, track, and report actual results versus forecasted results for each Project Deliverable. 

(11) Identify, log, and follow defined processes for risk and issue mitigation. 

(12) Identify, log, and follow defined processes for Change Management. 

(13) Create  Project  Documentation  and  submit  to  County’s  electronic  document management 
system or such other system agreed to by both Parties. 

3.3.5 Project Close 

Supplier shall be responsible for Project close‐out activities. The purposes of these activities are to resolve 
any  outstanding  Project  issues,  obtain  formal  agreement  from  the  Project  governance  processes  to 
officially close out the Project, ensure that there  is an official hand over from the Project team to the 
maintenance and operations team, and conduct a thorough review of the Project. Supplier’s Project close‐
out responsibilities for each Project  include those tasks, subtasks, and Deliverables set forth  in Table 6 
(Project Close Responsibilities) below. 

Table 6. Project Close Responsibilities 

Project Close Responsibilities 

(1) Develop a draft Project close‐out checklist for each Project. 

(2) Complete  review  of  the  draft  Project  close‐out  checklist with  key  County  stakeholders,  as 
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designated by County. 

(3) Incorporate County feedback into the draft Project close‐out checklist and submit a final Project 
close‐out checklist for County Approval. 

(4) Develop a Project close‐out cost and key  learning report that  includes the Project estimated 
cost  and  final  actual  cost,  including  Charges  paid  to  Supplier  in  accordance with  Exhibit  P 
(Pricing) and the Work Order for Projects that are not BAU, County‐retained costs, an analysis 
of the factors contributing to increases or decreases to overall Project costs, and a summary of 
key lessons learned. 

(5) Complete review of the draft Project close‐out cost and key  learning report with key County 
stakeholders, as designated by County. 

(6) Incorporate County feedback into the draft Project close‐out cost and key learning report and 
submit a final Project close‐out cost and key learning report for County Approval. 

(7) Close‐out each Project by completing the following tasks: 

(a) Conduct all of the activities defined in the Project close‐out checklist; 

(b) Conduct a solution turnover meeting; 

(c) Review all aspects of Project close‐out with County; and 

(d) Address all outstanding issues and activities. 

3.4 Information Technology Life Cycle and Operations Services 

Supplier shall perform the Services described in the following Sections for all current and future County 
environments (e.g., Assets and Third Party Vendor services). Supplier shall Implement, Operate, Manage, 
and Maintain all County Systems life cycle activities in accordance with the following common life cycle 
and operational Services set forth in this Section 3.4 (Information Technology Life Cycle and Operations 
Services)  and  the  Agreement.  Supplier  shall  develop,  document,  Implement, Manage,  and Maintain 
Service‐specific activities and procedures associated with these common life cycle and operations Services 
in the Operations Manual. 

3.4.1 Planning and Analysis 

Supplier shall perform planning and analysis activities associated with: 

(A) Researching new technical trends, products, and services, such as hardware components, 
system  Software,  Equipment,  Network  Components,  and  Networks  that  offer 
opportunities to improve the efficiency and effectiveness of the Services; 

(B) Investigating methods  to  improve  the  quality  of  the  Services  (e.g.,  productivity  and 
operational improvements, defect reduction); 

(C) The introduction of major Changes, enhancements, and new County Asset programs; and 

(D) Continuously improving the County technical environment 

(collectively,  “Planning  and  Analysis  Services”).  Supplier’s  responsibilities  for  Planning  and  Analysis 
Services include the tasks, subtasks, and Deliverables set forth in Table 7 (Planning and Analysis Services 
Responsibilities) below.  
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Table 7. Planning and Analysis Services Responsibilities 

Planning and Analysis Services Responsibilities 

(1) Provide  technical, operational,  resource, and  financial  inputs  in  response  to  the County’s 
initial high‐level business  requirements  and  request  for  input  to  assist County  in  further 
defining  requirements  at  the  enterprise  level  for  all  Services  (e.g.,  business,  technology 
strategy, functional, Availability, capacity, performance, backup, and business continuity) for 
County review. 

(2) Provide technical, operational, resource, and financial inputs to County in connection with its 
development and updating of the annual and long‐range, comprehensive plan for County’s 
technical environment, processes,  technology architecture, and  standards  (such plan,  the 
“Annual Plan” and such planning, the “Annual Planning”). 

(3) Provide technical, operational, resource, and financial inputs to County in connection with its 
development and updating of the long‐range, comprehensive plan for County’s information 
technology systems, processes, technical architecture, and standards (“Long‐Range IT Plan”). 
The Long‐Range IT Plan will be developed on an annual basis, and will include a rolling three 
(3)  year  projection  of  anticipated  Changes  (subject  to  County  business  and  planning 
requirements). 

(4) As part of each annual planning cycle, providing updates on  short‐term Milestones  to be 
completed and schedules for Projects, Non‐Recurring  Initiatives, and Changes expected to 
occur within the first twelve (12) months of each plan. 

(5) Providing access to specialists within Supplier’s organization to assist County to develop and 
update its Annual Plan. 

(6) Assist  in projecting  future volume,  technology, and geographic changes  that could  impact 
County’s systems and technical architecture. 

(7) In connection with a County provided request, provide technical, operational, resource, and 
financial  inputs  and  analysis  for  new  infrastructure,  Assets,  and  third  party  services  for 
County’s review and Approval. 

(8) Identify  available  information  and  data  across  County’s  technical  environment  and 
operations for Planning and Analysis Services (e.g., business capacity reports, roll out plans). 

(9) Proactively seek to automate manual tasks associated with the Services and advise County of 
such opportunities. 

(10) Monitor  industry and technical trends and submit a report to County on a quarterly basis 
describing  industry  and  technical  trends,  forecasts,  analysis,  and  other  intelligence  and 
including  products  and  third  party  services with  potential  use  for  County,  and  proposed 
solutions  to  facilitate  County’s  ability  to  understand  alternatives  in  terms  of  features, 
functions, costs, and risks, in alignment with County’s business and technology strategy. 

(11) Perform  twice  yearly  assessments  for  the  Implementation of new  technologies  that best 
meet County requirements and cost objectives. 

(12) Participate  in twice yearly technical and business planning sessions to establish standards, 
architecture, and Project initiatives. 
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Planning and Analysis Services Responsibilities 

(13) Conduct  regular  planning  and  conduct  twice  yearly  planning meetings  with  County  for 
technology refreshes and upgrades. 

(14) At County’s request, support and participate with County in the discussion and presentation 
of potential new technology product and service offerings to County management, Eligible 
Customers, and Authorized Users. 

(15) Facilitate  and  encourage  active  cross‐functional,  cross‐group,  and  cross‐location 
coordination and communication within County related to new technology and automation. 

(16) Conduct and provide  to County  for County’s  consideration written  twice  yearly  technical 
reviews and provide options for improvements that increase efficiency and effectiveness at 
no cost to County or reduce costs per the planning and analysis results. 

(17) Gather and report to County on data and lessons learned from the operating environment 
that may impact County’s Annual Plan and/or Long‐Range IT Plan. 

3.4.2 Requirements Support 

Based  on  the  County’s  initial  high‐level  business  requirements,  Supplier  shall  perform  technical, 
operational,  and  staffing  requirements  definition  activities  to  assist  County  in  its  development  of 
technology requirements (e.g., performance, disaster recovery, security requirements) that also comply 
with regulatory requirements and County Policies, Procedures, and Guidelines (“Requirements Support 
Services”).  Supplier  shall  perform  Requirements  Support  Services  to  drive  the  technical  design  and 
operations  for  the  Services.  Supplier’s  responsibilities  for Requirements  Support  Services  include  the 
tasks, subtasks, and Deliverables set forth in Table 8 (Requirements Support Services Responsibilities). 

Table 8. Requirements Support Services Responsibilities 

Requirements Support Services Responsibilities 

(1) Provide County with inputs for requirements Documentation format and content, for County 
review and Approval. 

(2) Provide technical support staff with expertise and experience relevant to the County’s initial 
high‐level business requirements to participate  in technical requirements development with 
the County team (e.g., County, Supplier, and Third Party Vendors). 

(3) Provide  technical  and  operational  input  and  document  infrastructure  requirements  with 
County stakeholders (e.g., system interface, performance, Availability, disaster recovery). 

(4) Conduct  requirements gathering activities  from County Personnel or as directed by County 
(e.g., focus groups, interviews) and participate in County’s requirements gathering activities. 

(5) Document requirements necessary to deliver Services for review and Approval by County using 
Approved artifact standards (e.g., system specifications, data models, upgrade requirements, 
conversion requirements, Network design schematics). 

(6) Provide technical and operational input and document required County Systems component 
upgrade, replacement, and/or conversion requirements (e.g., Assets, Networks). 
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Requirements Support Services Responsibilities 

(7) Ensure inputs provided and requirements gathered comply with all applicable County Policies, 
Procedures, and Guidelines,  including  those Policies, Procedures, and Guidelines  related  to 
security. 

(8) Identify integration requirements across the Services and throughout the County Systems. 

(9) Conduct workshops for validation of requirements with County subject matter experts. 

(10) Provide  County  with  recommended  testing  requirements  and  criteria  (e.g.,  performance, 
regression, requirements traceability, security, and user acceptance testing) for County review 
and Approval. 

(11) Upon County request and pursuant to the County’s  initial high‐level business requirements, 
provide infrastructure cost estimates for ad hoc initiatives, in accordance with County Policies, 
Procedures, and Guidelines. 

3.4.3 Design Specifications 

Based  on  a  design  specifications  request  provided  by  County,  Supplier  shall  perform  technical, 
operational, and project design specifications activities to assist County in the development and design of 
the specifications for the Services, and complete all Deliverables associated with the Services, including 
translating  County‐developed  information  system  standards  and  requirements  (e.g.,  architectural, 
business, security, performance, availability, regulatory) into detailed technical designs and specifications 
for County  review and Approval  (“Design Specifications Support Services”). County will establish  the 
reference  architecture  design  criteria  and  requirements,  and  Supplier  shall  provide  the  architecture 
design and Implementation based on County’s design criteria and requirements. Supplier’s responsibilities 
for Design Specifications Support Services include the tasks, subtasks, and Deliverables set forth in Table 
9 (Design Specifications Support Services Responsibilities) below. 

Table 9. Design Specifications Support Services Responsibilities 

Design Specifications Support Services Responsibilities 

(1) Work according to County’s input and direction to develop Documentation pertaining to the 
design  specifications  in  sufficient  detail  to  enable  creation  of  the  appropriate  technical 
designs to meet County’s needs. 

(2) Conduct site surveys for design efforts to deliver design specifications and plans for review 
and Approval by County. 

(3) Document and deliver site surveys to County. 

(4) Document  and  deliver  design  specifications  to  meet  County’s  requirements,  including 
integration and interdependent specifications across the Services and throughout the County 
Systems, for County’s review and Approval. 

(5) Provide  infrastructure cost estimates based on design results to support County budgeting 
purposes. 

(6) Ensure inputs provided and created design specifications comply with all applicable County 
Policies,  Procedures,  and Guidelines,  including  those  Policies,  Procedures,  and Guidelines 
related to security. 
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Design Specifications Support Services Responsibilities 

(7) Conduct  workshops  for  validation  of  design  specifications  with  County  subject  matter 
experts. 

3.4.4 Integration and Testing 

Based on County’s needs Supplier shall perform  integration and testing activities, as further described 
below,  that are associated with ensuring  that each  individual County System component  (e.g., Assets, 
Interfaces, Network) configured with or added to the environment work together cohesively to achieve 
the  intended  results  and meet County developed  requirements  (“Integration  and  Testing  Services”). 
Supplier’s responsibilities for Integration and Testing Services include the tasks, subtasks, and Deliverables 
set forth in Table 10 (Integration and Testing Services Responsibilities) below. 

Table 10. Integration and Testing Services Responsibilities 

Integration and Testing Services Responsibilities 

(1) Evaluate and test Assets, Services, and related products or third party services prior to use or 
deployment  in County’s environment, with County  retaining  final Approval  for any use or 
deployment. 

(2) Benchmark new types of Assets (including testing of various configurations and combinations 
of Assets) that may be considered for deployment within County, as authorized by County, 
document benchmarking results, and report on the same to County. 

(3) Develop technical test plans and criteria (e.g., unit, system, integration, regression) for review 
and Approval by County. 

(4) Implement,  Manage,  Operate,  and  Maintain  test  tools  pursuant  to  the  County’s 
requirements. 

(5) Conduct  and  report  to County on  testing of Changes  in County‐provided non‐production 
environments  as  requested  by  County  and  in  accordance  with  County  operational 
procedures. 

(6) Assist and support County by providing technical, operational, and Project Management input 
to design test environments and processes to Manage testing in the environments. 

(7) Prepare technical and operational test plans for any proposed Changes to the Services and 
County Systems components and configurations for County review and Approval. 

(8) Conduct  integration  and  security  testing  (using  Approved  test  plans)  for  all  new 
configurations  and  upgraded  County  System  components  (e.g.,  Assets,  middleware, 
Interfaces, Networks), Services, or third party services to  include unit, system,  integration, 
and  regression  testing  based  on  requirements  defined  in  requirements  and  design 
Documentation. 

(9) Evaluate all new and upgraded County System components, configurations, Services, or third 
party  services  for  compliance with  County  Policies,  Procedures,  and Guidelines  including 
those Policies, Procedures, and Guidelines related to security. 

(10) Assess and communicate to County in writing the overall impact and potential risk to County 
System components prior to implementing County Approved Changes. 
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Integration and Testing Services Responsibilities 

(11) Determine  interoperability and performance measures for specific configurations of Assets 
identified by County, including unit testing, systems integration testing, connectivity testing, 
load testing, and applications integration testing. 

(12) Based  on  County’s  requirements  and  to  support  County’s  needs,  identify,  support,  and 
Coordinate as necessary with other County information technology functions and Third Party 
Vendors, to identify and obtain any specific Assets and/or telecommunications required for 
interoperability and performance testing. 

(13) Provide  County with  test  results  and  input  for  Changes  to  Services  and  County  System 
components and configurations for County review and Approval. 

(14) Stage new and upgraded Assets and third party services to smoothly transition to all existing 
infrastructure environments based on requirements defined by County in County‐Approved 
requirements and design Documentation. 

(15) Perform modifications and performance enhancement adjustments to County Systems and 
utilities as a  result of Changes  to architectural  standards, additions, and upgrades  to  the 
environment, or configuration changes. 

(16) Test new releases of Assets to ensure required performance and functionality is maintained 
and in conformance with the Requirements and the SLRs. 

(17) Implement, Manage, Operate, and Maintain middleware based on County requirements to 
integrate Assets and Interface with Third Party Vendors. 

(18) In  coordination  with  County,  provide  Configuration  Management  Services  and  Change 
Management  Services  related  to  Integration  and  Testing  Services  to  support  County’s 
Configuration Management plan and Change Management plan. 

(19) In the event County, in its sole discretion, determines Supplier has not utilized appropriately 
qualified  Supplier  Personnel  or,  as  applicable,  appropriate  Supplier  Assets  and  Supplier 
Software to perform the Services under this Section 3.4.4 (Integration and Testing), Supplier 
shall, upon County request, Subcontract with a Subcontractor to conduct or to review the test 
findings and recommendations. 

(20) Cooperate  with  any  Third  Party  Vendor  conducting  integration  and  testing  activities  at 
County’s request. 

3.4.5 Implementation and Migration 

3.4.5.1 Implementation and Migration Services 

Supplier shall perform all Implementation and migration activities associated with the installation of new 
and upgraded Assets,  including  Implementation of and Revisions to Software and  Implementation and 
disposal of Equipment and Network Components  (“Implementation and Migration” and such Services 
the “Implementation and Migration Services”).  

Supplier shall perform all Implementation and Migration Services in accordance with the County Approved 
Change Control Process. Supplier’s responsibilities for Implementation and Migration Services include the 
tasks,  subtasks,  and  Deliverables  set  forth  in  Table  11  (Implementation  and  Migration  Services 
Responsibilities) below. 
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Table 11. Implementation and Migration Services Responsibilities 

Implementation and Migration Services Responsibilities 

(1) Draft Implementation and Migration plans and schedules for County’s review and Approval. 

(2) Coordinate with County to provide technical, operational, resource, and financial inputs on 
Implementation and Migration plans and schedules, in accordance with the Change Control 
Process and County Policies, Procedures, and Guidelines including those Policies, Procedures, 
and Guidelines related to security. 

(3) Conduct pre‐installation site surveys as required to meet County Approved Implementation 
requirements. 

(4) Perform  engineering  functions  required  to  Implement  County Approved  design  plans  for 
additional  or  new  Assets  or  third  party  services  that  are  selected  by  County  for 
Implementation. 

(5) Provide technical and operational input and develop engineering plans to County and identify 
and document in such plans where there is a potential impact on County Locations, County 
Systems, County Eligible Customers, Authorized Users, and Third Party Vendors. 

(6) Perform  engineering  tasks  and  functions  required  to  Implement, Manage,  Operate,  and 
Maintain the Services at County Locations. 

(7) Implement, Manage, Operate, and Maintain enhancements to technical architecture that are 
selected by County for Implementation. 

(8) Implement, Manage, Operate, and Maintain new and enhanced County Systems components 
(e.g., Assets, middleware, utilities, Networks, peripherals, configurations) that are selected 
by County for Implementation. 

(9) Upgrade  County  System  components  as  a  result  of  new  and  enhanced  applications, 
architectures, and upgrade plans and County requirements (e.g., Assets, middleware, utilities, 
Networks, peripherals, configurations)  that are selected by County  to upgrade  the County 
System. 

(10) Coordinate County Approved Implementation and Migration Services activities with County 
and Third Party Vendors  

(11) Based on County’s requirements and to support County’s needs, coordinate and support data 
migration and conversion by electronic or manual methods as a result of Implementation and 
Migration (e.g., databases). 

(12) Perform appropriate tests on all IMACs in accordance with County‐defined requirements. 

(13) Based  on  County  requirements,  develop  and  document  recommended  user  acceptance 
testing  requirements  and  user  acceptance  testing  exit  criteria  for  County  review  and 
Approval. 

(14) Conduct  testing to meet County‐Approved or provided user acceptance requirements and 
document results. 

(15) Provide user acceptance testing plans and results to County for review and Approval. 

(16) Ensure that all County Approved user acceptance testing exit criteria have been met. 
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Implementation and Migration Services Responsibilities 

(17) Maintain test cases and scripts to enable incremental fall back capability in accordance with 
County Policies, Procedures, and Guidelines. 

(18) Maintain all County standard operating procedures, the CMDB, the Operations Manual, and 
all other relevant Documentation to track and ensure that all state changes to Assets and 
operations are documented and current. 

3.4.5.2 Software Installation, Upgrades, and Changes 

Supplier’s responsibilities for Software  installation, upgrades, and Changes  include the tasks, subtasks, 
and Deliverables  set  forth  in Table 12  (Software  Installation, Upgrades, and Changes Responsibilities) 
below. 

Table 12. Software Installation, Upgrades, and Changes Responsibilities 

Software Installation, Upgrades, and Changes Responsibilities 

(1) Implement,  including  Implementing  Revisions  and  Changes, Manage,  Operate,  and Maintain 
County  Approved  Software  as  required  and  in  accordance with  County  technical  architecture 
standards. 

(2) Communicate with County and Third Party Vendors to ensure the compatibility of Software with 
the County environment. 

(3) Unless  otherwise  directed  by  County  and  subject  to  the  Change  Control  Process,  Implement, 
Maintain, and Change Software to prescribed release levels. 

(4) Coordinate  Implementation  of  Eligible  Customer  or  Authorized  User‐specific  Software  as 
requested by County with other County‐identified parties and Third Party Vendors. 

(5) Implement Third Party Vendor‐supplied Revisions and corrections for County Approved Third Party 
Vendor Software. 

(6) Thirty (30) Calendar Days prior to the start of each calendar quarter, give written notice to County 
of all Software Revisions and Changes that are planned to occur in the upcoming quarter, subject 
to County’s Approval of the timing of all Changes. 

(7) Coordinate  Implementation,  customization,  Management,  Operation,  and  Maintenance  of 
Software  with  appropriate  County  Personnel,  Authorized  Users,  and  Third  Party  Vendors  as 
required by County. 

(8) Follow  the  Change  Control  Process  and  County  Maintenance  schedules  while  Implementing 
Changes, Revisions, or enhancements to Software. 

(9) For any Changes, Revisions, or enhancements to Software, advise County of any additional Asset, 
Network,  environmental,  or  other  requirements  needed  during  integration  testing  and/or 
otherwise  known  to  be  necessary  for  the  Implementation,  Management,  Operation,  or 
Maintenance. 

(10) Prior to Implementation or Changes to Software, provide technical and operational input to County 
and Third Party Vendors with  information and constraints related to other Assets and Network 
requirements. 

(11) Coordinate production testing and Implementation activities for Software with County and Third 
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Software Installation, Upgrades, and Changes Responsibilities 

Party  Vendors  as  required  in  order  to  successfully  promote  Software  into  the  production 
environment. 

3.4.5.3 Redeployment and Disposal of Equipment 

Supplier’s responsibilities for redeployment and disposal of Equipment, including Network Components, 
include  the  tasks,  subtasks,  and  Deliverables  set  forth  in  Table  13  (Redeployment  and  Disposal  of 
Equipment Responsibilities) below. 

Table 13. Redeployment and Disposal of Equipment Responsibilities 

Redeployment and Disposal of Equipment Responsibilities 

(1) Perform de‐installation and/or redeployment of Equipment in accordance with the Change Control 
Process, including: 

(a) Complying with backup requirements; and 

(b) Providing permanent removal of any County Software or County Data that may exist on 
storage media (either fixed, removable, or shared). 

(2) Upon redeployment or disposal of Equipment, make the necessary changes in the CMDB. 

(3) Prior to a new purchase or lease of any Equipment as Approved by County, advise County in writing 
of any possibility of re‐deploying existing Equipment. 

(4) To the extent Equipment is owned or leased by County, Supplier’s responsibilities include: 

(a) Returning  the  Equipment  to  a  central  County  Location  or  immediately  redeploying 
Equipment as requested by County; 

(b) If the Equipment is to be disposed of and is in usable condition, picking up and delivering 
Equipment to be disposed of to the County designated disposal location (e.g. County data 
center)  in accordance with all applicable County Policies, Procedures, and Guidelines or 
otherwise dispose of Equipment as directed by County; 

(c) Dispose of unusable Equipment  in an appropriate, environmentally responsible manner, 
erase  all data  and  configuration  information  residing  in  the  computer  system,  storage 
components, and/or devices in such a manner that makes the data irretrievable prior to 
disposing  of  Equipment,  confirm  erasure  to  County  in  writing,  prepare  unusable 
Equipment for disposal by removing all cables and de‐racking, if necessary, and placing in 
a temporary storage area until Supplier, County, or a Third Party Vendor responsible for 
disposal can accommodate removal of Equipment; and 

(d) Complete all paperwork and reporting required by or related to disposal of Equipment in 
accordance with County Policies, Procedures, and Guidelines. 

(5) Supplier is responsible for disposal of all Equipment to which Supplier has title in compliance with 
County standards and Requirements. 

3.4.6 Training and Knowledge Transfer  

Supplier will provide the following two (2) types of training and knowledge transfer Services:  

(A) Training  of  Supplier  Personnel,  Subcontractors,  and  Managed  Vendors,  for  the 
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improvement of skills through education and instruction, whereby Supplier is responsible 
for ensuring that all Supplier Personnel, Subcontractors, and Managed Vendors are up‐
to‐date on County business and  technical environments,  industry  standards, and Best 
Practices related to the Services, and Supplier will participate in any initial and on‐going 
training  provided  or  directed  by  County  to  support  County’s  evolving  technical 
environment and/or that would provide a learning opportunity about County’s business; 
and 

(B) Training of and knowledge  transfer  to County staff  regarding  the Services and County 
Systems (e.g., Supplier Services delivery processes, technical configurations) 

(collectively, “Training and Knowledge Transfer Services”). Supplier is responsible for all costs associated 
with  training  Supplier  Personnel.  Supplier’s  Training  and  Knowledge  Transfer  Services  responsibilities 
include those tasks, subtasks, and Deliverables set  forth  in Table 14 (Training and Knowledge Transfer 
Services Responsibilities) below. 

Table 14. Training and Knowledge Transfer Services Responsibilities 

Training and Knowledge Transfer Services Responsibilities 

(1) Develop and deliver an annual training program to instruct County and Authorized Users on the 
provision  of  Services  and  the  County  environment  (e.g.,  “rules  of  engagement,”  requesting 
Services). 

(2) Complete  annual  training  for  all  Supplier Personnel on  all  requirements  set  forth  in Exhibit  J 
(Training and Certification Requirements).  

(3) Review Services and County environment training program with County sixty (60) Calendar Days 
prior  to each  annual  training  and  incorporate County  feedback  into  the  training program  for 
County Approval prior to the next training delivery. 

(4) Develop  and  deliver  training  on  substantive  and  technical  requirements within  the  Services, 
including annual training on security awareness, as required by County. 

(5) Schedule  and  provide  proactive  advanced  training  and  education  for  individual,  new,  or 
replacement  technology and products as part of Technology Refreshment and Replenishment 
Services,  Implementation Projects of  a new  technology or product, Changes, or  as otherwise 
requested from time to time by County. 

(6) Customize  training,  education,  and  knowledge  transfer  so  that  program  contents  and 
Documentation are specific to types of Authorized Users and Eligible Customers within County’s 
environment. 

(7) Develop and Implement, Manage, and Maintain knowledge transfer procedures that ensure that 
all Supplier Personnel working on County’s account understand key components of the County 
business and technical environment. 

(8) Attend  and  participate  in  County  delivered  instruction  on  the  County  business  and  technical 
environment. 

(9) Provide  Supplier  Personnel  that  are  technically  qualified  and  have  sufficient  professional 
experience to perform their role in order to meet or exceed the SLRs. 
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Training and Knowledge Transfer Services Responsibilities 

(10) Train  Supplier  Personnel  to  enable  efficient  operations  and  communications  with  County, 
including on relevant County Policies, Procedures, and Guidelines (security, confidentiality, etc.), 
and County specific operational procedures and workflows. 

(11) Conduct  all  training  necessary  to  ensure  that  Supplier  Personnel meet  County  compliance, 
technical, and certification requirements. 

(12) Provide new hire training and on‐going and refresher training to Supplier Personnel. 

(13) Develop technical training materials and a training plan for review and Approval by County when 
technological Changes (e.g., new systems, Assets, or functionality) are introduced into the County 
environment and provide training to County and Supplier Personnel. 

(14) Provide and  Implement, Manage, and Maintain training plans and materials  for the applicable 
Supplier Personnel and County Personnel on County business and technical environments,  in a 
format that is acceptable to County. 

(15) Review  business  and  technical  environments  training  plans  and  material  with  County  and 
incorporate County feedback into the training program for County Approval. 

3.4.7 Documentation 

Supplier shall perform all activities associated with developing, revising, Maintaining, reproducing, and 
distributing Documentation in hard copy and electronic form (“Documentation Services”). Supplier shall 
develop Documentation in accordance with County’s requests or to support County’s needs and Maintain 
Documentation  in  accordance  with  Best  Practices,  the  applicable  County  Policies,  Procedures,  and 
Guidelines. Documentation will be made  readily accessible  to County, and all County  information and 
Documentation,  including  all Network diagrams,  configuration  specifications, operational procedures, 
billing detail information, shall only be stored in a County‐provided document repository location (e.g., 
SharePoint).  Supplier’s  Documentation  Services  responsibilities  include  those  tasks,  subtasks,  and 
Deliverables set forth in Table 15 (Documentation Services Responsibilities) below. 

Table 15. Documentation Services Responsibilities 

Documentation Services Responsibilities 

(1) Provide  Documentation  in  County’s  Approved  format  to  document  all  refresh  and 
replenishment activities throughout the life cycle of Services as described in each FSA.  

(2) Maintain comprehensive Documentation on all Operational procedures, Services, and Assets for 
which  Supplier  provides  Services  under  the  Agreement  and  provide  a means  of  access  to 
Documentation from Third Party Vendors or County staff that is acceptable to County. 

(3) Document,  Implement, Manage,  Operate,  and Maintain  a  process  for  developing  new  or 
updating existing Documentation, provided  that all Changes  to Documentation  shall comply 
with the Change Control Process under this FSA and the Agreement. 

(4) Document  system  specifications  and  configurations  (e.g.,  interconnections,  topology, 
configurations). 
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Documentation Services Responsibilities 

(5) Maintain all standard operating procedures, the CMDB, the Operations Manual, and all 
relevant Documentation to track and ensure that all state changes to Assets and operations 
are up‐to‐date. 

(6) Document,  and Maintain  County  operating  procedures Documentation  (e.g.,  boot,  failover, 
batch processing, backup, systems operations and scheduling) as part of the Operations Manual 
for all operations procedures, Services, Assets, and County Systems. 

(7) Review County  standard operating procedures Documentation with County and  incorporate 
County feedback into final procedures Documentation for County Approval. 

(8) Document Maintenance schedules for County review and Approval. 

(9) Provide  County  with  a  copy  of  or  access  to  any  Supplier  or  Third  Party  Vendor‐supplied 
Documentation (including updates thereto) relevant to the Services. 

(10) Provide Documentation to County electronically for access by Authorized Users and County. 

(11) Audit Documentation regularly, and on at least an annual basis, for completeness and accuracy, 
including: 

(a) verifying that all Documentation is complete, present, organized, readable, and up‐to‐
date; 

(b) reporting the resulting audit findings to County on a regular basis; and 

(c) where it is determined that Documentation is inaccurate (for example, erroneous or out 
of  date),  providing  corrections  for  County  review  and  Approval  and  subsequently 
replacing such Documentation. 

(12) Track, Maintain, update, and back‐up all County Asset information (e.g., fixed Asset number, 
Equipment type, model and serial number, location) in the CMDB. 

(13) Report monthly on life cycle Management of all County Assets (e.g., end of sale, end of 
support, end of life). 

3.4.8 Break/Fix and Maintenance 

Supplier  shall perform  all Break/Fix  and Maintenance  activities necessary  to  and  associated with  the 
Maintenance  and  repair  of  Assets  and Networks  (e.g.,  deploying  emergency  and  standard  Software 
Updates, Patches, hot packs) (“Break/Fix and Maintenance Services”). In addition, Supplier shall Maintain 
installed Software product   

,  and  any  exceptions  to  the  foregoing  require  County’s  written  Approval  in  each  instance. 
Supplier’s  responsibilities  for  Break/Fix  and Maintenance  Services  include  those  tasks,  subtasks,  and 
Deliverables set forth in Table 16 (Break/Fix and Maintenance Services Responsibilities). 

Table 16. Break/Fix and Maintenance Services Responsibilities 

Break/Fix and Maintenance Services Responsibilities 

(1) Develop for County Review and Approval Maintenance schedules for Changes and preventative 
Maintenance  based  on  the  Maintenance  Window,  and  Implement  and  Manage  such 
Maintenance schedules. 
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Break/Fix and Maintenance Services Responsibilities 

(2) Maintain and perform Break/Fix on Assets and Networks  in all County  Locations,  including 
dispatching repair technicians to the point‐of‐service location if necessary. 

(3) Perform diagnostics and Maintenance on County System components (e.g., Assets, peripherals, 
Networks, servers, and special purpose devices) 

(4) Comply with all instructions issued by, and complete all actions required by, the SOC in order 
to fix any issues identified by the SOC as related to security.  

(5) Immediately perform actions identified by the SOC as requiring immediate remediation due to 
an actual or suspected security threat or Security Incident. 

(6) Coordinate and Manage County’s then existing Third Party Vendors that provide Maintenance‐
related  support  for  Assets  used  in  conjunction with  the  Services,  regardless  of  the  Party 
(Supplier or County) with  financial  responsibility  for  the underlying Asset and Maintenance 
expenses.  

(7) Implement  Software  Revisions,  including manufacturer  field  change  orders,  service  packs, 
firmware, etc. 

(8) Perform all Maintenance of Assets in accordance with Change Control Process, and schedule 
Maintenance to minimize disruption to County’s operations. 

(9) Implement product patch, “bug fix,” service pack, or Revisions to the current installed Software 
in accordance with the Services and Change Control Process. 

(10) Implement major Software Release upgrades. 

(11) Perform  Maintenance  related  Software  distribution  and  Version  control  (e.g.,  Software 
Updates, upgrades, emergency and standard Patches) using Software distribution and Patch 
Management tools and processes. 

(12) Develop  and  Maintain  Software  Release  matrices  across  all  County  environments  (e.g., 
production, sandbox, development, test) for validation and Approval by County. 

(13) Based on County’s requirements and to support County’s needs, coordinate with County and 
Third Party Vendors to develop each Software Release matrix. 

(14) Ensure proper Asset  Implementation, Management, Operation, and Maintenance across all 
County  environments  including Maintaining  each  of  those  environments  according  to  the 
prescribed County standards and requirements. 

(15) Perform Maintenance  as  necessary  to  keep  the Assets  in  good  operating  condition  and  in 
accordance with the manufacturer’s specifications, or other agreements as applicable, so that 
such Assets will qualify for the manufacturer’s standard maintenance plan upon sale or return 
to a lessor. 

(16) Replace defective parts, including performing preventive Maintenance. 

(17) Conduct  Maintenance  and  parts  Management  and  monitoring  during  warranty  and  off‐
warranty periods. 
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Break/Fix and Maintenance Services Responsibilities 

(18) Monitor Assets and advise County of Asset obsolescence conditions promptly and in any event 
within ten (10) Business Days of notification from the applicable OEM, Software developer, or 
Third Party Vendor. 

(19) Administer leases for Equipment upon Approved requests by County. 

(20) Provide  lease  expiration  analysis,  technology  refresh  notification,  and  document  technical, 
operational, resource, and financial impacts regarding the same to County. 

(21) Implement, Manage, Operate, and Maintain Assets, Services, and spare parts to meet SLRs, 
minimize Outages, and minimize County Personnel requirements, and provide reporting on the 
same in accordance with County requirements and ad hoc requests. 

(22) Provide routine and ad hoc Break/Fix reporting in accordance with County requirements. 

3.4.9 Backup and Recovery 

3.4.9.1 Backup and Recovery Services 

Supplier shall perform all backup and recovery activities associated with ensuring ongoing backup and 
recovery capabilities according to County schedules and requirements for all County System components 
and the Services (e.g., all Assets, whether on premise or in the cloud), including disaster recovery planning, 
testing, and activities (“Backup and Recovery Services”). 

Supplier shall test its Backup and Recovery Services and otherwise demonstrate that it will consistently 
meet or exceed County’s ongoing and overall backup and recovery requirements. Supplier will perform 
Backup and Recovery Services consistent with the requirements of the Backup and Restoration SLRs set 
forth  in  Exhibit  H  (Service  Level  Requirements)  and  Exhibit  H.1  (Service  Level  Requirements  Table). 
Supplier shall ensure that all backups are encrypted. Supplier’s responsibilities for Backup and Recovery 
Services include the tasks, subtasks, and Deliverables set forth in Table 17 (Backup and Recovery Services 
Responsibilities) below. 

Table 17. Backup and Recovery Services Responsibilities 

Backup and Recovery Services Responsibilities 

(1) Based on County’s  requirements and  to  support County’s needs, develop, document, and 
Maintain  in the Operations Manual all backup and recovery processes and procedures that 
meet County Requirements and adhere to County Policies, Procedures, and Guidelines, for 
County review and Approval including those Policies, Procedures, and Guidelines related to 
security. 

(2) Conduct review of Approved backup and recovery schedules and procedures with County and 
update backup and recovery schedules and procedures to incorporate County feedback. 

(3) Develop  backup  schedule  in  accordance with  County  requirements  and Maintain  backup 
schedule after County Approval. 

(4) Perform  County  System  component  backups  and  Manage  backups  to  County  required 
retention periods. 

(5) Backup  data  at  County‐provided  location  required  to meet  disaster  recovery  and  backup 
restore service requirements and SLRs. 

ATTACHMENT H

Page 38 of 93



 

COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT A.1‐34  EXHIBIT A.1 (INTEGRATED REQUIREMENTS FSA) – REVISION 3
MANAGED SERVICES NETWORK, VOICE, AND SECURITY 

AGREEMENT

Backup and Recovery Services Responsibilities 

(6) Ensure County encryption requirements are fulfilled. 

(7) Provide ongoing restoration testing in accordance with SLRs for ability to recover data. 

(8) Ensure  ongoing  capability  to  recover  data  from  backup  in  accordance  with  County 
requirements and the SLRs. 

(9) Test   and   as appropriate  in  connection with Changes  to 
ensure    is possible and ensure Services  integrity or as 
otherwise required or requested by County. 

(10) Recover files, or other data required from backup, as required or requested by County. 

(11) Provide full backup, files, or other data on County‐defined target (e.g.,  ,  ,   
) as requested by County. 

3.4.9.2 Disaster Recovery Planning 

Supplier’s disaster  recovery plans and activities  in  support of County  shall be Approved by County  in 
advance. Supplier’s responsibilities for disaster recovery planning related to the Services include the tasks, 
subtasks, and Deliverables set forth in Table 18 (Disaster Recovery Planning Responsibilities) below. 

Table 18. Disaster Recovery Planning Responsibilities  

Disaster Recovery Planning Responsibilities 

(1) To  meet  County’s  requirements,  Implement,  Operate,  Manage,  and  Maintain  the  disaster 
recovery  plans  related  to  the  Services,  as  they  exist  on  the  Reference Date  and  as may  be 
modified,  amended, or updated  as  set  forth  in  the Agreement  (“County’s Disaster Recovery 
Plans”). 

(2) Maintain  County’s  Disaster  Recovery  Plans  throughout  the  Term. Maintenance may  include 
updates to include Changes required due to the introduction and use of new technologies (e.g., 
Assets), processes, business functions, locations, and priorities. 

(3) Integrate  the County’s Disaster Recovery Plans  related  to  the Services with County’s business 
continuity plans in accordance with the Change Control Process. 

(4) Document  the manner and procedures by which Supplier  shall perform backups and provide 
Backup and Recovery Services. 

(5) Document County’s priorities for disaster recovery backups based on the priorities established by 
County and communicated to Supplier and methods and timeframes that allow County to modify 
priorities. 

(6) Maintain and update a  list of key personnel contacts and notification procedures  for County, 
Supplier, and Third Party Vendor personnel. 

(7) Provide a single point of contact for County’s Disaster Recovery Plans, related communications, 
and other Services activities that relate to disaster recovery and business continuity. 

(8) County must Approve all County’s Disaster Recovery Plans, and any modifications to such plans. 
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Disaster Recovery Planning Responsibilities 

(9) With respect to County’s critical Assets, as determined by County, Supplier’s disaster recovery 
responsibilities include Coordinating with County and Third Party Vendors to: 

(a) Document new and Maintain all County procedures to support disaster recovery; 

(b) Document and Manage a process that determines and modifies the list of critical Assets 
annually, subject to County’s Approval; 

(c) Support County in critical Asset disaster recovery testing  , on all critical Assets in 
accordance  with  the  Operations  Manual  and  County’s  Policies,  Procedures,  and 
Guidelines; and 

(d) Retest any unsuccessful  critical Asset   disaster  recovery  test within    ( ) 
 of the failure. 

(10) Manage  and Maintain  all  records  for  record  retention  requirements,  compliance,  and  other 
audits, in accordance with the Agreement. 

3.4.9.3 Disaster Recovery Testing 

Supplier’s responsibilities for disaster recovery testing related to the Services include the tasks, subtasks, 
and Deliverables set forth in Table 19 (Disaster Recovery Testing Responsibilities) below. 

Table 19. Disaster Recovery Testing Responsibilities  

Disaster Recovery Testing Responsibilities 

(1) Provide  technical and operational  input  for County  to establish  test objectives with County 
designed to verify that County’s critical Assets shall be Available within established timeframes. 

(2) In coordination with County, Schedule and test the County’s Disaster Recovery Plans at least 
  in cooperation with County,  its designees, any Third Party Vendors that are testing 

and  recovery  providers,  and  any  other  Third  Party  Vendors  providing  services  to  County. 
Supplier shall schedule testing dates with County Approval. County and its representatives may 
observe and participate in the County’s Disaster Recovery Plans tests. 

(3) Coordinate  and Manage  Subcontractors utilized by  Supplier  to provide  the  Services during 
County’s Disaster Recovery Plans testing in accordance with County’s Disaster Recovery Plans. 

(4) Continue to perform Services during disaster recovery tests in accordance with the Agreement. 

3.4.9.4 Disaster Recovery Activities 

Supplier’s  responsibilities  for  disaster  recovery  activities  related  to  the  Services  include  the  tasks, 
subtasks, and Deliverables set forth in Table 20 (Disaster Recovery Activities Responsibilities) below. 

Table 20. Disaster Recovery Activities Responsibilities 

Disaster Recovery Activities Responsibilities 

(1) Report  potential  Disasters  to  County  promptly  upon  identification  based  on  parameters 
prescribed by County and in accordance with the County’s Policies, Procedures, and Guidelines, 
and the Operations Manual. 

(2) In  the  event  a  Disaster  is  declared,  Supplier  shall  not  discuss  or  otherwise  disclose  the 
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Disaster Recovery Activities Responsibilities 

occurrence of  such Disaster or any other  information associated with  the execution of any 
County’s Disaster Recovery Plans with any third party, including news media. 

(3) Execute County’s Disaster Recovery Plans  as  specified  in County’s Disaster Recovery Plans, 
including Operating the Equipment, restoring the Software, verifying that data is recovered to 
the time of the Disaster, and providing all other functions in connection with the Services. 

(4) In accordance with County’s Disaster Recovery Plans, (a) determine what resources to deploy, 
conduct, supervise, and administer the Operation and Implementation of such resources, (b) 
make commercially reasonable attempts to provide additional resources to maintain provision 
of the Services for unaffected areas, and (c) re‐align technical resources to maintain normal 
business operations. 

(5) In accordance with the County’s Disaster Recovery Plans, Manage all Subcontractors to provide 
the Services. 

(6) Regardless  of whether  a  formal  disaster  recovery  plan  relating  to  each  SLR  exists  or  not, 
attempt to restore Services within the timeframes specified in the SLRs. 

(7) Following the occurrence of any Disaster, participate in post‐Disaster meetings with County to 
understand  the  cause  of  the  Disaster  and  develop  plans  to  eliminate  or mitigate  future 
occurrences. 

(8) Implement, Manage, Operate, and Maintain Disaster  recovery activities  in accordance with 
County’s Policies, Procedures, and Guidelines, including those related to business continuity. 

(9) Train Supplier Personnel  in Disaster recovery procedures and  Implement, Manage, Operate, 
and Maintain a process for Supplier Personnel to obtain immediate access to such procedures 
in a Disaster situation. 

(10) With  respect  to  all  Services,  provide  and Maintain  backups,  file  recovery  capability,  and 
historical files of data and critical Assets (including Source Material where available) utilized to 
process data in accordance with the County’s Disaster Recovery Plans and: 

(a) Ensure that the time period required for backups and recovery in the Disaster Recovery 
plan is consistent with the Requirements of the Backup and Restoration SLRs set forth 
in Exhibit H (Service Level Requirements) and Exhibit H.1 (Service Level Requirement 
Table); 

(b) Regularly  backup  County  Data  and  critical  Assets,  and  ensure  that  backup  data  is 
Available for recovery in the event of data loss, corruption, or Disaster; 

(c) Ensure that backups are Maintained in a secure off‐site environment; and 

(d) Perform  the  foregoing  functions  in accordance with  the applicable County Disaster 
Recovery Plans. 

(11) In  the  event  of  a Disaster,  establish  and maintain  connectivity  for  County  Locations,  from 
Supplier sites  to County Locations, and between County Locations  to deliver  the Services  in 
accordance with the County’s Disaster Recovery Plans. 

3.4.10 Technology Refreshment, and Replenishment 
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Supplier  shall  perform  activities  associated  with  modernizing  the  County  information  technology 
infrastructure on a continual  life cycle basis to provide  input  to County to decide on how  to Maintain 
County Systems components to stay current with evolving industry standard technology platforms based 
on County’s Asset  replacement policy  (“TR&R”  and  such  Services  the  “Technology Refreshment  and 
Replenishment  Services”).  Supplier’s  responsibilities  for  Technology Refreshment  and Replenishment 
Services includes: 

(A) As  requested  and  Approved  by  County,  upgrading  and  replacing  Assets,  as  required, 
throughout the Term, for purposes that include meeting County’s business requirements; 
preventing  technological  obsolescence  or  failure;  accommodating  volume  changes; 
increasing  efficiency;  lowering  costs;  and/or Maintaining  required  Third Party Vendor 
support; and 

(B) Implementing Assets associated with any refresh or replenishment  in accordance with 
the standards of County’s Approved technical architecture and Long‐Range IT Plan. 

Supplier is responsible for TR&R, Software currency and Release levels, and TR&R planning. Supplier shall 
develop (with County input and Approval), Implement, Operate, Manage, and Maintain a TR&R schedule 
and plan for each of the Services by Service type and Asset ownership. 

3.4.10.1 Refresh and Replenishment 

Supplier’s  responsibilities  for TR&R  include  the  tasks,  subtasks, and Deliverables  set  forth  in Table 21 
(TR&R Responsibilities) below. 

Table 21. TR&R Responsibilities 

TR&R Responsibilities 

(1) Where  Supplier  is  financially  responsible  for Assets  used  in  conjunction with  the  Services, 
Supplier’s responsibilities will include: 

(a) At no Charge to County, refresh the Assets during the Term, including responsibility for 
the Assets, the Implementation of Assets, and the ongoing Management, Operation, 
and Maintenance of Assets; and 

(b) At a minimum and/or in the absence of a defined TR&R timeframe, maintain technical 
currency in accordance with industry standards. 

(2) Where  County  is  financially  responsible  for  Assets  used  in  conjunction with  the  Services, 
Supplier will Implement, Manage, Operate, and Maintain the new Assets provided by County 
in accordance with County’s direction. 

(3) Regardless of the ownership of underlying Assets, Supplier’s responsibilities will include: 

(a) Provide Supplier Personnel who are adequately trained in the use of the Assets to be 
deployed as part of the TR&R, and provide such training prior to the TR&R; 

(b) Provide minimal disruption to County’s business operations associated with TR&R; 

(c) Perform the necessary Services and tasks required to fulfill the TR&R plans; 

(d) Use Best Practices and effective automation tools during TR&R deployment; 

(e) Perform all Changes to Assets in accordance with Change Control Process; and 

(f) Implement, Manage, Operate, and Maintain TR&R plans and provide  status  reports 
regarding TR&R Implementation status as required by County. 
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3.4.10.1 Software Currency and Release Levels 

Supplier’s  responsibilities  for  Software  currency  and  Release  levels  include  the  tasks,  subtasks,  and 
Deliverables set forth in Table 22 (Software Currency and Release Levels Responsibilities) below. 

Table 22. Software Currency and Release Levels Responsibilities   

Software Currency and Release Levels Responsibilities 

(1) Provide support for all Software Versions and Release levels that exist as of the Reference Date 
until otherwise directed by County. 

(2) At no Charge to County, use commercially reasonable efforts to support Software that  is no 
longer supported by the Third Party Vendor. 

(3) Maintain Software currency in accordance with County’s standards, including: 

(a) Test and evaluate the new Releases in preparation for upgrading the applicable County 
environment to the new standard level; 

(b) Build a deployment  strategy and plan, obtain County Approval of  that  strategy and 
plan,  and  begin  deployment  in  compliance  with  County’s  Approved  deployment 
strategy and plan; and 

(c) In partnership with the Software manufacturers, provide  input on  industry standard 
timing for adopting anticipated releases of major and minor Releases of Software. 

3.4.10.2 TR&R Planning 

Supplier’s responsibilities for TR&R planning include the tasks, subtasks, and Deliverables set forth in Table 
23 (TR&R Planning Responsibilities) below. 

Table 23. TR&R Planning Responsibilities 

TR&R Planning Responsibilities 

(1) Based  on  County’s  requirements  and  to  support  County’s  needs,  develop,  document, 
Implement, Manage, Operate,  and Maintain  an  annual  TR&R  schedule  and  plans  for  each 
Service  in accordance with County‐provided  schedule Requirements,  including OEM end of 
support dates, including: 

(a) By the time set forth in Exhibit T.3 (Transition‐In Plan), but no later than the completion of 
all Transition‐In tasks, and then within sixty (60) Calendar Days prior to County’s Annual 
Planning process meetings, review the Asset inventory and produce a report that lists the 
Assets that are due to be refreshed in the upcoming plan year, and provide such report to 
County’s Annual Planning process; 

(b) Consider and provide technical and functional information to County on the usability 
of the Assets and alternatives to replace, re‐lease, consolidate, or retain the Assets; 

(c) For  Supplier‐owned  Assets,  Supplier  and  County will mutually  determine whether 
Supplier will replace an Asset (at no additional Charge to County) and the appropriate 
replacement date; 

(d) If  Changes  to  related  Assets  are  required  due  to  replacement  of  certain  Assets, 
Supplier, in consultation with County, will review alternatives for making such Changes 
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TR&R Planning Responsibilities 

and such replacement of the Supplier‐owned Assets will be at Supplier’s expense; and 

(e) Plan  for  and  schedule  TR&R  for  twenty  percent  (20%)  of  County  Assets  annually, 
subject  to  County’s  requirements,  prioritization,  and  Approval  of  Assets  and 
scheduling. 

(2) Track completion progress and provide Management reports on the progress of the TR&R plans 
to the County. 

(3) Periodically review draft TR&R Implementation plan updates with County to ensure such plans 
properly support ongoing County business requirements and incorporate County feedback into 
final drafts of such plans for County Approval. 

(4) Update and archive Asset records after retirement. 

3.5 Service Delivery 

3.5.1 Capacity and Availability Management 

Supplier shall perform capacity and availability Management activities, as further described below, which 
are necessary to ensure that the capacity and availability of infrastructure meets or exceeds the evolving 
demands of County business in a timely manner (“Capacity and Availability Management Services”). As 
part of  the Capacity and Availability Management Services, Supplier will  (A) provide  input  to  support 
County’s  assessment of  the  future business  requirements  (the  required  Service delivery),  the County 
operation  (the current Service delivery), and  the  information  technology  infrastructure  (the means of 
Service  delivery),  (B)  optimize  the  capability  of  the  information  technology  infrastructure  and  the 
supporting organization to deliver a cost‐effective and sustained level of Availability that enables County 
to satisfy its objectives, and (C) ensure that all current and future capacity and performance aspects of 
the County business requirements are provided for, in accordance with County’s request and Approval. 
Supplier will provide comprehensive capacity and availability Management for all Services. Supplier will 
minimize and mitigate Service degradation and Outages due to  increases  in utilization of Services and 
infrastructure.  Additionally,  Supplier  will  conduct  proactive  development,  Maintenance,  and 
communication  of  tactical  and  strategic  technology  plans  to  present  to  County  for  Approval,  will 
Implement, Operate, and Manage such plans, and will accommodate County growth or changing business 
requirements. 

Supplier’s responsibilities for Capacity and Availability Management Services include the tasks, subtasks, 
and Deliverables set forth  in Table 24 (Capacity and Availability Management Services Responsibilities) 
below. 

Table 24. Capacity and Availability Management Services Responsibilities 

Capacity and Availability Management Services Responsibilities 

(1) Design and document a comprehensive capacity and availability Management planning process 
for County’s review and Approval. 

(2) Formally review all capacity Requirements and report to County for review as part of County’s 
normal business planning cycle. 
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Capacity and Availability Management Services Responsibilities 

(3) Designate a named Supplier Personnel resource as the key capacity planner. The resource will 
perform  analysis  of  capacity  information  and  provide  information  on  application  or 
infrastructure enhancements to County for review to maintain a stable infrastructure and act 
as a single point of contact for County on capacity planning topics. 

(4) Utilize County‐provided tools to effectively Manage capacity and availability monitoring and 
trending and reporting of County‐provided information technology infrastructure, applications, 
and County Systems components, and that integrate with the Service Management suite. The 
tools will contain data and information, including: 

(a) Service data (e.g.,  ); 

(b) Technical data (e.g.,   
); and 

(c) Utilization data (e.g.,  ). 

(5) Provide a mechanism for County to view and run reports on data from the tools. 

(6) Develop capacity and availability plans for the Services that meet County demand and SLRs. 

(7) Tune systems to achieve optimum use of all Asset and Network resources. 

(8) Respond to current and future County business requirements and identify how County business 
requirements may alter capacity and availability Requirements (e.g., strategic and operational 
plan, video conferencing, new site setup, ad hoc events) and provide information on available 
options to adjust capacity and availability of infrastructure accordingly. 

(9) Establish a schedule for and conduct capacity and availability planning reviews and provide all 
relevant Documentation to County and Supplier participants. 

(10) Verify  that  there  is  adequate  capacity  to meet  the  required  levels  of  Services,  including 
periodically (at least twice yearly) auditing the capacity Management information to ensure the 
correctness of the data contained therein. 

(11) Advise County of insufficient capacity, as appropriate. 

(12) Provide early warning to County of potential or actual Availability and reliability issues. Supplier 
will provide additional warnings and applicable information as the potential increases and as 
the threat becomes more imminent. 

(13) Work with County to achieve optimal utilization of capacity. 

(14) Coordinate with County  and provide  support  to County  to Manage Third Party Vendors  to 
provide end‐to‐end Availability and reliability of the Services to Authorized Users. 

(15) Assess capacity and availability impacts to all technology and Eligible Customers when adding, 
removing, or modifying Services and Assets. 

(16) Continually monitor information technology resource usage to enable predictive identification 
of capacity and availability issues (e.g., SIP Trunk concurrent call volume, bandwidth utilization). 

(17) In support of County application development and Maintenance activities, estimate applicable 
resource requirements, including impact on the capacity of the Network, as required. 
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Capacity and Availability Management Services Responsibilities 

(18) Capture capacity and availability trending information and forecast future County capacity and 
Availability Requirements based on County defined thresholds. 

(19) Assess and Resolve Incidents and Problems related to performance. 

(20) Apply capacity Management  tools, data, reports, and disciplines, at no additional Charge  to 
County, to Incidents and Problems relating to poor performance as an active member of teams 
working to resolve such Incidents and Problems. 

(21) Provide  information  to  County  on  potential  Changes  to  capacity  to  improve  Service 
performance and/or reduce costs for County’s review and Approval. 

(22) Assess and document impact and risk and cost estimate of capacity Changes. 

(23) Include capacity Management  in  the Change Control Process  to assess all Changes  for  their 
impact on  the  capacity of  the County  Systems  and provide  appropriate  feedback  to  those 
submitting Changes. 

(24) To the extent practicable, validate and verify that planned Changes affect only the expected 
resources. 

(25) Optimize capacity levels for the use of existing information technology resources to minimize 
County costs to deliver Services in accordance with the SLRs. 

(26) Provide timely reporting at a frequency required by County (could include daily reports with 
weekly or monthly summaries) to ensure adequate capacity and Availability exists within the 
information technology environment to meet SLRs taking into account daily, weekly, and new 
Services and cyclical business variations in capacity demands. Reports should include current 
usage of resources, performance trends and forecasts, and exceptions. 

(27) Monitor and report on Asset utilization and efficiency. 

(28) Perform ad hoc performance and capacity studies as requested by County, or as needed  to 
deliver the Services. 

(29) Perform  short‐term demand Management as  required  to Maintain delivery of  the  Services 
during failures, spikes in demand, or other spontaneous events. 

3.5.2 Performance Management 

Supplier  shall  perform  all  activities  associated with  tuning  Service  components within  and  across  all 
Services for optimal performance, including, proactive and predictive monitoring and Management of the 
County environment as  it relates to the Services and performing quality assurance with respect to the 
Services as a whole (“Performance Management Services”). 

3.5.2.1 Proactive Performance Management 

Supplier’s responsibilities for proactive Performance Management Services  include the tasks, subtasks, 
and Deliverables set forth in Table 25 (Proactive Performance Management Responsibilities) below. 
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Table 25. Proactive Performance Management Responsibilities 

Proactive Performance Management Responsibilities 

(1) Perform Service component tuning to maintain optimum performance  in accordance with 
Change Control Process. 

(2) Monitor and Manage the County environment as it relates to the Services to predict, identify 
and Resolve Incidents and Problems where possible before they affect County. 

(3) Implement, Manage, Operate, and Maintain Service component resources to meet defined 
Availability requirements and SLRs. 

(4) Provide regular monitoring and reporting of Service component performance, utilization and 
efficiency, as formally prescribed by SLRs, Exhibit R (Required Reports), and the Agreement. 

(5) Upon County’s request and at County’s direction, or as otherwise provided for in the Services, 
evaluate,  identify,  and  recommend  configurations  or  changes  to  configurations  that will 
enhance performance. 

(6) Perform predictive Incident and Problem detection and Incident and Problem Resolution. 

(7) Perform   on Assets. 

(8) Manage and Resolve error messages that allow for resumption of normal operational status. 

(9) Provide notification  to County according  to predetermined guidelines of any need  for an 
unscheduled interruption and Coordinating that activity with designated County Personnel. 

(10) Detect, Manage, and Resolve exceeded thresholds for all Services.  

(11) Develop and deliver improvement plans for the Services as required to meet SLRs for review 
and Approval by County. 

(12) Implement,  Operate,  Manage,  and  Maintain  County‐Approved  improvement  plans  and 
Coordinate with Third Party Vendors as required. 

(13) Provide technical advice to support County and Third Party Vendor technology maintenance 
and development. 

(14) Operate, Manage, and Maintain an up‐to‐date dashboard showing the operational status of 
the County environment as it relates to the Services. 

3.5.2.2 Predictive Performance Management 

Supplier’s responsibilities for predictive Performance Management Services include the tasks, subtasks, 
and Deliverables set forth in Table 26 (Predictive Performance Management Responsibilities) below. 

Table 26. Predictive Performance Management Responsibilities 

Predictive Performance Management Responsibilities 

(1) Analyze data collected while Implementing, Operating, Managing, and Maintaining the County 
Systems and evaluate the performance of the County Systems. 

(2) Report  the  results  of  Supplier’s  analysis  and  provide  information  to  County  on  potential 
improvements  to  the  performance  of  the  County  Systems  on  a  monthly  basis  or  more 
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Predictive Performance Management Responsibilities 

frequently as reasonably requested by authorized County representatives. 

(3) Review the results of identified performance trends or trend analysis with County. 

(4) Work  jointly with  County,  conducting monthly meetings  (or more  frequently  as  otherwise 
mutually agreed to in writing by the Parties) on potential Changes to the County environment 
based on performance trends or trend analysis. 

(5) Tune and refine the delivery of the Services based on the monitored data. 

(6) Employ County‐provided Management system tools or other tools as agreed to by the Parties 
in writing to monitor events that exceed thresholds. 

(7) Define the actions to be taken  in the event performance trends  indicate that an  Incident or 
Problem is likely to occur. 

(8) Assess and Implement alternate methods and procedures, as directed by County and subject 
to County Approval and the Change Control Process. 

3.5.2.3 Quality Assurance 

Supplier’s responsibilities for quality assurance with respect to the Services as a whole include the tasks, 
subtasks, and Deliverables set forth in Table 27 (Quality Assurance Responsibilities) below. 

Table 27. Quality Assurance Responsibilities 

Quality Assurance Responsibilities 

(1) Develop a quality assurance program, subject to County review and Approval, and Implement, 
Operate, Manage, and Maintain such quality assurance program at County’s direction, in order 
to promote performance of the Services at a high level of quality, focusing on measuring and 
improving reliability, speed, cost effectiveness, and customer satisfaction. 

(2) Write and Implement, Operate, Manage, and Maintain procedures and measurements, subject 
to County review and Approval, on all quality assurance activities associated with the Services. 

(3) Employ quality metrics and procedures that are consistent with similar standards  in County 
peer group and/or in the provision of professional services that are similar to the Services. 

(4) Comply with  a  published  quality  assurance  program, with  adequate  internal  controls  and 
verification activities. 

(5) Allow County  to perform audits  that  focus on Supplier’s adherence  to  its quality assurance 
procedures and standards; on the metrics gathered to support quality assurance activities; and 
on Supplier’s efforts to improve overall quality. Supplier shall cooperate fully and assist County 
with any such audits. 

3.5.3 Service Level Monitoring and Reporting Services 

Supplier  shall  perform  all monitoring  and  reporting  activities  necessary  to  and  associated  with  the 
monitoring  and  reporting  of  Service  delivery with  respect  to  SLRs  in  order  to maintain  and  improve 
business‐aligned Service quality through a constant cycle of monitoring, reporting, and reviewing Service 
achievements  and  through  instigating  County  Approved  actions  to  eradicate  unacceptable  levels  of 
Service  (“Service Level Monitoring and Reporting Services”).  In addition, Supplier shall  report system 
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Management information (e.g., performance metrics, system accounting information) to the designated 
County  representatives  in  a  format  designated  by  County.  Supplier’s  responsibility  for  Service  Level 
Monitoring and Reporting Services  include  the  tasks,  subtasks, and Deliverables  set  forth  in Table 28 
(Service Level Monitoring and Reporting Services Responsibilities) below. 

Table 28. Service Level Monitoring and Reporting Services Responsibilities 

Service Level Monitoring and Reporting Services Responsibilities 

(1) Report on SLR performance and improvement results. 

(2) Upload and Maintain all SLR reporting into the County‐designated shared site. 

(3) Provide an executive summary dashboard for SLR reporting as part of the County‐designated 
shared site. 

(4) Coordinate SLR monitoring and reporting with relevant County representatives and Third Party 
Vendors to maximize accuracy. 

(5) Measure, analyze, and provide Management reports to County on SLR metrics, and Supplier 
and Third Party Vendor performance against SLRs. 

(6) Develop and deliver SLR improvement plans where required. 

(7) Review SLR  improvement plans with County and  incorporate County feedback  into final SLR 
improvement plans for County Approval. 

(8) Implement, Manage,  Operate,  and Maintain  SLR  improvement  plans,  in  accordance  with 
County directions. 

3.5.4 Security 

Supplier shall conduct security Management activities associated with Maintaining physical and  logical 
security  of  all  Services,  County  Systems  components  (e.g.,  Assets  and  Networks),  and  County  Data, 
malware protection, access protection, and other security Services  in compliance with County security 
requirements and all applicable regulatory requirements (“Security Services”).  

Supplier’s  overall  Security  Services  responsibilities  include:  (A)  meeting  the  external‐to‐Supplier 
requirements according to security policies, contractual requirements,  legislative requirements, and as 
expressed  in the SLRs; (B) meeting the  internal‐to‐Supplier security requirements according to  internal 
security Policies, Procedures, and Guidelines, standard security baselines, and as expressed in the SLRs; 
(C) upon request, providing County and/or its representatives or designees access to all facilities, including 
the  County  Locations  and  Supplier  Locations,  and  Assets  used  in  providing  the  Services  for  audits, 
investigations, and compliance  reviews; and  (D) ensuring all County security Policies, Procedures, and 
Guidelines are enforced at all times. 

3.5.4.1 Information Security Model 

Supplier’s Security Services with respect to the overall County information security model responsibilities 
include  the  tasks,  subtasks,  and  Deliverables  set  forth  in  Table  29  (Information  Security  Model 
Requirements) below. 

Table 29. Information Security Model Requirements 

Information Security Model Requirements 

(1) Comply with all County security and safety Policies, Procedures, and Guidelines, as they may 
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Information Security Model Requirements 

be revised or updated. 

(2) Implement, Manage, Operate, and Maintain security processes, subject to County review and 
Approval, that meet or exceed County’s security Policies, Procedures, and Guidelines. 

(3) Comply with County policies and standards, including security, data and records Management, 
and electronic records and data archiving. 

(4) Inform County immediately if Supplier becomes aware of any vulnerability or weakness in the 
Services or any Security Incident, and recommend a possible solution or mitigation. 

3.5.4.2 Physical Security Administration 

Supplier will  provide  physical  security  administration  for  Supplier’s  data  centers  and  facilities  under 
Supplier’s  control, which will  include authorized access  control. Supplier’s  responsibilities  for physical 
security administration Services include the tasks, subtasks, and Deliverables set forth in Table 30 (Physical 
Security Administration Requirements) below. 

Table 30. Physical Security Administration Requirements 

Physical Security Administration Requirements 

(1) Communicate and provide reports on the physical and logical security Management processes 
to County and each Third Party Vendor as appropriate. 

(2) Provide  information  on  potential  supplemental  physical  security  standards  to  increase  the 
overall  level  of  security  as  necessary  in  the  locations  and  facilities  used  by  Supplier,  and 
implement such supplemental standards when requested and Approved by County. 

(3) Provide that proper segregation of duties exists where appropriate, including where processes 
span to Third‐Party Vendors or other third parties. 

(4) If during the Implementation of Changes or Management of crises it is not feasible to observe 
a proper  segregation of duties,  immediately  inform County of  this  fact and  keep a written 
record of all actions performed. Discuss such record with County within two (2) Calendar Days 
after the Change or crisis. 

(5) Inform County immediately if Supplier becomes aware of any vulnerability or weakness in the 
Services or any Security Incident, and recommend a possible solution or mitigation. 

(6) Integrate  Supplier’s  physical  security  administration  process with  County’s  and  Third  Party 
Vendors’ physical security administration processes, where the processes interact. 

(7) Perform all physical security functions (e.g.,  , and  ) 
at facilities under Supplier’s control. 

3.5.4.3 Logical Security Administration 

Supplier will provide logical security administration Services to Maintain authorized access to information 
technology data. Supplier’s responsibilities for logical security administration include the tasks, subtasks, 
and Deliverables set forth in Table 31 (Logical Security Administration Requirements) below. 

Table 31. Logical Security Administration Requirements 
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Logical Security Administration Requirements 

(1) Establish and Maintain mechanisms to safeguard against the unauthorized access, destruction, 
loss, or alteration of County Data, with County review and Approval. Supplier will Implement, 
Manage,  Operate,  and  Maintain  safeguards  that  are  consistent  with  County’s  Policies, 
Procedures, and Guidelines. 

(2) Conduct periodic user access control audits  in accordance with County Policies, Procedures, 
and Guidelines. 

(3) Implement, Manage, Operate, and Maintain Network segmentation in accordance with County 
Policies, Procedures, and Guidelines. 

(4) Research and assist  in and/or  Implement the Resolution of system security  Incidents, at the 
direction of and in Coordination with County (including the SOC team) and Third Party Vendors 
designated by County, as applicable. 

(5) Manage, Operate, Maintain, and administer access to County Systems, Networks, Assets, and 
County  Data,  for  which  Supplier  provides  Services  under  this  Agreement,  to  include  the 
following: 

(a) Allow County  information  technology security Approved access privileges  related  to 
County Systems regarding the Services, including full access to audit trails and logs; 

(b) County will retain authority for Approval of all data and system access requirements; 

(c) County will notify Supplier regarding the entities and personnel to be granted access 
to component of the County Systems and the level of security access granted to each; 

(d) Follow County’s instructions and the procedures regarding such access as designated 
by County; and 

(e) Maintain security rules and access rights for the Services. 

(6) Review all documented information security procedures with County pertaining to the County 
Systems. 

(7) Develop, Implement, Manage, Operate, and Maintain security procedures, subject to County’s 
review  and  in  accordance  with  County  Approval,  including  physical  access  strategies  and 
standards. 

(8) Comply with County Policies, Procedures, and Guidelines on privacy protection and protective 
security for data, including security, data and records Management, and electronic records and 
data archiving. 

(9) Assist in the development and utilization of an action plan and escalation procedures for any 
potential and  real Security  Incidents and  report any potential and  real Security  Incidents  to 
County in accordance with the County’s Security Incident response plan. 

(10) Monitor users of the County Systems and Services for authorized access, and monitor, review, 
and respond in a timely and appropriate manner to access violations. 

(11) Identify and report to County on security risks associated with the Services. 

(12) Notify County  in the event of a security violation or unauthorized attempt to access or alter 
County Data, where  the  notification  and  escalation  is made  according  to  security  Policies, 
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Logical Security Administration Requirements 

Procedures, and Guidelines. 

(13) Conduct  periodic  reviews,  as  appropriate,  to  validate  that  individual  employee  access  to 
programs and libraries is appropriate for the County Systems. 

(14) Ensure  that  processes, whether  automated  or manual,  for  disabling  and/or  deleting  user 
accounts are followed. 

(15) Provide reports that identify to County those accounts that have been disabled or removed on 
County Systems on a regular basis, and in accordance with County requests. 

(16) Capture data regarding routine access and exceptions for audit trail purposes, and make such 
data available to County upon request. 

(17) Perform security audits, provide Incident investigation support, and initiate corrective actions 
to minimize and prevent Security Incidents. 

(18) Having obtained County Approval, Implement, Operate, Manage, and Maintain Software that 
will provide security monitoring, alarming, and access‐tracking functionality for County Systems 
and Assets. 

(19) Provide and Implement or Manage, Operate, and Maintain existing security access control tools 
for County Data, Assets, and Networks in compliance with County security Policies, Procedures, 
and Guidelines, and Maintain such security and access control devices in proper working order. 

(20) Develop,  Implement,  Manage,  Operate,  and  Maintain  a  set  of  automated  and  manual 
processes designed to enforce County’s Data access and security policies. 

(21) Communicate with Authorized Users regarding requests for system or data access. 

(22) Coordinate County System password changes and, subject to County’s Approval, Change and 
test all local passwords as required. 

(23) Perform backup and recovery procedures in response to security violations that result in lost 
or damaged information. 

3.5.5 Asset and Life Cycle Management  

Supplier shall perform all Asset and  life cycle Management activities necessary for and associated with 
ongoing Management and tracking of new and upgraded Services and County System components (e.g., 
Assets)  in  the  County‐identified  Asset  repository  (“Asset  and  Life  Cycle  Management  Services”). 
Supplier’s responsibilities for Asset and Life Cycle Management Services include the tasks, subtasks, and 
Deliverables set forth in Table 32 (Asset and Life Cycle Management Services Responsibilities) below.  

Table 32. Asset and Life Cycle Management Services Responsibilities 

Asset and Life Cycle Management Services Responsibilities 

(1) Conduct an initial, complete inventory of all Assets and related Services provided or supported 
by  Supplier  and  deployed  at  County  Locations  or  Supplier  Locations;  include  all  Assets, 
whether such Assets are owned or leased by either County or Supplier. 

(2) Schedule  and  complete  the  initial  wall‐to‐wall  Asset  inventory  in  accordance  with  the 
Approved Transition‐In Plan. 
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Asset and Life Cycle Management Services Responsibilities 

(3) As the initial Asset inventory is being conducted, enter the required information regarding the 
Assets into the County‐provided Asset repository. 

(4) Once  the  initial Asset  inventory  is completed and Approved by County, provide an extract 
(either  .csv  or  Excel  format)  of  Asset  inventory  for  update  of  County’s  governance,  risk 
management, and compliance Software. 

(5) Maintain Asset data in County‐provided Asset repository on an ongoing basis and in a manner 
that meets County requirements and adheres to County Policies, Procedures, and Guidelines. 

(6) Manage life cycle of all Assets from installation, inventory, and preventative Maintenance to 
disposal according to County Policies, Procedures, and Guidelines. 

(7) Provide County with an annual Asset refresh list by no later than September 1 of each year of 
the Agreement to cover any refresh required in the subsequent eighteen (18) month period. 

(8) Provide  input  to  County  on  recommended  Asset  type  list  to  be  included  in  the  County‐
provided Asset repository for County review and Approval. 

(9) Maintain Asset types in the County‐provided Asset repository. 

(10) Provide County with periodic updated Asset reports derived from the County‐provided Asset 
repository for all Assets related to the Services and respond in a timely manner to queries and 
requests concerning the inventory data or supporting information. 

(11) Input, Manage, Maintain and report all Assets throughout the Asset life cycle (i.e., acquisition 
to retirement) via the County‐provided tool.  

(12) Maintain the accuracy of the data of Assets in the County‐provided Asset repository according 
to SLRs. 

(13) On a monthly basis, or more frequently in connection with TR&R, provide extracts (either .csv 
or Excel format) from County‐provided Asset repository for County to update its governance, 
risk management, and compliance software. 

(14) Implement, Manage, Operate, and Maintain Asset information in the Asset tracking database 
to  include, at minimum,  the Asset  tracking  information  set  forth  in SLR 21  (Accuracy and 
Completeness of Data) of Exhibit H.1 (Service Level Requirements Table), and the following 
information for each Asset: 

(a) ; 

(b) ; 

(c) ; 

(d) ; 

(e) ; 

(f)  
 

(g) ; 

(h) ; 
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Asset and Life Cycle Management Services Responsibilities 

(i)  
 
 

; 

(j) ; 

(k)  
; 

(l) ; 

(m) ; 

(n)  
; 

(o) ; 

(p) ; 

(q)  
 

(r) ; 

(s)  
;  

(t) ; 

(u) ; 

(v) ; and 

(w) . 
(15) Track and inform County of warranty periods for all Assets. 

(16) Track and inform County of Maintenance contracts for Assets and alert County of expiration 
of any Maintenance contract for Assets at least six (6) months prior to expiration or earlier if 
required for County to exercise a renewal or non‐renewal right under the applicable contract.  

(17) When  performing  Equipment  and Network  Component  installations,  validate  and  correct 
physical inventory information. 

(18) Update Asset records related to all Change activities (e.g., IMAC activities, Break/Fix activities, 
enterprise  reorganization,  and  Change  Control  Process  activities)  in  different  target  data 
sources (e.g., County configuration and Asset Management system, monitoring tool sets, third 
party OEM contract maintenance list). 

(19) Perform  ongoing  Asset  inventories  to  validate  that  data  in  the  County‐provided  Asset 
repository is accurate and current and that County has the data it requires. Asset information 
shall be updated at the time of refresh or when an IMAC is performed. 

(20) Develop, provide, and upon County Approval,  Implement, Manage, Operate, and Maintain 
remediation plans for County‐provided Asset repository deficiencies. 
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3.5.6 Asset License Management 

Supplier  shall perform  all Asset  license Management  activities necessary  for  and  associated with  the 
acquisition and ongoing Management and tracking of Asset licenses (“License Management Services”). 
For all Assets under this Agreement, Supplier shall perform the Services described in Section 3.5.5 (Asset 
and Life Cycle Management) in addition to the activities described in this Section. Supplier responsibilities 
for the License Management Services include the tasks, subtasks, and Deliverables set forth in Table 33 
(License Management Services Responsibilities) below.  

Table 33. License Management Services Responsibilities 

License Management Services Responsibilities 

(1) Manage and Maintain all Asset  license  information  through  the Asset  license  life cycle  in 
accordance with County’s asset license life cycle plan. 

(2) Provide required reporting and data to support County’s planning cycle for purchases. 

(3) Provide data necessary for County to Manage compliance of Asset licenses by monitoring and 
auditing all Asset use, regardless of financial responsibility for the Asset. 

(4) Continuously monitor the use of the Asset in order to maintain strict compliance, including: 

(a) Immediately  notify  and  advise  County  of  all  Asset  license  compliance  issues 
associated with the Services and Assets; 

(b) Where  Supplier  is  financially  responsible  for Assets  associated with  the  Services, 
provide the Asset and acquire the correct number of the  licenses to be compliant 
with Third Party Vendor requirements; and 

(c) Where County is financially responsible for Asset, County will notify Supplier of the 
number of Authorized Users that are allowed to use the Asset, along with any other 
pertinent licensing and use information related to the Asset. 

(5) Use tools – such as an enterprise management system and remote monitoring agents – to 
assist in its monitoring efforts, in accordance with Best Practices, subject to County’s review 
and Approval of all such tools. 

(6) As requested by County, provide  input on  issues related to Third Party Vendor agreement 
negotiations between County and Third Party Vendors for County‐administered contracts. 

(7) At County’s direction and with County  input and monitoring, conduct Third Party Vendor 
agreement negotiations for non‐County‐administered contracts.  

(8) Track, Maintain, and provide to County OEM Asset renewal and end of support dates. 

(9) Develop and Implement, Manage, Operate, and Maintain inventory of all Asset licenses in a 
County‐provided  Asset  license  Management  system  that  integrates  with  the  Service 
Management suite and Asset Management. 

(10) Monitor Supplier, County, and Third Party Vendor compliance with, and report to County on 
any exceptions to compliance with, Third Party Vendor Asset terms and conditions. 

(11) Coordinate and conduct Asset license and Maintenance agreements reviews for operational 
and usage impacts and report on the same to County at least on a quarterly basis, or more 
frequently as necessary to allow for sufficient time prior to expiration for negotiations. 
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License Management Services Responsibilities 

(12) Provide monthly recommendations to purchase additional license capacity, recommending 
alternatives, or curtailing usage where necessary and appropriate, to restore, or continue to 
maintain, license compliance taking into account County’s budget cycle. 

(13) Manage  and  perform  annual  license  audits  and  reconcile  the  number  of  licenses  to  the 
number of installs. 

(14) Monitor, Maintain, and provide data necessary to enable County to conduct periodic reviews 
one  hundred  twenty  (120)  Calendar  Days  prior  to  expiration  of  all  Asset  license  and 
Maintenance agreements. 

(15) Obtain Approval from County for any license change or replacement. 

3.5.7 Financial and Chargeback Management and Invoicing 

Supplier shall perform all financial and chargeback Management and invoicing activities necessary to and 
associated  with  providing  any  and  all  data  that  allows  County  to  chargeback  its  internal  business 
customers, including Authorized Users and Eligible Customers, for actual usage of information technology 
resources and to receive detailed and accurate invoices that meet County requirements (“Financial and 
Chargeback  Management  and  Invoicing  Services”).  Supplier’s  responsibilities  for  Financial  and 
Chargeback Management and Invoicing Services include the tasks, subtasks, and Deliverables set forth in 
Table 34 (Financial and Chargeback Management and Invoicing Services Responsibilities) below, and any 
additional tasks, subtasks, or Deliverables that must be performed in order for County to meet state and 
federal regulatory reporting requirements. 

Table 34. Financial and Chargeback Management and Invoicing Services Responsibilities 

Financial and Chargeback Management and Invoicing Services Responsibilities 

(1) Monitor Services, Maintain data, and provide chargeback reports to County or its designee(s) 
on  a monthly basis, or more  frequently  as  requested by County,  and  in  accordance with 
County requirements, including with respect to accounting details and account billing codes. 

(2) Review chargeback reports with County. 

(3) Document and Maintain County invoicing requirements. 

(4) Monitor Services, Maintain data, and provide invoices and all supporting Documentation on 
a monthly  basis,  or more  frequently  as  requested  by  County,  and  in  accordance  County 
requirements, including but not limited to billable staffing hours by Project work. 

(5) Review invoices with County. 

(6) Provide reconciliation reports in accordance with County requirements. 

3.6 Service Support 

3.6.1 Incident and Problem Management 

3.6.1.1 Incident and Problem Management Services 

Supplier shall perform all Incident and Problem Management activities necessary to and associated with 
restoring Normal Operations of Services as quickly as possible, to minimize the adverse impact on County 
business operations, and  to ensure  that  the best possible  levels of Service quality and Availability are 
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maintained (“Incident and Problem Management Services”). 

Incident and Problem Management Services  includes Supplier’s responsibility  to minimize  the adverse 
impact of Incidents and Problems on County business that are caused by errors in the Services and Assets 
and prevent the recurrence of  Incidents related to those errors.  In order to achieve this goal, Supplier 
shall get to the root cause of Incidents and then Implement actions to improve or correct the underlying 
cause. 

Supplier’s responsibilities for Incident and Problem Management Services include the tasks, subtasks, and 
Deliverables set forth in Table 35 (Incident and Problem Management Services Responsibilities) below.  

Table 35. Incident and Problem Management Services Responsibilities 

Incident and Problem Management Services Responsibilities 

(1) Implement, Manage, Operate, and Maintain operations and Service Management quality 
assurance, and control programs for review and Approval by County. 

(2) Track and Manage all Incidents and Problems that are assigned to Supplier, including those 
assigned by County’s Third Party Vendor’s service desk, County, a Service Request, or as 
otherwise automatically generated by the applicable tool. 

(3) Coordinate with County’s Third Party Vendor’s service desk, County, and other Third Party 
Vendors for Incident and Problem Management Services activities and take ownership of 
end‐to‐end Incident and Problem Resolution including by acting as a single point of contact 
across functions and Services performed and provided by Supplier, County’s Locations, and 
with other Third Party Vendors providing services to County. 

(4) Maintain  regular  communications of  the  status of  an  Incident  or  Problem between  all 
parties and County Authorized Users until the Incident or Problem is Resolved by informing 
such parties and users of the Incident or Problem status on at least an hourly basis. 

(5) Monitor, control, and Manage each Problem and Incident arising from or relating to the 
Services until it is Resolved, and confirmed as Resolved with the Authorized User. 

(6) Provide Priority Level 2, Priority Level 3, and depot support. 

(7) Review and provide  information  to County on appropriate  spare  levels and update  the 
County provided inventory system as required. 

(8) Develop  Incident  and  Problem  workflow,  escalation,  communication,  and  reporting 
processes  that help  to  achieve  SLRs based on  existing County  process,  for  review  and 
Approval by County. 

(9) Utilize County‐provided  Incident and Problem Management Services  tracking  system  to 
provide all County‐required  Incident and Problem monitoring and  standard and ad hoc 
reporting (e.g.,  ). 

(10) Resolve all Incidents and Problems arising from or related to the Services. 

(11) Implement, Manage,  Operate,  and Maintain  County’s  Incident  and  Problem  life  cycle 
including detection, escalation, diagnosis, County status reporting, repair, and recovery. 

(12) Perform proactive, where possible, and reactive troubleshooting to  identify and Resolve 
Incidents and Problems. 
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Incident and Problem Management Services Responsibilities 

(13) Emphasize and promote the elimination or quick resolution of Incidents and Problems. 

(14) Ensure  Incident  Resolution  activities  conform  to  County‐defined  Service Management 
procedures. 

(15) Manage efficient workflow of Incidents including managing the involvement of Third Party 
Vendors (e.g., public carriers, ISP) and broadcast of Outages. 

(16) Periodically review the state of open Problems and the progress being made in addressing 
Problems with County, upon County’s request. 

(17) Maintain clear accountability within Supplier and to County. 

(18) Participate  in  Problem  review  sessions  and  provide  listing  and  status  of  Problems 
categorized by Problem impact. 

(19) Implement, Manage, Operate, and Maintain measures to avoid unnecessary reoccurrence 
of Incidents and Problems. 

(20) Implement,  Manage,  Operate,  and  Maintain  County  Approved  tools  and  enhance 
processes to proactively perform Incident and Problem Management, with the objectives 
of automating the  Incident and Problem Management process, and on a proactive basis 
identify and Resolve potential Incidents and Problems before they occur. 

(21) Identify  additional  possible  enhancement  opportunities  for  improved  operational 
performance  and  potential  cost  savings  based  on  results  of  Incident  Resolution  and 
Problem Management activities, and report on the same to County. 

(22) Implement, Manage,  Operate,  and Maintain  County‐Approved  Projects  to  Implement 
enhancement opportunities. 

(23) Provide  information  to  County  on  changes  to  knowledge  Management  workflow, 
escalation, communication, and reporting processes that help to achieve SLRs based on 
existing County processes, for County review and Approval. 

(24) Populate and Maintain  the County‐provided knowledge base  repository and utilize any 
County or Supplier developed articles to  improve Operations, with County’s review and 
Approval. 

(25) On an annual basis, analyze knowledge base articles and create new, or modify existing, 
standard operating procedures,  including  in the Operations Manual, to enhance Service 
delivery and improve operations for County review and Approval. 

3.6.1.2 Incident and Problem Management System 

Supplier’s  responsibilities with  respect  to  the  Incident  and Problem Management  system  include  the 
tasks,  subtasks,  and  Deliverables  set  forth  in  Table  36  (Incident  and  Problem Management  System 
Responsibilities) below. 

Table 36. Incident and Problem Management System Responsibilities 

Incident and Problem Management System Responsibilities 

(1) Supplier shall use the County Incident and Problem Management Tracking system to track 
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Incident and Problem Management System Responsibilities 

Incidents and Problems relating to the County environment. 

(2) Track  information  for each  Incident and Problem  submitted  to  (and originating  from)  the 
Supplier, to include those agreed to by County and Supplier. Such information shall include 
at a minimum: 

(a) The date and time the Incident or Problem was raised; 

(b) An Incident or Problem tracking number; 

(c) A description of the Incident or Problem; 

(d) Relevant  information  about  County Authorized Users,  Eligible  Customers,  and/or 
County Locations affected; 

(e) The Priority Level of the Incident or Problem; 

(f) The Incident or Problem status and next steps to be taken; and 

(g) The date and time the Incident or Problem was Resolved. 

(3) Regularly  update  the  Incident  and  Problem Management  Tracking  system  (including  the 
knowledge database) in accordance with agreed to procedures by County and Supplier and 
Supplier Best Practices. Upon County’s request, Supplier shall provide County with periodic 
updates based on “lessons learned” and Incidents and Problems experienced by Supplier’s 
other customers. 

(4) Maintain  current  online  knowledge  base  articles  for  users  of  the  Incident  and  Problem 
tracking system. 

(5) Coordinate tracking efforts and notification to County Authorized Users through the service 
desk and other Third Party Vendors. 

(6) Implement, Manage, Operate, and Maintain communications with all parties and the County 
service desk regarding Incidents and Problems until the Incident or Problem is Resolved. 

(7) The communication shall commence upon identification of an Incident or Problem, through 
Resolution, and through any follow‐up communication and work required post‐Resolution, 
in accordance with the Policies, Procedures, and Guidelines and the Operations Manual. 

(8) Provide  reports  to County  and  Third  Party Vendors  regarding  Incidents  and  Problems  as 
relevant. 

3.6.1.3 Additional  Incident  and  Problem  Communication  and  Notification 
Requirements 

Supplier’s  additional  Incident  and  Problem  communication  and  reporting  responsibilities  include  the 
tasks, subtasks, and Deliverables set forth in Table 37 (Additional Incident and Problem Communication 
and Notification Requirements) below. 

Table 37. Additional Incident and Problem Communication and Notification Requirements 

Additional Incident and Problem Communication and Notification Requirements 

(1) Provide prompt notification to County focal point of County System outages on critical Assets 
and system components and otherwise provide the County service desk with regular and timely 
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Additional Incident and Problem Communication and Notification Requirements 

progress updates that clearly  indicate  the nature of the applicable  Incident or Problem, the 
estimated time to Resolution, and potential short‐term alternatives agreed to by County and 
Supplier. 

(2) Provide communications regarding the Incident or Problem to Authorized Users upon request 
to the County service desk. 

(3) At a minimum, Supplier’s notification and communications shall include: 

(a) The Priority Level of the Incident or Problem; 

(b) The  location  of  the  Incident or  Problem  and  the name  and/or number of  affected 
County Authorized Users and Eligible Customers; 

(c) The elapsed time before a Problem is escalated to the next higher Priority Level; 

(d) The  levels  of  involvement  (and  notification)  of  Supplier Management  and  County 
Management at each Priority Level. 

(4) Communicate the status of Priority Level 1 and Priority Level 2  Incidents and Problems on a 
timely basis appropriate to the impact of the Incident or Problem to County and agreed to by 
County and Supplier in accordance with the Policies, Procedures, and Guidelines. 

(5) Tracking and reporting any backlog of Incident and Problems that are not Resolved on at least 
a daily basis, or more frequently as requested by County. 

(6) If Supplier believes an Incident or Problem cannot be Resolved, Supplier shall communicate to 
County the nature of the Incident or Problem, the reason why Supplier believes it cannot be 
Resolved, and  the efforts employed by  Supplier  to Resolve  the  Incident or Problem  to  the 
appropriate level within County as agreed to by County and Supplier. 

(7) In the event there  is a recurrent  Incident or Problem, Supplier shall, upon County’s request, 
conduct meetings with County and any required third parties to address Supplier’s Incident and 
Problem Resolution activities, including providing a root cause analysis report. 

(8) Providing County with regular (at a minimum, on a monthly basis) and ad hoc electronic reports 
on  Incidents and Problems  including:  statistics on  total number of  Incidents and Problems; 
outstanding  Incidents  and  Problems;  Resolution  time;  chronic  Outages;  performance;  and 
Incident and Problem trend analysis. 

(9) Providing Incident and Problem resolution exception reports. 

3.6.2 Root Cause Analysis 

Supplier shall perform all root cause analysis activities associated with and necessary to diagnosing and 
analyzing the root cause of Priority Level 1 or Priority Level 2 Incidents, Problem, and/or trends, and as 
requested by the County for Priority Level 3 and Priority Level 4 Incidents, Problems, and/or trends, and 
recommending and taking corrective measures to prevent the reoccurrence of such Incidents, Problems, 
and/or trends (“RCA Services”). Supplier’s responsibilities for RCA Services  include the tasks, subtasks, 
and Deliverables set forth in Table 38 (RCA Services Responsibilities) below. 
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Table 38. RCA Services Responsibilities 

RCA Services Responsibilities 

(1) Conduct  historical  or  predictive  trend  analysis  of  Incidents  to  identify  potential  and/or 
recurring  Problems  to  identify  areas  for  improvement  and  provide  trend  analysis  and 
improvement opportunity reporting to County at least on a quarterly basis or more frequently 
as required by County. 

(2) Track and report on all Priority Level 1 and Priority Level 2 Incidents and provide associated 
event correlation, preventative measures taken, and corrective actions. Root cause analysis 
reports  shall  include a description of  the  failure,  root  cause analysis performed, proposed 
actions  (with  timing and  the party  responsible  to  implement  such actions)  to eliminate or 
reduce the likelihood of a recurrence of the failure, and confirmation that proposed actions 
addressed the Problem. 

(3) Develop  corrective  action  solutions  to  address  recurring  Problems  or  failures  for  County 
review and Approval. 

(4) Implement Approved corrective solutions to address Problems or failures. 

(5) Identify root cause of Priority Level 1 and Priority Level 2  Incidents and develop Resolution 
action for County review and Approval. 

(6) Review recommended solutions to address Priority Levels 1 and Priority Level 2 Incidents with 
County. 

(7) Provide  status  report  detailing  the  root  cause  of  and  procedure  for  correcting  recurring 
Problems and Priority Levels 1 and Priority Level 2  Incidents until closure as determined by 
County. 

(8) Identify root cause of Priority Level 3 and Priority Level 4 Incidents at County’s request and 
complete a root cause analysis report of the same. 

(9) Provide  daily  updates  on  status  of  open  Problems  (e.g.,  Problem  aging,  reoccurrence, 
timelines, estimated time to respond, estimated time to Resolve). 

3.6.3 Configuration Management 

Supplier shall perform all configuration Management activities associated with and necessary to providing 
a  logical model of the Services by  identifying, documenting, controlling, Maintaining, and verifying the 
installed  Service  environment  (e.g.,  Assets,  middleware,  Interfaces,  Networks)  (“Configuration 
Management Services”). As part of the Configuration Management Services, Supplier will: account for all 
Assets and  configurations; provide accurate  information on  configurations; provide a  sound basis  for 
Incident and Problem Resolution and Change and Release Management Services; verify  configuration 
records  against  the  infrastructure;  and  correct  any  inaccuracies.  Supplier’s  responsibilities  for 
Configuration Management Services  include the tasks, subtasks, and Deliverables set forth  in Table 39 
(Configuration Management Services Responsibilities) below. 

Table 39. Configuration Management Services Responsibilities 

Configuration Management Services Responsibilities 

(1) Update, validate, Manage, Operate, and Maintain County‐provided CMDB as changes occur, 
including  Service  dependency  mapping  and  Asset  refresh,  in  accordance  with  County 
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Configuration Management Services Responsibilities 

requirements and processes. 

(2) Facilitate, on a semi‐annual basis per Contract Year, a review of the CMDB of County selected 
Asset groupings for validation and County Approval of the CMDB.  

(3) Enter, upload, and Maintain configuration data into the CMDB as changes occur. 

(4) Leverage automated updates of the CMDB where applicable. 

(5) Recommend an event Management process for County review and Approval that interfaces to 
configuration and Asset Management processes, Incident and Problem Management, Change 
Management, disaster recovery, technical support, and Maintenance. 

(6) Execute authorization controls for modifying configuration  items and verify compliance with 
Asset licensing based on County requirements. 

(7) Recommend  guidelines  for  physical  and  logical  separation  between  environments  (e.g., 
development, test, and production) and the process for deploying and back out of configuration 
items. 

(8) Facilitate  County’s  review  of  recommended  guidelines  for  physical  and  logical  separation 
between environments (e.g., development, test, and production) and the process for deploying 
and  back  out  of  configuration  items  and  incorporate  feedback  into  guidelines  for  County 
Approval. 

(9) Utilize  County‐provided  Asset  configuration  repository  to  store  baseline  configurations  as 
reference points for rebuilds, and provide ability to revert to stable configuration states. 

(10) Ensure  Configuration  Management  processes  are  consistent  across  all  environments  per 
County direction (e.g., development, test, and production). 

(11) Establish,  Implement, Manage, Operate, and Maintain process  for verifying  the accuracy of 
configuration items, adherence to Configuration Management process and identifying process 
deficiencies. 

(12) Provide County configuration Management reports and device configuration files as required 
and defined by County. 

(13) Track and flag configurations that are not  in conformance (e.g., exceptions  list) with County‐
defined  standards  and  requirements  (e.g., County‐Approved  and unapproved non‐standard 
configurations), and remediate configuration exceptions. 

(14) As requested, provide information to County on any continuous improvement opportunities to 
configuration Management standards, processes, and tools. 

3.6.4 Change and Release Management 

In connection with County’s requirements, Supplier shall be solely responsible for and conduct all Change 
and Release Management activities associated with ensuring that standardized methods and procedures 
are  used  for  efficient  and  prompt  handling  of  all  Changes  and  Software  Releases  in  the  County 
environment  (e.g., Assets, middleware,  Interfaces),  in  order  to minimize  the  impact  of  Change  upon 
County operations, improve Service quality, and consequently to improve the day‐to‐day operations of 
the County environment (“Change Management” and such services “Change Management Services”). 
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Supplier’s  responsibility  for Change Management covers all aspects of Managing  the  introduction and 
Implementation of all Changes affecting all Services and  in utilizing any of the Management processes, 
tools, and methodologies designed to support the Services and County System components. Although the 
County may from time to time submit Change Management requests through service tickets, ultimate 
responsibility for Change and Release Management will remain with Supplier. 

Supplier shall conduct all Release Management activities associated with providing a holistic view of a 
Change to an existing Service or addition of new Services to ensure that all aspects of a Release, both 
technical and non‐technical, are considered together by County and the appropriate stakeholders; and to 
plan and oversee the successful rollout of technologies, and design and Implement efficient procedures 
for  distribution  and  installation  of  Changes  (“Release  Management”  (and  together  with  Change 
Management, “Change and Release Management”) and such services “Release Management Services” 
and together with Change Management Services, “Change and Release Management Services”). Supplier 
shall protect  the production  environment  and  its  Services  in  its performance of Change  and Release 
Management Services. All Changes must be carried out  in a planned and Approved manner,  including 
identifying  the  specific  configuration  items  and  Services  affected  by  the  Change,  validating  County’s 
Approval for the Change, Implementing the Change, testing the Change, and having a back‐out plan should 
the Change  result  in an unexpected state of  the Service. Supplier’s Change and Release Management 
Services activities shall ensure that only correct, authorized, and tested Revisions are installed and that 
Changes are traceable and secure. 

3.6.4.1 Change and Release Management Processes and Procedures 

Supplier Change Management process will comprise an end‐to‐end solution to be Approved by County, 
and  will  be  designed  to  minimize  risk,  cost,  and  business  disruption  to  County  and  the  County 
environment.  All  Changes  will  be  made  in  accordance  with  the  Change  Control  Process.  Change 
Management includes the following process steps: 

(A) Request process; 

(B) Recording and tracking process; 

(C) Prioritization process; 

(D) Responsibility and assignment process; 

(E) Impact and risk assessment process; 

(F) Review and Approval process; 

(G) Implementation process; 

(H) Verification (test) process; 

(I) Release process; and 

(J) Closure process. 

Supplier’s  responsibilities  for processes  and procedures  related  to Change  and Release Management 
Services  include  the  tasks,  subtasks,  and  Deliverables  set  forth  in  Table  40  (Change  and  Release 
Management Process and Procedures Responsibilities) below. 

Table 40. Change and Release Management Process and Procedures Responsibilities 

Change and Release Management Process and Procedures Responsibilities 

(1) Participate  in Change meetings. Supplier’s representative  in Change meetings shall have the 
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Change and Release Management Process and Procedures Responsibilities 

requisite authority to make commitments on behalf of Supplier. 

(2) Submit all proposed Changes  in advance to County for Approval. Unless otherwise mutually 
agreed, all proposed Changes shall be submitted to County, at a minimum, on a three (3) month 
rolling calendar, with special notice for major Changes proposed on a longer term but requiring 
more preparation and Coordination. 

(3) At  a  minimum,  each  submitted  proposed  Change  shall  include  all  standard  applicable 
information to provide effective Change and Release Management and Supplier shall include 
in each  submission a  schedule of potential  Implementation dates  for determination of any 
existing conflict with business events communicated to Supplier by County, including: 

(a) A description of the proposed Change; 

(b) A statement of purpose and justification for the proposed Change; 

(c) A list of Services and a communication plan for Authorized Users, Eligible Customers, 
and Third Party Vendors potentially affected by the proposed Change; 

(d) The proposed schedule, including Implementation dates and approximate times; 

(e) The proposed Implementation process; and 

(f) A statement of the potential risk, business impact, and/or complexity of the proposed 
Change. 

(4) Additionally, for all proposed Changes, Supplier shall include: a comprehensive end‐to‐end test 
plan  (including  clear  Change  acceptance  criteria);  notification  and  escalation  lists  per 
agreement of County and Supplier; and work‐around plans and a comprehensive contingency 
plan, including a back‐out plan and procedures (with specific criteria to initiate the execution 
of the back‐out plan). 

(5) Review proposed Changes  and  schedules with County, obtain  all necessary Approvals,  and 
coordinate all Change and Release Management activities with County and all affected third 
parties to minimize disruption of normal business process. 

(6) Report the status of scheduled Changes including Maintaining a comprehensive list of Projects 
and dates. 

(7) Provide regular progress updates to County and other known affected third parties. 

(8) Verify compliance of the proposed Change with County’s Policies, Procedures, and Guidelines.  

(9) Test  Changes  to  the  County  environment  and  Resolve  Incidents  and  Problems  prior  to 
production Implementation, including inter‐operability testing. 

(10) Implement Changes to systems and activities required by moves, upgrades, replacements, and 
migrations. 

(11) Collect data and report to County on a weekly basis on every Change attempted, including the 
cause of any related Incidents and Problems, the measures taken to prevent recurrence, and 
whether the Change satisfied the documented Acceptance Criteria. 

(12) Maintain records of any and all Changes to both the production and test environments within 
County’s environment. 
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Change and Release Management Process and Procedures Responsibilities 

(13) Conduct post‐implementation reviews on Changes, if requested by County. 

(14) Provide County with the ability to pre‐Approve certain types of routine operational Changes. 
Such Approvals shall be documented in the Operations Manual.  

(15) Supplier shall not make any Changes that: 

(a) Adversely affects the function, performance, or efficiency of any of the Services; 

(b) Increases County’s  fees, costs, expenses, or Charges of any kind  in any manner not 
authorized under Exhibit P (Pricing); or 

(c) Exceeds the CIO’s approval authority under Section 40.11 (Delegated Authority) of the 
Agreement or would require an Amendment of the Agreement. 

3.6.4.2 Change Advisory Board  

A change advisory board (“Change Advisory Board” or “CAB”) will be comprised of representatives from 
both County and Supplier. The purpose of the CAB is to ensure all Asset and environmental configuration 
Changes  are  planned,  analyzed,  Implemented,  tested,  Approved,  and  seamlessly  transitioned  to  a 
production  support  state.  The  CAB will meet  on  a  regularly  scheduled  basis  to  discuss  and Approve 
planned  Changes.  County  has  an  established  County‐wide  CAB  process  based  upon  industry  Best 
Practices. Supplier will participate in County’s CAB process and present all Changes occurring and related 
to the Services. Supplier will also participate on an as requested basis with County on all other Changes 
occurring outside of Services under the direction of the County CAB. 

Supplier  shall  track  and  integrate  Changes with  configuration Management, with  Changes  requiring 
routine  review  and  configurations  audited  for  accuracy.  County will  provide  a  Change Management 
system that Supplier shall use to provide a high degree of control and minimize disruptions caused by 
Change Implementation. County’s Change Management system will be used for all Changes to the County 
environment initiated by Supplier and/or County personnel. 

Supplier responsibilities with respect to the CAB include the tasks, subtasks, and Deliverables set forth in 
Table 41 (CAB Responsibilities) below. 

Table 41. CAB Responsibilities 

CAB Responsibilities 

(1) Coordinate Change and Release Management activities across all functions, County Locations, 
regions, and Third Party Vendors that provide services to County. 

(2) Use  a  central  repository  that  contains  all  Change Management  information  (e.g.,   
). 

(3) Make any Changes necessary to provide the Services and to meet all required SLRs, based on 
County‐Approved Change and Release Management procedures.  

(4) In an emergency, gain Approvals  from  the County CAB emergency committee, according  to 
Change and Release Management procedures. 

(5) Designate and maintain clear ownership for individual Changes throughout the process. 

3.6.4.3 Change and Release Management  
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Supplier will provide Change and Release Management Services with respect to, but not limited to, the 
following components of the County environment: 

(A) Equipment — All installations, decommissions, replacements, or other Changes, and re‐
location of machines in the data center, Network, and Service locations; 

(B) System Software — All system Software Changes, including modifications to the system 
operating code, access methods, program products, or common system support modules; 

(C) Infrastructure Software — All infrastructure Software Changes including modifications to 
database, web server, middleware, and Network; 

(D) Application Systems — All application system Changes  (including Changes  to Software 
used by Supplier to fulfill the Services); 

(E) Environment — Environmental Changes involving the facilities associated with the County 
Locations.  This  includes  items  such  as  power,  air  conditioning,  chilled  water,  raised 
flooring, security, motor generator, and Voice and data telecommunications; and 

(F) Network/Security – All security Changes including switches, routers, data, and Authorized 
User access, and related policy changes. 

Supplier’s responsibilities for Change and Release Management Services include the tasks, subtasks, and 
Deliverables set forth in Table 42 (Change and Release Management Responsibilities) below. 

Table 42. Change and Release Management Responsibilities 

Change and Release Management Responsibilities 

(1) Utilize the County‐provided Change Management system.  

(2) Update  and  Maintain  Asset  information  as  defined  by  County  within  the  Change 
Management,  CMDB,  and  Asset Management  systems  (dependency mapping),  and  the 
Service Management suite. 

(3) Participate  in  the  regularly  scheduled  CAB  meetings  and  represent  upcoming  Changes 
related to the Services. 

(4) Track  and  document  the  Version  control  as  it  relates  to  Release  Management  of 
infrastructure and tools Managed by Supplier. 

(5) Document potential Changes to the CAB, where required, including providing documentation 
on  risk,  impact, and back‐out plans of  those Changes and establish Release Management 
plans for major Changes. 

(6) Maintain a   ( )   schedule of planned updates, modifications, Projects, 
and Work Orders that may become Changes to the infrastructure within the Services. 

(7) Determine  and  identify  all  operational  impacts  to  County  Systems  and  County  Systems 
availability associated with a Change. 

(8) Adhere to the County‐provided framework to communicate and Coordinate impacts of the 
recommended Changes with all affected parties (e.g., site, agency, system, and device layer). 

(9) At County’s direction,  schedule and  conduct Change and Release Management meetings 
with affected parties to include review of planned Changes and results of Changes other than 
successful. 
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Change and Release Management Responsibilities 

(10) Provide Change Documentation for each Change. 

(11) Enforce Documentation standards, task lists, and run sheet updates. 

(12) Provide  Project  Management  Services  and  technical  expertise  to  optimize  available 
resources. 

(13) Comply with County’s  authorized  and Approved  scheduled Changes, or  alteration of  the 
schedule of Changes by County as requested. 

(14) Review Release Management details with County for Approval and alter as appropriate (e.g., 
back out plan, go/no go decision). 

(15) Notify County, Supplier’s own organization, and other Third Party Vendors of Change timing 
and impact. 

(16) Facilitate and participate  in  information exchange between and among  Supplier and  the 
Third Party Vendors in order to drive an effective end‐to‐end Change Management Process. 

(17) Ensure  Change  and  Release  Management  Services  processes  are  utilized  across  all 
environments. 

(18) Implement Changes in accordance with the Change and Release Management processes and 
procedures and the Change Control Process. 

(19) Modify and update systems and Documentation  impacted by  Implemented Changes (e.g., 
CMDB, Asset Management system, cabling plan, Service catalog, disaster recovery plan)  

(20) Verify that Change met objectives and Resolve negative impacts from the Change. 

(21) Manage aggregate Changes and report results of aggregate Changes and impacts.  

(22) Review Change detail to ensure conformity to Change and Release Management process and 
all applicable County Policies, Procedures, and Guidelines. 

(23) Provide an audit trail of any and all Changes to the production environment to determine 
the Change made and the authorization to make the Change. 

(24) Integrate Change and Release Management processes with all other Service Management 
processes,  including  Incident  Management,  Problem  Management,  and  configuration 
Management. 

(25) Secure and maintain Software  images for Assets  in a secured Software  library and update 
CMDB per Change and Release Management process. 

(26) Document and justify out‐of‐CAB‐cycle Changes related to Assets (e.g., emergency Changes) 
in accordance with County requirements and subject to County Approval. 

3.7 Non‐Recurring Initiatives and Business as Usual  

3.7.1 Non‐Recurring Initiatives 

County may require Supplier to provide skilled resources on a Non‐Recurring Initiative (“NRI”) basis for 
various  County  initiatives.  All  Non‐Recurring  Initiatives  shall  be Managed  by  Supplier  as  Projects  in 
accordance with Section 3.3 (Project Management Services) of this FSA, and require County direction and 
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Approval  in  accordance with  Section  3  (Unapproved Work)  of  the  Agreement  and  a Work Order  in 
accordance with Section 2.2.1 (Work Orders Required) of this FSA. For Approved Non‐Recurring Initiatives, 
County shall pay Supplier the amounts as set forth in the applicable Work Order. The rates specified in 
the rate card set forth in Exhibit P.4 (Supplier Rate Card) shall apply to all Non‐Recurring Initiatives billed 
on a Time and Materials basis. All costs and fees related to preparing and delivering Work Orders, budgets, 
estimates, and other proposals related to Non‐Recurring Initiatives are included in the Charges and shall 
not be separately chargeable to County. For Time and Materials hourly based Non‐Recurring Initiatives, 
including Not  to Exceed Work Orders,  Supplier  shall provide a  fully  loaded  Supplier  resource  staffing 
commitments estimate (e.g., identification of FTE equivalent or hours for all resources), and for Fixed Fee 
based  Non‐Recurring  Initiatives  (Type  2 Work  Orders),  Supplier  shall  provide  total  project  hours  by 
Milestone,  resource  types, and a blended  rate  (Fixed Fee  information must be sufficiently detailed  to 
enable County  to  validate  that  the Charges  as  set  forth  in  Exhibit P.4  (Supplier Rate Card)  are being 
applied). 

To the extent BAU Services or resources are required to support the Non‐Recurring Initiative, such BAU 
Services or resources will not be separately charged as part of  the Non‐Recurring  Initiative. Supplier’s 
responsibilities for Non‐Recurring Initiatives include the tasks, subtasks, and Deliverables set forth in Table 
43 (NRI Responsibilities) below. 

Table 43. NRI Responsibilities 

NRI Responsibilities 

1. Present suitable candidates that meet the resource requirements in terms of background checks, 
roles,  skills,  task  descriptions,  timeframe,  and  locations  provided  by  County  for  review  and 
Approval by County. 

2. Prepare proposed Project Staffing and Resource Management Plan for Work Orders for resources 
according to roles and rates on the rate card set forth in Exhibit P.4 (Supplier Rate Card). 

3. Provide Approved resources at County‐specified locations. 

4. Communicate and ensure compliance with County Policies, Procedures, and Guidelines including 
Change Control Processes, Incident and Problem Management, operations, timing, and reporting, 
to Supplier‐Managed resources. 

5. Provide weekly  reporting on  resource performance and progress against  the Approved Project 
plan. 

6. Provide additional reports as set forth in the Work Order and as otherwise required by County. 

3.7.2 Business as Usual 

3.7.2.1 Service Requests 

Activities that are an express or  inherent, necessary, or a customary part of the Services (“Business as 
Usual” or “BAU”) are  included  in  the Charges. Supplier shall perform  the Services as  identified  in  the 
Agreement,  including  the  tasks,  subtasks,  and  Deliverables  described  in  FSAs,  on  an  ongoing  and 
continuous basis and as otherwise may be specifically requested by County, Authorized Users, Eligible 
Customers, Supplier Personnel, or Third Party Vendors from time to time through a Service Request and 
in accordance with County Policies, Procedures, and Guidelines. Service Requests shall be submitted to 
Supplier in and through the then‐current process, system, and form designated by County from time to 
time and Supplier shall natively utilize County’s then‐current Service Request system. The form of Service 
Request in place as of the Reference Date is attached hereto as Exhibit B.1 (Form of Service Request). 
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3.7.2.2 BAU Characteristics  

Supplier and County anticipate that from time to time there will be work efforts that will arise for which 
guidance may be needed  to differentiate between  the  status of  such work  as  either BAU or  a Non‐
Recurring Initiative. The characteristics and examples below are designed to assist the Parties in making 
those determinations.  

Typically, BAU has some or all of the following characteristics: 

(A) Routine in nature; 

(B) Limited resources and duration that does not require a material delay or deferment of 
the performance of the existing Services; 

(C) Skill sets are a part of Supplier Personnel supporting the Services; 

(D) Is needed to maintain ongoing reliable and secure systems operations; 

(E) Is needed to maintain performance in accordance with the SLRs; and/or 

(F) Not a part of an agreed‐upon effort that has been otherwise identified as a Non‐Recurring 
Initiative. 

Examples of activities that are BAU and those that are not include the following:  

BAU  Not BAU 

Adding or removing a switch, router, WAP, or 
other Network Component to an existing building 
to which Supplier is currently providing Services. 
 

Designing and Implementing the infrastructure 
for a new building or adding a switch, router, 
WAP, or other Network Component to a floor or 
part of a floor that was not previously occupied 
by County and requires new Network 
Components. 

Move users within the same building (move on 
the same floor or move from one floor to 
another) 

Move users to a new County Location 

Providing estimates for the infrastructure (e.g. 
Network Equipment, power and environmentals, 
Circuit provisioning, wireless, security, structured 
cabling) for a new building. 

The complete design and configuration work for 
a new building’s infrastructure. 

Doing initial research, design, and sizing for a new 
business initiative (pre‐initiation work, firm quote 
generation) in response to the County’s initial 
high‐level business requirements as needed to 
develop a complete and executable Work Order. 

Doing the complete design and requirements 
documents for a new initiative. 

Replace/refresh current   with a new 
model from the same manufacturer. 

Replace   with another 
manufacturer’s device. 

Assist County team with a proof‐of‐concept as to 
a new technology or service prior to an 
appropriate new written authorization by the 
County to procure or acquire such new 

Implementing a new production system. 
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BAU  Not BAU 

technology or service, not to exceed ten (10) such 
efforts in each Contract Year. 

Provide and update Asset and configuration 
information about then‐current environment.  Implement a new Asset Management database. 

Extend already implemented   by enabling 
features on existing devices.  Implement   using new equipment. 

Create heatmaps and WAP design for sites.  Implement WAPs for sites. 

Provide Project Managers and Project 
Management for BAU Projects (e.g. 
refresh/upgrade of VPN remote access solution 
from the same manufacture). 

Provide Project Managers and Project 
Management for NRI Projects (e.g. replace VPN 
remote access solution from a different 
manufacturer). 

Coordinate and communicate with County 
Eligible Customers on Services, tasks, and 
activities, including Changes and obtaining 
Approvals. Communications to Authorized Users 
on Changes performed by Supplier. 

N/A 

Monitor RSS feeds and/or subscribe to 
notifications from cloud service providers on 
services and IP address changes and update 
firewall/Network configurations accordingly to 
avoid service disruptions. 

N/A 

Implement new firewall rules or Network 
Component configurations to enable new 
features, functions or capabilities, including new 
VLAN or new DMZ. 

N/A 

Clean up or consolidate firewall rules for Network 
performance optimization. 
 

Port firewall rules to a new firewall solution from 
a different manufacturer, or Project to clean up 
and consolidate firewall rules to address 
systemic problem of firewall rules across the 
County enterprise existing as of the 
Commencement Date. 

Clean up or consolidate web proxy policies for 
Network performance optimization. 

Port web proxy policies to a new web proxy 
solution from a different manufacture, or Project 
to clean up and consolidate web proxy policies to 
address systemic problem of web proxy policies 
across the County enterprise existing as of the 
Commencement Date. 

Provide training to Supplier Personnel on new 
technologies and solutions Approved by County 
that will be Implemented, Managed, Operated, or 
Maintained by Supplier. 

N/A 
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BAU  Not BAU 

Coordinate and Implement Circuit upgrade or 
new Circuit on existing devices, e.g.   

 
. 

N/A 

Document all Circuits in CMDB for County 
Locations. Must include site addresses, carrier, 
Circuit ID, Circuit type, and capacity. 

N/A 

Remove and retain County Asset tag from 
defective device, work with manufacturer on 
RMA, and re‐apply County Asset tag on the 
replacement device. Keep track of serial number 
changes in CMDB. 

N/A 

Document County fixed Asset tag from end of live 
devices removed from production. Track location 
and status of end of life devices through County 
surplus process. Document device serial number, 
fixed Asset tag, and status in the CMDB. 

N/A  

Update switch port name and description as the 
device connected to the port changes.  N/A 

Update switch port and floor plan with the work 
area (building, floor, and quadrant) or other 
agreed identifying information for input and 
upload into the E911 location database. 

N/A 

Coordinate and provide oversight for circuit 
provider dispatch, Third Party Vendors, and 
County Personnel to access County Locations in 
connection with Services. 

N/A 

Departmental penetration test   
. 

 penetration test or 
application or web application penetration test 
not resulting from an Incident arising from a 
Supplier act or omission. 

 vulnerability scan.   vulnerability scan. 

Threat intelligence briefing weekly and as 
necessary in connection with a Security Incident.  N/A 

Work with Third Party Vendors to provide 
interoffice wire and cabling estimates and quotes 
in Approved County format. 

Designing and Implementing the cabling plan for 
a new building. 

Manage and Maintain the CMDB to ensure all 
items are accurately described.  N/A 
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AGREEMENT

3.7.2.3 BAU Projects 

County may determine that certain BAU activities are best Managed as a Project.  In the event County 
desires to have BAU activities Managed by Supplier as a Project, regardless of whether the activities have 
been submitted to Supplier through a Service Request, County shall inform Supplier of its intent to have 
Supplier Manage such activities as a Project. Examples of BAU activities that may be Managed as a Project 
include the following: 

(A) Process improvements/best practice Implementation; 

(B) Technology Refresh and Replenishment; 

(C) Asset Management; and 

(D) A campus bandwidth upgrade. 

4. SERVICE ENVIRONMENT  

4.1 Service Management and Life Cycle Services Tools 

A listing and description of all Service Management tools is provided in Exhibit C (Service Management 
and Life Cycle Services Tools). Supplier is required to utilize the full functionalities and capabilities of the 
Service Management tools in connection with the Services and as directed by County. Supplier is required 
to provide a document to County describing functionalities and capabilities of the Service Management 
tools  utilized  by  it  in  connection  with  Service  delivery.  Supplier  shall  update  the  functionality  and 
capabilities document on a quarterly basis throughout the Term. 

4.2 County Network and Voice Listing 

A listing of current County Network and Voice communications site information is provided in Exhibit L.1 
(County  Locations  and  Location  Tiers).  Supplier  shall  update  the  County  Network  and  Voice 
communications  site  information  document  after  every  Change  and  the  County Network  and  Voice 
communications site information shall be jointly reviewed on a quarterly basis throughout the Term by 
Supplier and County. 
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EXHIBIT D (FUNCTIONAL SERVICE AREA MATRIX) – REVISION 3 

TO THE 

MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT 

 

ATTACHMENT H

Page 73 of 93



 

COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT D‐1  EXHIBIT D (FUNCTIONAL SERVICE AREA MATRIX) – REVISION 3
MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT

EXHIBIT D 

FUNCTIONAL SERVICE AREA MATRIX 

The responsibility matrix set forth below represents the Eligible Customers that shall be supported by Supplier as part of the Services. 

Agency 
Code 

Eligible Customer Name 
Various Integration 

Requirements 
Converged Network 

Services 

Converged Network  

Services  

(Non‐Standard) 

Voice Communication 
Services 

Voice Communications 
Services  

(Non‐Standard) 

Separate Cabling Voice 
Network Services 

AC  Auditor ‐ Controller 
 

ASR  Assessor 
BOS  Board of Supervisors 
CEO  County Executive Office 
CEO  Risk Management 
CEO  County Procurement Office 
OCIT  OC Information Technology 
CFCOC  Children & Families 

Commission of Orange County 
COB  Clerk of the Board 
COCO  County Counsel 
CREC  Clerk‐Recorder 
CSS  Child Support Services 
DA  District Attorney 
DA  District Attorney Public 

Administrator  
DA  District Attorney Domestic 

Violence 
DPHD  Dana Point Harbor 

Department 
GJ  Grand Jury 
HCA  Health Care Agency 
HCA  Public Guardian 
HRS  Human Resource Services 
IA  Internal Audit 
JWA  John Wayne Airport 

OCCR  OC Community Resources 
OCEthics  Office of Campaign Finance 

and Ethics Commission 
OCIT  Data Center 
OCLL  Public Law Library 
OCPW  OC Public Works 
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Agency 
Code 

Eligible Customer Name 
Various Integration 

Requirements 
Converged Network 

Services 

Converged Network  

Services  

(Non‐Standard) 

Voice Communication 
Services 

Voice Communications 
Services  

(Non‐Standard) 

Separate Cabling Voice 
Network Services 

OCSD  OC Sheriff’s Department 
OCSD  OC Sheriff’s Department 

Communications 
OCSD  OC Sheriff’s Department 

Court Operations 
OCWR  OC Waste & Recycling 
OIR  Office of Independent Review
PROB  OC Probation Department 
PUBDEF  Public Defender 
ROV  Publishing Services 
ROV  Registrar of Voters 
SSA  Social Services Agency 
TTC  Treasurer‐Tax Collector 

*  “WAN HAND OFF” in the table above denotes that Supplier will provide Wide Area Network Services (e.g., voice and data Network Services and connectivity 
between (1) The core Network point of presence located at the   and  ; and (2) The Eligible Customer specific sites 
for the designated Eligible Customer) but shall not be responsible for providing data Local Area Network connectivity. “WAN HAND OFF” occurs when data leaves 
the Eligible Customer’s edge device (the last device in the Network that is managed by the Eligible Customer) and is transported through the County WAN to the 
Internet or to another Eligible Customer (the same or different Eligible Customer) edge device. When “WAN HAND OFF”  is  indicated  in the table above, the 
applicable Eligible Customers are responsible for all data LAN infrastructure (e.g., cabling, circuits, routers, switches, etc.) and management of their data LAN 
infrastructure within that specific facility. 

Following initial design, installation, and configuration of the Converged Networks of the   ( ”), which as of the Reference 
Date  include  the   

,   shall manage, maintain, operate and administer the Network on the   side of the Network demarcation. Supplier will manage 
enterprise WAN segments on the County side of the demarcation for the   agencies as part of the Services under Exhibit A.2 (Converged Network FSA) and 
otherwise under the Agreement. 

** “JWA COMPLEX BUSINESS SUPPORT” –  

Supplier shall, from   of each calendar day of a calendar year, provide the applicable Services specified in Exhibits A.1 (Integrated Requirements 
FSA), A.2 (Converged Network FSA) and A.4 (Security Operations Center FSA) of the Agreement to support JWA’s new Local Area Network components within 
JWA’s airport infrastructure that are or were implemented by Supplier pursuant to Work Order #NCY2‐001, as amended (“NCY2‐001”) and Work Orders #NCY3‐
020, NCY3‐021, and NCY3‐022, as amended.    

As each of NCY2‐001’s milestones one through four (each individually an “NCY2‐001 Milestone”) receives Final Acceptance by County, Supplier shall commence 
providing the above Services applicable to the new Local Area Network components associated with each NCY2‐001 Milestone.  On July 1, 2023, Supplier shall 
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EXHIBIT D‐3  EXHIBIT D (FUNCTIONAL SERVICE AREA MATRIX) – REVISION 3
MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT

commence providing the above Services applicable to the new Local Area Network components implemented pursuant to Work Orders #NCY3‐020, NCY3‐021, 
and NCY3‐022.   

Notwithstanding any conflicting provisions of the Agreement the Parties agree as follows: 

1. The above‐described Services shall only be subject to the following SLRs and such SLRs shall only be subject to the Business Hours and Business Days 
measurement periods defined by the Agreement: (i.e., the extended support hours provided to JWA shall not apply to SLR calculations.) 

a. SLRs 1 through 21; SLRs 26 through 44; and SLRs 54 through 58 

2. It is agreed that for the thirty (30) calendar day period after the County’s Final Acceptance of each Milestone in NCY2‐001, if an RCA’s findings are that an 
SLR failure arose from a JWA production environment issue or NCY2‐001 related implementation for the new Local Area Network technology, a Charge 
Reduction shall not be applied. 

3. The provisions of Section 3.4  (Consumption Governance) of Exhibit P  (Pricing), Exhibit P.5  (Use Reconciliation), and Exhibit P.5.1  (Use Reconciliation 
Examples) of the Agreement are not applicable to the above described JWA Services.  The Parties agree that if either Party notifies the other of a substantive 
modification to the business requirements of JWA or JWA’s Supplier supported infrastructure, the Parties shall negotiate in good faith, adjustments to the 
JWA Services Charges before any modification is made. 
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EXHIBIT K (KEY PERSONNEL) – REVISION 6 

TO THE 

MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT 
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EXHIBIT K 

KEY PERSONNEL 

No.  Key Personnel Role  Resource / Title  Contact 

Supplier Key Personnel 

1.  Program Manager  Donald Perrier 
Program Manager 

Telephone: 619‐719‐6807 
Email: donald.perrier@saic.com 

2.  Deputy Program Manager 
Phil Nguyen  
Deputy Program Manager 

Telephone:  949‐870‐0223 
Email:  Phillip.T.Nguyen@saic.com 

3.  SOC Program Manager 
Kathy Heaton 
SOC Program Manager 

Telephone:  714‐450‐0040   
Email: katherine.heaton@saic.ocgov.com 

4.  SOC Senior Engineer 

Guido Solares* 
SOC Senior Engineer 
*By the agreement of the Parties, Guido Solares is exempt 
from the requirement to work Full Time on the County 
account. 

Telephone: 949‐288‐3728 
Email: Guido.Solares@saic.ocgov.com 

5.  Network 
Eric Whitten 
Network Services/Service Delivery Manager 

Telephone: 714‐714‐9673 
Email: eric.whitten@saic.com 

6.  Voice 
Kevin Adkins 
Voice Services/Service Delivery Manager 

Telephone: 949‐299‐5639 
Email: kadkins@burwood.com 

County Key Personnel 

7.  County IT Services Governance Manager  Ed Althof 
Assistant CIO and Chief Technology Officer 

Telephone: 714‐834‐3069 
Email: ed.althof@ocit.ocgov.com 
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EXHIBIT P.1.1 (MONTHLY FIXED FEE PAYMENTS) – REVISION 4 

TO THE 

MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT 
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EXHIBIT P.1.1 

MONTHLY FIXED FEE PAYMENTS 

All Charges stated  in this Exhibit P.1.1  (Monthly Fixed Fee Payments)  include the Charges  for the  Integrated Requirements Services as set forth  in Exhibit A.1 
(Integrated Requirements FSA). The year to year price improvements required under Section 4 (Year on Year Improvement) of Exhibit P (Pricing) and described in 
Exhibit P.6 (Year to Year Price and Performance Improvements) are reflected as reductions in the Monthly Fixed Fees set forth in this Exhibit P.1.1 (Monthly Fixed 
Fee Payments). 

Month  
No. 

Month 

Converged Network Services 

(with Integrated Requirements 
Services) 

Voice Communication Services 
(with Integrated Requirements 

Services) 

Security Operations  
Center Services  
(with Integrated  

Requirements Services) 

Total (Monthly Fixed Fee) 

Contract Initiation 

1.  October 2018         
2.  November 2018         
3.  December 2018         
4.  January 2019         
5.  February 2019         

Commencement Date: March 17, 2019 for Converged Network and Security Operations Center Services 

6.  March 2019  $233,362  $336,000*  $136,955  $706,317 
7.  April 2019  $466,724  $336,000*  $273,910  $1,076,634 
8.  May 2019  $466,724  $377,772  $273,910  $1,118,406 
9.  June 2019  $466,724  $377,772  $273,910  $1,118,406 

Commencement Date: May 15, 2019 for Voice Communications Services 

10.  July 2019  $466,724  $377,772  $273,910  $1,118,406 
11.  August 2019  $466,724  $377,772  $273,910  $1,118,406 

All Transition‐In Tasks Complete and Final Acceptance by County 

12.  September 2019  $466,724  $377,772  $273,910  $1,118,406 
13.  October 2019  $466,724  $377,772  $273,910  $1,118,406 
14.  November 2019  $466,724  $377,772  $273,910  $1,118,406 
15.  December 2019  $466,724  $377,772  $273,910  $1,118,406 
16.  January 2020  $466,724  $377,772  $273,910  $1,118,406 
17.  February 2020  $466,724  $377,772  $273,910  $1,118,406 
18.  March 2020  $466,724  $377,772  $273,910  $1,118,406 
19.  April 2020  $466,724  $377,772  $273,910  $1,118,406 
20.  May 2020  $466,724  $377,772  $273,910  $1,118,406 
21.  June 2020  $466,724  $377,772  $273,910  $1,118,406 

Contract Year 1 Total  $7,234,222  $5,960,808  $4,245,605  $17,440,635 

22.  July 2020  $458,943  $371,664  $273,516  $1,104,123 
23.  August 2020  $458,943  $371,664  $273,516  $1,104,123 
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Month  
No. 

Month 

Converged Network Services 

(with Integrated Requirements 
Services) 

Voice Communication Services 
(with Integrated Requirements 

Services) 

Security Operations  
Center Services  
(with Integrated  

Requirements Services) 

Total (Monthly Fixed Fee) 

24.  September 2020  $458,943  $371,664  $273,516  $1,104,123 
25.  October 2020  $458,943  $371,664  $273,516  $1,104,123 
26.  November 2020  $458,943  $371,664  $273,516  $1,104,123 
27.  December 2020  $458,943  $371,664  $273,516  $1,104,123 
28.  January 2021  $458,943  $371,664  $273,516  $1,104,123 
29.  February 2021  $458,943  $371,664  $273,516  $1,104,123 
30.  March 2021  $458,943  $371,664  $273,516  $1,104,123 
31.  April 2021  $458,943  $371,664  $273,516  $1,104,123 
32.  May 2021  $458,943  $371,664  $273,516  $1,104,123 
33.  June 2021  $458,943  $371,664  $273,516  $1,104,123 

Contract Year 2 Total  $5,507,316  $4,459,968  $3,282,192  $13,249,476 

34.  July 2021  $479,484  $382,189  $267,964  $1,129,637 
35.  August 2021  $479,484  $382,189  $267,964  $1,129,637 
36.  September 2021  $479,484  $382,189  $267,964  $1,129,637 
37.  October 2021  $479,484  $382,189  $267,964  $1,129,637 
38.  November 2021  $479,484  $382,189  $267,964  $1,129,637 
39.  December 2021  $479,484  $382,189  $267,964  $1,129,637 
40.  January 2022  $479,484  $382,189  $267,964  $1,129,637 
41.  February 2022  $479,484  $382,189  $267,964  $1,129,637 
42.  March 2022  $479,484  $382,189  $267,964  $1,129,637 
43.  April 2022  $479,484  $382,189  $267,964  $1,129,637 
44.  May 2022  $479,484  $382,189  $267,964  $1,129,637 
45.  June 2022  $479,480  $382,189  $267,964  $1,129,633 

Contract Year 3 Total  $5,753,804  $4,586,268  $3,215,568  $13,555,640 

46.  July 2022  $475,156  $391,374   $267,642  $1,134,172  
47.  August 2022  $475,156  $391,374   $267,642  $1,134,172  
48.  September 2022  $475,156  $391,374   $267,642  $1,134,172  
49.  October 2022  $475,156  $391,374   $267,642  $1,134,172  
50.  November 2022  $475,156  $391,374   $267,642  $1,134,172  
51.  December 2022  $475,156  $391,374   $267,642  $1,134,172  
52.  January 2023  $475,156  $391,374   $267,642  $1,134,172  
53.  February 2023  $475,156  $391,374   $267,642  $1,134,172  
54.  March 2023  $475,156  $391,374   $267,642  $1,134,172  
55.  April 2023  $475,156  $391,374   $267,642  $1,134,172  
56.  May 2023  $475,156  $391,374   $267,642  $1,134,172  
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Month  
No. 

Month 

Converged Network Services 

(with Integrated Requirements 
Services) 

Voice Communication Services 
(with Integrated Requirements 

Services) 

Security Operations  
Center Services  
(with Integrated  

Requirements Services) 

Total (Monthly Fixed Fee) 

57.  June 2023  $475,152  $391,374   $267,642  $1,134,168 
Contract Year 4 Total  $5,701,868  $4,696,488  $3,211,704  $13,610,060 

58.  July 2023  $496,729  $392,095   $270,005  $1,158,829 
59.  August 2023  $496,729  $392,095   $270,005  $1,158,829 
60.  September 2023  $496,729  $392,095   $270,005  $1,158,829 
61.  October 2023  $496,729  $392,095   $270,005  $1,158,829 
62.  November 2023  $496,729  $392,095   $270,005  $1,158,829 
63.  December 2023  $496,729  $392,095   $270,005  $1,158,829 
64.  January 2024  $496,729  $392,095   $270,005  $1,158,829 
65.  February 2024  $496,729  $392,095   $270,005  $1,158,829 
66.  March 2024  $496,729  $392,095   $270,005  $1,158,829 
67.  April 2024  $496,729  $392,095   $270,005  $1,158,829 
68.  May 2024  $496,729  $392,095   $270,005  $1,158,829 
69.  June 2024  $496,723  $392,095   $270,005  $1,158,823 

Contract Year 5 Total  $5,960,742  $4,705,140  $3,240,060  $13,905,942 

70.  July 2024  $580,028   $410,475   $278,829   $1,269,332  
71.  August 2024  $580,028   $410,475   $278,829   $1,269,332  
72.  September 2024  $580,028   $410,475   $278,829   $1,269,332  
73.  October 2024  $580,028   $410,475   $278,829   $1,269,332  
74.  November 2024  $580,028   $410,475   $278,829   $1,269,332  
75.  December 2024  $580,028   $410,475   $278,829   $1,269,332  
76.  January 2025  $580,028   $410,475   $278,829   $1,269,332  
77.  February 2025  $580,028   $410,475   $278,829   $1,269,332  
78.  March 2025  $580,028$559,143   $410,475   $278,829   $1,269,332  
79.  April 2025  $580,028$559,143   $410,475   $278,829   $1,269,332  
80.  May 2025  $580,028   $410,475   $278,829   $1,269,332  
81.  June 2025  $580,028   $410,475   $278,829   $1,269,332  

Contract Year 6 Total  $6,960,336  $4,925,700   $3,345,948  $15,231,984  

82.  July 2025  $596,509   $412,605   $288,115   $1,297,229  
83.  August 2025  $596,509   $412,605   $288,115   $1,297,229  
84.  September 2025  $596,509   $412,605   $288,115   $1,297,229  
85.  October 2025  $596,509   $412,605   $288,115   $1,297,229  
86.  November 2025  $596,509   $412,605   $288,115   $1,297,229  
87.  December 2025  $596,509   $412,605   $288,115   $1,297,229  
88.  January 2026  $596,509   $412,605   $288,115   $1,297,229  
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COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT P.1.1‐4  EXHIBIT P.1.1 (MONTHLY FIXED FEE PAYMENTS) – REVISION 4
MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT

Month  
No. 

Month 

Converged Network Services 

(with Integrated Requirements 
Services) 

Voice Communication Services 
(with Integrated Requirements 

Services) 

Security Operations  
Center Services  
(with Integrated  

Requirements Services) 

Total (Monthly Fixed Fee) 

89.  February 2026  $596,509   $412,605   $288,115   $1,297,229  
90.  March 2026  $596,509   $412,605   $288,115   $1,297,229  
91.  April 2026  $596,509   $412,605   $288,115   $1,297,229  
92.  May 2026  $596,509   $412,605   $288,115   $1,297,229  
93.  June 2026  $596,509   $412,605   $288,115   $1,297,229  

Contract Year 7 Total  $7,158,108  $4,951,260   $3,457,380   $15,566,748  

Seven (7) Year Initial Term Total  $44,276,396  $34,285,632  $23,998,457  $102,560,485 

94.  July 2026  $613,200   $414,762   $297,518   $1,325,480  
95.  August 2026  $613,200   $414,762   $297,518   $1,325,480  
96.  September 2026  $613,200   $414,762   $297,518   $1,325,480  
97.  October 2026  $613,200   $414,762   $297,518   $1,325,480  
98.  November 2026  $613,200   $414,762   $297,518   $1,325,480  
99.  December 2026  $613,200   $414,762   $297,518   $1,325,480  
100.  January 2027  $613,200   $414,762   $297,518   $1,325,480  
101.  February 2027  $613,200   $414,762   $297,518   $1,325,480  
102.  March 2027  $613,200   $414,762   $297,518   $1,325,480  
103.  April 2027  $613,200   $414,762   $297,518   $1,325,480  
104.  May 2027  $613,200   $414,762   $297,518   $1,325,480  
105.  June 2027  $613,200   $414,762   $297,518   $1,325,480  

Contract Year 8 Total  $7,358,400  $4,977,144  $3,570,216   $15,905,760  

106.  July 2027  $630,424   $416,988   $307,222   $1,354,634  
107.  August 2027  $630,424   $416,988   $307,222   $1,354,634  
108.  September 2027  $630,424   $416,988   $307,222   $1,354,634  
109.  October 2027  $630,424   $416,988   $307,222   $1,354,634  
110.  November 2027  $630,424   $416,988   $307,222   $1,354,634  
111.  December 2027  $630,424   $416,988   $307,222   $1,354,634  
112.  January 2028  $630,424   $416,988   $307,222   $1,354,634  
113.  February 2028  $630,424   $416,988   $307,222   $1,354,634  
114.  March 2028  $630,424   $416,988   $307,222   $1,354,634  
115.  April 2028  $630,424   $416,988   $307,222   $1,354,634  
116.  May 2028  $630,424   $416,988   $307,222   $1,354,634  
117.  June 2028  $630,424   $416,988   $307,222   $1,354,634  

Contract Year 9 Total  $7,565,088  $5,003,856   $3,686,664   $16,255,608  

Two (2) Year Extended Term Total  $14,923,488  $9,981,000  $7,256,880  $32,161,368 

Nine (9) Year Term Total  $59,199,884  $44,266,632  $31,255,337  $134,721,853 
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COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT P.1.1‐5  EXHIBIT P.1.1 (MONTHLY FIXED FEE PAYMENTS) – REVISION 4
MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT

*  Voice Communications Services (with Integrated Requirements Services) Charges for this month represent Charges for migrated Voice County Locations and 
County Authorized Users in production. Exhibit T.3 (Transition‐In Plan) sets forth the County Locations migration schedule. 
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COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT P.2 (PRICING LIMITS) – REVISION 4
MANAGED SERVICES NETWORK, VOICE, AND SECURITY 

AGREEMENT

 

 

EXHIBIT P.2 (PRICING LIMITS) – REVISION 4TO THE 

MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT 
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COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT P.2‐1  EXHIBIT P.2 (PRICING LIMITS) – REVISION 4
MANAGED SERVICES NETWORK, VOICE, AND SECURITY 

AGREEMENT

EXHIBIT P.2 

PRICING LIMITS 

1. CONTRACT SUM 

Absent an Amendment to the Agreement Approved by the Board  in accordance with the terms of the 
Agreement  (including an Amendment  to extend  the Term of  this Agreement pursuant  to Section 1.2 
(Extended  Term)  of  the Agreement),  the maximum monetary  amount  payable  by  County  under  this 
Agreement, as specified in Section 1 (Introduction) of Exhibit P (Pricing), shall be the Contract Sum amount 
set forth below. The Contract Sum includes the Reserved Dollars set forth in Section 2 (Reserved Dollars) 
below and all other Charges set forth under the Agreement. 

Item  Amount 

Monthly Fixed Fees (Initial Term Total)  $102,560,485 
Two Year Extended Term Total  $32,161,368 
Sheriff Voice Refresh Charges  $657,900 
Fixed Transition‐In Fees  $6,235,000 
Reserved Dollars for Optional Work  $10,500,000 
Contract Sum  $152,114,753 

2. RESERVED DOLLARS 

Absent an Amendment to the Agreement Approved by the Board  in accordance with the terms of the 
Agreement, the maximum monetary amount payable by County under this Agreement in connection with 
the provision of Optional Work, as specified in Section 7 (Optional Work) of Exhibit P (Pricing), shall be the 
Reserved Dollars amount set forth below.  

Reserved Dollars 

$10,500,000 
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COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT P.3 (UNIT PRICING) – REVISION 3
MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT

 
 

 

EXHIBIT P.3 (UNIT PRICING) – REVISION 3 

TO THE 

MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT 
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COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT P.3‐1  EXHIBIT P.3 (UNIT PRICING) – REVISION 3
MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT

EXHIBIT P.3 

UNIT PRICING 

The per unit costs and rates stated in this Exhibit P.3 (Unit Pricing) are effective during the Term and are only for use in the calculation of unit based pricing in 
connection with pricing by Supplier for Optional Work (e.g., Work Orders), Benchmarking as provided under the Agreement, and in the event a Service or part of 
a Functional Service Area is terminated. For the avoidance of doubt, the unit pricing in this Exhibit P.3 (Unit Pricing) has no relevance to or impact on the Monthly 
Fixed Fees for the Services under the Agreement set forth in Exhibit P.1.1 (Monthly Fixed Fee Payments) and the calculation of any Use Reconciliation as described 
in Exhibit P.5 (Use Reconciliation). 

No.  Resource Unit  Unit of Measure 
Initial Units 
(July 2018 
Actual) 

Current Units 
(As of February 

2022) 

Monthly Per Unit 
Pricing for Converged 
Network Services  
(with Integrated 

Requirements Services) 

Monthly Per Unit 
Pricing for Voice 
Communication 

Services  
(with Integrated 

Requirements Services) 

Monthly Per Unit 
Pricing for Security 
Operations Center 

Services  
(with Integrated 

Requirements Services) 

Total Per Unit 
Monthly 
Pricing 

1.  Qty of Circuits  $40  $7    $47 

2.  Qty of routers  $355  $0    $355 

3.  Qty of switches  $234  $0    $234 

4.  Qty of devices  $300      $300 

5.  Qty of Access Points  $40      $40 

6.  Qty of VPN users  $7      $7 

7.  Qty of devices  $450      $450 

8.  Qty of P‐to‐P VPNs  $375      $375 

9.  Fixed      $242,875  $242,875 

10.  Qty of firewalls  $1,000       $1,000 

11.  Qty of proxy servers  $450       $450 

12.  Qty of IPS/IDS devices      $400  $400 

13.  Qty of devices  $750      $750 

14.  Qty of devices  $600      $600 

15.  Qty of devices  $750      $750 

17.  Qty of Monthly IMACs  $250  $0  $0  $250 

18.  Qty of Monthly IMACs  $700  $0  $0  $700 

19.  Qty of UPSs  $75  $0    $75 

20.  Qty of IP‐PBX handsets    $7    $7 

21.  Qty of Softphone    $20    $20 

22.  Qty of Voicemail    $4    $4 

23.  Qty of Auto Attendants    $100    $100 

24.  Qty of   Sites      $750    $750 

25.  Qty of Agency      $500    $500 

26.  Qty of Queues      $100    $100 

27.  Qty of Agents      $5    $5 
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COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT P.3‐2  EXHIBIT P.3 (UNIT PRICING) – REVISION 3
MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT

No.  Resource Unit  Unit of Measure 
Initial Units 
(July 2018 
Actual) 

Current Units 
(As of February 

2022) 

Monthly Per Unit 
Pricing for Converged 
Network Services  
(with Integrated 

Requirements Services) 

Monthly Per Unit 
Pricing for Voice 
Communication 

Services  
(with Integrated 

Requirements Services) 

Monthly Per Unit 
Pricing for Security 
Operations Center 

Services  
(with Integrated 

Requirements Services) 

Total Per Unit 
Monthly 
Pricing 

28.  Qty of Systems    $500    $500 

29.  Qty of Systems    $500    $500 

30.  Qty of Agents    $10    $10 

31.  Qty of devices    $13    $13 

32.  Qty of devices    $700    $700 

33.  Qty of devices    $15    $15 

34.  Qty of routers    $275    $275 

35.  Qty of Monthly IMACs  $0  $25  $0  $25 

36.  Qty of Monthly IMACs  $0  $30  $0  $30 

37.  JWA Complex Business Support  Fixed  $55,385  $0  $0  $55,385 

38.   Focused Support  Fixed  $0  $21,600  $0  $21,600 
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COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT W (COUNTY POLICIES, PROCEDURES, AND GUIDELINES) – REVISION 2
MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT

 

 

EXHIBIT W (COUNTY POLICIES, PROCEDURES, AND GUIDELINES)  

REVISION 2 

TO THE 

MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT 
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COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT W‐1  EXHIBIT W (COUNTY POLICIES, PROCEDURES, AND GUIDELINES) –
REVISION 2

MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT

EXHIBIT W 

COUNTY POLICIES, PROCEDURES, AND GUIDELINES 

No.  Name  Document Reference 

1.  Cyber Security Policy  County Cybersecurity Policy 

2.  Cyber Incident Reporting  County Cyber Incident Reporting Policy 

3.  Information Technology Usage  Information Technology Usage Policy 

4.  Patch Management  County Patch Management Policy 

5.  Security Review and Approval Process  County Security Review and Approval Process 

6.  Use of Administrative Accounts  Use of Administrative Accounts by System 
Administrators and End User 

7.  User Provisioning  User Provisioning Policy 

8.  Variance Review and Approval Process  County Variance Review and Approval Process Policy 

9.  Vulnerability Management  County Vulnerability Management Policy 

10.  Alcohol and Drug‐Free Workplace  County Code of Conduct 

11.  Employee Lactation Accommodation  Employee Lactation Accommodation Policy 

12.  Equal Employment Opportunity (EEO) and Anti‐
Harassment   EEO and Anti‐Harassment Policy and Procedure 

13.  Health Insurance Portability and Accountability 
Act (HIPAA)  HIPAA Policies Manual 

14.  Legal Hold  Legal Hold Policy 

15.  Levine Act Policy  Levine Act Policy 

16.  Record Retention Policy  County Records Management Policy 

17.  Safety and Loss Prevention Policy and Procedure 
 306 County Safety and Loss Prevention Policy and 

Procedure 
 High Risk Categories 

18.  Safety Procedures  Safety and Loss Prevention 

19.  Social Media Use Policy and Procedure  County Social Media Participation Guidelines 

20.  Surplus Policy  County Surplus Personal Property 

21.  Telecommuting  Telecommuting Policy 

22.  Ad Hoc Report Requests  I‐AHR‐Ad Hoc Report Requests PROD; V‐OPS‐Reports 
Requests PROC 

23.  Document Management  I‐CM‐Portfolio Document Management Prod 

24.  Service Level Management  I‐SLR‐Service Level Requirement Management 
Procedure 

25.  Incident Management  I‐IM‐Incident Management Proc; I‐IM‐Major Incident 
Handling Prod 

26.  Problem Management  I‐PRB‐Problem Management Proc; I‐PRB‐Problem 
Management Prod; I‐PRB‐Root Cause Analysis Prod 
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COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT W‐2  EXHIBIT W (COUNTY POLICIES, PROCEDURES, AND GUIDELINES) –
REVISION 2

MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT

No.  Name  Document Reference 

27.  Change Management 
I‐CHM‐Change Management Proc;  
I‐CHM‐Change Management Prod 

28.  Release Management  I‐RM‐Release Management Process 

29.  Capacity Management  I‐CAPM‐Capacity Management Proc; I‐CAPM‐Capacity 
Management Prod 

30.  Configuration Management  I‐CM‐Configuration Management Proc; I‐CM‐
Configuration Management Prod 

31.  Availability Management  I‐AM‐Availability Management Proc; I‐AM‐Availability 
Management Prod 

32.  Asset Life Cycle Management  I‐ASSM‐Asset Management Proc; I‐ASSM‐Asset 
Management PROD 

33.  On‐Boarding / Off‐Boarding / Building Access 
Procedures 

I‐PPS‐User Enrollment Procedure; I‐PPS‐User 
Disenrollment Procedure; IS‐OASA‐Onboarding and 
Additional Site Access 

34.  Semi‐Annual Customer Satisfaction Survey 
Review Process 

I‐CSAT‐Semi‐Annual Customer Satisfaction Survey 
Review PROC 

35.  IT Service Continuity Management  SAIC SOC Business Continuity and Disaster Recovery 
Plan; V‐DR‐Disaster Recovery Testing and Failover 

36.  Project Management  P‐PM‐Work Order Proc 

37.  Work Order / Service Request Handling 
Procedure  I‐SROIT_Management_PROD 

38.  Network:  Monitoring and Alerting  N‐NS‐Network Monitoring and Performance Tools‐
PROD 

39.  Network:  Diagram and Documentation 
Standards 

N‐ND‐Network Drawing 
N‐CS‐Cabling Standards 

40.  Network:  Load Balancer  N‐LB‐Load Balancer‐PROD 

41.  Network:  IP & Domain Services 
N‐IPAM‐IP Address Management‐PROD; N‐DHCP‐
Dynamic Host Configuration‐PROD; N‐DNS‐Domain 
Name System‐PROD  

42.  Network:  Configurations Standards and 
Management 

N‐NS‐Network Device Standards; N‐NTP‐Network Time 
Protocol‐PROD 

43.  Network:  Wireless Networking & Configuration  N‐WLAN‐Wireless LAN Management‐PROD 

44.  Network:  Security Services Configuration 

N‐SSC‐  Allocation‐PROD; N‐
SSC‐ ‐PROD; N‐SSC‐

Removal of Users‐PROD; N‐SSC‐
 Monthly Billing‐PROD 

45.  Network:  Firewall Rule Configuration  N‐FC‐Firewall Rule Request 

46.  Network:  Security Appliance Management 
(NDLP / HDLP, IDS / IPS) 

N‐SAM‐General Security Appliance Management‐
PROD 

47.  Network:  Remote Access  N‐RA‐  Appliance Upgrade‐PROD; N‐RA‐
PROD; N‐RA‐  
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COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION (SAIC) 

EXHIBIT W‐3  EXHIBIT W (COUNTY POLICIES, PROCEDURES, AND GUIDELINES) –
REVISION 2

MANAGED SERVICES NETWORK, VOICE, AND SECURITY AGREEMENT

No.  Name  Document Reference 

 RDP‐PROD; N‐RA‐  
‐PROD 

48.  Network:  Engineering tools access and 
standards 

N‐ETAS‐Engineering Tools Access and Standards 

49.  Voice:  Backup – Strategy, Periodicity, Storage 
Retention, Storage Responsibility, and Testing  V‐DR‐Backup Strategy PROC 

50.  Voice:  Logging ‐ Strategy, Periodicity, Storage 
Retention, Storage Responsibility, and Testing  V‐OPS‐Logging PROC 

51.  Voice:  Capacity Management/Contact Center 
Capacity Management  V‐OPS‐Capacity Management PROC 

52.  Voice:  Request Management  V‐OPS‐Request Fulfillment PROC; V‐OPS‐Request 
Fulfillment – IMAC PROC 

53.  Voice:  Escalation Procedure  V‐OPS‐Monitoring and Alerting‐PROC 

54.  Voice:  Management of Contact Center Services  V‐OPS‐Management of Contact Services PROC 

55.  Voice:  Assignment of DIDs / Maintaining Dial 
Plans  V‐OPS‐Voice Assignment of DIDs PROC 

56.  Voice:  Management of Voicemails / Messages / 
Storage / Retention / Retrieval Process  V‐OPS‐Management of Voicemails PROC 

57.  Voice:  Building Turn up Process  V‐MIG‐Voice Migration and Building Turn Up PROC 

58.  Voice:  Password Reset and Delivery Process  V‐VM‐Password Reset PROC 

59.  Voice:  Patch Management  V‐OPS‐Patch Management PROC 

60.  Voice:  QA Process  V‐QA‐Quality Assurance PROC 

61.  Voice:  Start of Shift/End of Shift Procedures  V‐OPS‐Voice Services Operations Management PROD 

62. 

Security Operations Center (SOC):  Information 
Security Management (Concept of Operations 
Manual (ConOps), SOC System Security 
Procedure) 

SOC Security Plan 

63.  Security Operations Center (SOC):  Cyber Threat 
Management Communication Mechanisms 

Cyber Threat Management Communication 
Mechanisms 

64.  Security Operations Center (SOC):  SOC 
Playbook  SAIC SOC Playbook 

65.  Security Operations Center (SOC):  Vulnerability 
Management 

SAIC‐County Vulnerability Management Program; 
SECOPS‐CVAP‐ County Vulnerability Advisory Process 

66.  Security Operations Center (SOC):  Digital 
Forensics and Chain of Custody  Forensics Laboratory Processes and Procedures 

67.  Security Operations Center (SOC): Teleworking 
Guidelines  Place of Performance, teleworking guidelines 
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TYPE 2 WORK ORDER NCY2-017 

This Amendment #3 to Type 2 Work Order NCY2-017 ("Amendment #3") amends Work Order #NCY2-017, 
by replacing, amending and restating in its entirety Work Order #NCY2-017, with the following Type 2 
Work Order NCY2-017 for the purposes of extending the Project Schedule End Date from June 30, 2023, 
to June 30, 2024, and increasing authorized funding for the extended Services from $498,590 to $788,254. 

This Type 2 Work Order NCY2-017 (“Work Order”) is an attachment and addition to the Managed Services 
Network, Voice, and Security Agreement dated as of the Reference Date (hereinafter “Agreement”) 
entered into by and between County of Orange (“County”) and Science Applications International 
Corporation (“Supplier”) and is incorporated into the Agreement by reference hereof. In the event of 
conflicting terms between the Agreement and this Work Order, the terms of the Agreement shall prevail 
and nothing in this Work Order shall modify or amend any provisions of the Agreement (including all 
components such as Functional Service Areas, Service Level Requirements, Exhibits, etc.) unless such 
modifications or amendments and the provisions of the Agreement which they modify or amend are 
specifically identified in this Work Order and are Approved by County. This Work Order includes any 
attachments hereto. Any capitalized terms not defined in this Work Order shall have the same meanings 
as used in the Agreement. Changes to this Work Order will be processed in accordance with the Change 
Control Process as outlined in the Agreement. 

All of the tasks, subtasks, Deliverables, goods, and other services required or requested by County below 
are included as part of the Services. This Work Order provides a description of the nature of the work 
required, but does not provide an exhaustive list of every task or subtask necessary for completion of this 
Type 2 Work Order NCY2-017. 

1. WORK ORDER NUMBER 

NCY2-017 

2. EFFECTIVE DATE 

This Work Order is effective February 18, 2021, once it is fully executed by authorized representatives of 
both Parties.    

3. PROJECT NAME 

Cyber Security/Threat Analyst for Social Services Agency (“SSA”) 

4. PROJECT SUMMARY 

The County hereby requests that the Supplier assist Orange County Information Technology (“OCIT”) by 
providing one (1) full time Senior Cyber Security/Threat Analyst to support a variety of Security Operations 
Center (“SOC”) related efforts. The Senior Cyber Security/Threat Analyst would be managed exclusively 
by OCIT. 

5. BUSINESS CASE / BUSINESS OBJECTIVES SUPPORTED 

As a result of Social Service Agency (“SSA”) joining the Shared Services IT model, IT staff from SSA were 
absorbed by OCIT and allocated to the corresponding Functional Service Areas matching their positions 
and training. However, OCIT Security was not able to receive an allocation of staff, since SSA IT positions 
did not include cyber security professionals. Nonetheless, the workload of the SSA’s Security Operations 
team has increased, and said team needs a dedicated professional to handle the additional workload. 
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6. CRITICAL SUCCESS FACTORS 

6.1. Strong Project Management 

Supplier shall manage the Services provided under this Work Order to the project schedule described in 
Section 10 (Project Schedule), below, and to the results to be achieved by the Services described herein 
by managing issues, risks, dependencies, and resources in a manner to achieve the project schedule and 
the results. 

6.2. Open Communication and Governance Structure Clearly Defined 

Good and open communication must be established early. Governance, the structure of recurring 
meetings, and the members of recurring meetings must be defined early. Meeting schedules must also 
be established for the length of the project. 

6.3. Executive Leadership Involvement 

It is imperative that executive leadership from Supplier and the County be involved in the project 
governance and meet at regular intervals to discuss the project’s progress and reach agreement on any 
key decisions that have been escalated to their level. 

7. WORK ORDER TYPE 

 NRI only Work Order (for Work Orders that do not include BAU elements) 

 NRI and BAU combination Work Order (for Work Orders that include both NRI and BAU elements) 

As to NRI and BAU combination Work Orders, provide a description of each of the NRI and BAU 
components of this Work Order: 

N/A 

7.1. Targeted Resource Order 

 Targeted Resource Order Services 

Resource Title Name Contact Information Responsibilities Location of Services 
Performance 

Cyber Security/ 
Threat Analyst 

Sean Wang sean.wang@ocit.ocgov.com 
Cyber Security/ 
Threat Analysis 

 

Cyber Security/ 
Threat Analyst 

Gilbert 
Mason gilbert.mason@ocit.ocgov.com 

Cyber Security/ 
Threat Analysis 

 

8. COUNTY SPONSOR, ORIGINATING SERVICE REQUEST, AND COUNTY BUDGET INFO 

County Sponsor KC Roestenberg, Chief Information Officer 

Service Request Number REQ0048450 

County Budget Info SS08A 
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9. SUPPLIER ROLES AND RESPONSIBILITIES 

Resource Title Name Contact Information Responsibilities 

Program Manager  Don Perrier donald.perrier@saic.com BAU - Program Management 

PMO Manager Ben Page benjamin.c.page@saic.com BAU - PMO 

Cyber Services Delivery 
Manager Lee Winters lee.winters@saic.ocgov.com BAU - Cyber Services  

Cyber Services Delivery 
Manager Guido Solares guido.solares@saic.ocgov.com BAU - Cyber Services  

Cyber Security/Threat 
Analyst, Senior Sean Wang sean.wang@ocit.ocgov.com 

NRI - Cyber Security/ 
Threat Analysis 

Cyber Security/Threat 
Analyst, Senior Gilbert Mason gilbert.mason@ocit.ocgov.com 

NRI - Cyber Security/ 
Threat Analysis 

10. PROJECT SCHEDULE 

No. Task Start Date End Date Duration 

1. Provision of Targeted Resource – 
April 19, 2021 – June 30, 2024 4/19/21 6/30/24 

Approximately 
39 months 

11. PRICING SUMS 

PRICING SUMS 

Maximum Project Charges $788,254 

Key Milestone Charges N/A 

Deliverables At-Risk Amount N/A 

12. SERVICES 

12.1. Tasks 

The Supplier will, on an hourly time and materials (“T&M”) basis: 

Provide Targeted Resource Services in the form of one (1) full time Senior Cyber Security/Threat Analyst, 
to provide support to OCIT Security Operations team.  Supplier shall use as guidance the qualifications 
listed in Exhibit A.4 (Security Operations Center FSA) to develop the position description. 

Supplier Personnel will be managed exclusively by OCIT, as further described below.  The County agrees 
that (1) it is responsible for providing daily direction to such Supplier Personnel as to what Services the 
County wishes such Supplier Personnel to perform; and (2) that there may be instances where Supplier 
cannot provide such Supplier Personnel on a full time basis for reasons outside of the reasonable control 
of the Supplier, including but not limited to illness, vacation, absences required by law and normal 
employee turnover. 

The one (1) full time Senior Cyber Security/Threat Analyst will perform, but not be limited, to the following 
Services: 
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A. Assist with SOC projects oversight. This includes onboarding and enhancement projects to a 
multitude of SOC systems.  

B. Monitor the Security Information and Event Monitoring (“SIEM”) system for events and alarm 
and ensure accurate and adequate resolution by SOC staff. 

C. Provide support to SOC staff when issues are escalated. 
D. Participate in incident response.  
E. Provide management of enterprise security tools including, but not limited to, SIEM, endpoint 

security, web proxy, email protection, intrusion prevention and detection system, and other 
items related to incident management and the mitigation of alerts.  

F. Monitor and evaluate other County tools, processes and procedures for compliance with 
cybersecurity policies, identify deviations, and coordinate efforts to mitigate them.  

G. Provide liaison services between County agencies and the SOC. 
H. Provide end user support when required.  
I. Any other activities, reasonably related to the foregoing, as assigned by OCIT.  

12.2. Service Level Requirements 

N/A 

12.3. Training 

N/A 

12.4. Assets 

N/A 

12.5. Software 

N/A 

12.6. Network Components 

N/A 

12.7. Equipment and Other Assets 

N/A 

12.8. Sunset Activities 

No. Asset 
Description 

Affected 
Authorized 

Users 

Affected 
Eligible 

Customers 

Committed 
Sunset Date 

Write-off or 
Accelerate 

Depreciation? 

Book 
Value 

Annual Cost of 
Support / 

Maintenance 

1. N/A       

12.9. Risks and Risk Mitigation 

No. Potential Risk Mitigation Strategy / 
Contingency Plan Probability of Risk (%) Consequence Amount at Risk 

1. N/A     

ATTACHMENT I



COUNTY OF ORANGE 
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION 

PAGE 6 OF 11 PAGES AMENDMENT #3 TO AMENDED AND RESTATED 
TYPE 2 WORK ORDER NCY2-017 

CYBER SECURITY/THREAT ANALYST FOR SOCIAL SERVICES 
AGENCY 

13. ACCEPTANCE 

13.1. Acceptance Criteria 

The Acceptance Criteria shall be as described in Section 16 (Deliverables) below as to each Deliverable 
under this Work Order and pursuant to the terms of the Agreement. 

13.2. Acceptance Testing 

Unless explicitly provided in this Work Order, the Acceptance Tests shall be as described in this Work 
Order and as otherwise defined in the Agreement. 

13.3. Final Acceptance 

Final Acceptance by the County shall be as defined in Section 19.4 (Final Acceptance) of the Agreement. 

13.4. Final Acceptance Sign-Off Procedure 

N/A 

14. PROJECT REPORTS 

Provide the following Reports as provided in Exhibit A.1 (Integrated Requirements FSA): 

• Weekly Project status Reports (Exhibit A.1 (Integrated Requirements FSA) – Table 3 (Supplier 
Project Manager Responsibilities)) 

o The status Report shall include but not be limited to, the following details for the Targeted 
Resource: 

 Hourly Rate 

 Number of Hours 

• Project kickoff event summary Report (Exhibit A.1 (Integrated Requirements FSA) – Table 4 
(Project Planning and Project Initiation Responsibilities)) 

• Project close-out cost and key learning Report (Exhibit A.1 (Integrated Requirements FSA) – Table 
6 (Project Close Responsibilities)) 

• As needed written Reports as may be reasonably requested by County to monitor the status of 
the Services under this Work Order (Exhibit A.1 (Integrated Requirements FSA) – Table 3 (Supplier 
Project Manager Responsibilities)) 

• Other (provide description): 

None. 

15. ADDITIONAL REQUIREMENTS 

Supplier’s ability to provide the Services herein is contingent upon Supplier Personnel identified in Section 
9 herein, successfully passing County administered background investigations. 
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16. DELIVERABLES 

DELIVERABLES 

No. Deliverable Name Key Deliverable? (Y/N) Deliverable Date Acceptance Criteria Weighting Factor* 

1. Provision of Targeted Resource:  
April 2021 – June 2024 N N/A  N/A N/A 

* The sum of this column should equal one-hundred percent (100%). 

 

17. MILESTONES 

MILESTONES 

No. Milestone Name Key Milestone? 
(Y/N) 

Milestone 
Date 

Included 
Deliverables 

Key Milestone 
Allocation 

(Percentage)* 

Key Milestone 
Allocation 
(Dollars) 

Holdback 
Amount 

Key Milestone 
Scheduled 

Duration (Months) 

Monthly Key 
Milestone 
Payment 

1. 
Provision of Targeted 
Resource:  April 2021 – June 
2023 

N/A N/A  Deliverable 1 N/A N/A N/A N/A N/A 

* As this is a time and materials Targeted Resources Work Order, the Parties agree that, notwithstanding any other provision of this Work Order and the Agreement, there are no 
Milestones and no Key Milestones and, Supplier shall be paid each month for the invoiced actual hour(s) of Targeted Resources Services performed by Supplier Personnel. The 
sum of this column should equal one hundred percent (100%). 

 

18. KEY MILESTONES PAYMENTS TABLE 

N/A 
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19. INVOICING 

19.1. Charges 

[Option 1 – Fixed Fee] 

The total Charges to be paid by County to Supplier for the Deliverables and other Services to be provided 
by Supplier pursuant to this Work Order shall be $______ (the “Fixed Fee Charges”). For the avoidance of 
doubt, Supplier agrees that this is a Fixed Fee arrangement in which Supplier, subject to the other 
limitations in this Work Order and the Agreement, will provide all services necessary to provide the Services 
described in this Work Order for the Fixed Fee specified herein, regardless of the actual number of hours 
required or actually worked by Supplier to provide such Services. 

Supplier shall specify the percentage and dollar allocations of the Fixed Fee Charges and estimated hours 
for each Critical Milestone as provided in the sample below. 

No. Milestone Est. 
Rate 

Est. 
Hours 

Est. 
Proportion Est. Total 

1.      

 

Est. Total Labor    

Fixed Fee Charges    

[Option 2 – Not to Exceed] 

The total Charges to be paid by County to Supplier for the Deliverables and other Services to be provided 
by Supplier pursuant to this Work Order shall not exceed $______ (the “Not To Exceed Price”), pursuant 
to the rates or Approved pricing set forth in Exhibit P (Pricing). For the avoidance of doubt, County agrees 
that this is a Not to Exceed arrangement in which Supplier, subject to the other limitations set forth in this 
Work Order, will provide the Deliverables and other Services described in this Work Order. 

Supplier shall specify the percentage and dollar allocations of the Not To Exceed Charges and estimated 
hours for each Critical Milestone as provided in the sample below. 

No. Milestone Est. 
Rate 

Est. 
Hours 

Est. 
Proportion Est. Total 

1.      

 

Est. Total Labor    

Fixed Fee Charges    

Option 3 – Time and Materials 

County will be billed on an hourly basis pursuant to the rates and Approved pricing set forth in Exhibit P 
(Pricing), including the rates for Professional Services under Exhibit P.4 (Supplier Rate Card), based upon 
the actual hours worked by Supplier Personnel to provide the Services and in accordance with the 
payment schedule provided below or attached. Supplier estimates that the Charges for all Time and 
Materials to complete the Services under this Work Order are $788,254. The foregoing represents 
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Supplier’s best, good faith estimate of the Charges required to perform the Services described in this Work 
Order. In the event it is anticipated that the estimate set forth above will be exceeded, Supplier will 
provide written notice to County and obtain County’s Approval in advance of incurring such excess cost. 
County has no obligation with respect to any amounts (1) invoiced by Supplier for work rendered in excess 
of the above estimate prior to the County’s Approval of additional Charges in excess of Supplier’s estimate, 
or (2) in excess of the Maximum Project Charges. 

Supplier shall specify the percentage and dollar allocations for the Time and Materials estimate and 
estimated hours for each Critical Milestone by role as provided in the sample below. Supplier’s hourly 
rates must be consistent with rates set forth under Exhibit P.4 (Supplier Rate Card). 

No. Milestone Level Location Rate Est. Hours Est. Proportion Est. Total 

Milestone 1 – Provision of Targeted Resource 

1. Cyber Security/Threat 
Analyst Senior 

Onsite 
(Customer) 

$146 5,399 N/A $788,254 

Milestone 1 Totals 5,399  $788,254 

 

Est. Total Labor  N/A $788,254 

Fixed Fee Charges N/A N/A N/A 

[Option 4 – Pass Through Plus Mark-Up] 

County will be billed on a Pass Through Plus Mark-Up basis for third party goods and services acquired on 
behalf of County by Supplier pursuant to the process described under Section 267 (Pass Through Plus Mark-
Up) of Exhibit X (Definitions). Supplier estimates that the Charges for all Pass Through Plus Mark-Up 
Deliverables and other Services under this Work Order are collectively $______. The foregoing represents 
Supplier’s best, good faith estimate of the Charges required to perform the Services described in this Work 
Order. In the event it is anticipated that the estimate set forth above will be exceeded, Supplier will provide 
written notice to County and obtain County’s Approval in advance of incurring such excess cost. County 
has no obligation with respect to any amounts invoiced by Supplier for work rendered in excess of the 
above estimate prior to the County’s Approval of additional Charges in excess of Supplier’s estimate. 

Supplier shall specify the percentage and dollar allocations for the Pass Through Plus Mark-Up Charges by 
line item as provided in the sample below. Supplier’s hourly rates must be consistent with rates set forth 
under Exhibit P.4 (Supplier Rate Card). 

No. Line Item Quantity Pass Through 
Cost (Each) 

Pass Through 
Cost (Total) 

Total Including 
Mark-Up (7%) 

1.      

 

Total Pass Through Plus Mark-Up Charges   

19.2. Invoices 

Invoices will be sent to County in accordance with the invoicing Requirements described in Exhibit F 
(Invoicing Requirements) and Section 21 (Invoices and Payments) of the Agreement. 
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19.3. Pass Through Expenses 

No. Line Item Pass Through Expenses 

1.   

 

Total Pass Through Expenses Charges  

20. ATTACHMENTS 

N/A 

21. CHANGES 

No changes to this Work Order shall be effective without prior County Approval by the CIO or his or her 
designee. Any increase in price to a Type 2 Work Order will require written approval from the County’s 
Board. 

22. SUPPLIER PERSONNEL COSTS 

Pursuant to Section 9(D) of Exhibit P (Pricing), there shall be no Charges to County under this Work Order 
for any travel, entertainment, vacation, sick time, holidays, paid time off, overtime, or other similar costs 
or expenses in connection with the Supplier Personnel. 

23. TERMINATION 

Pursuant to Section 25.6 (Termination for Convenience) of the Agreement, County may terminate this 
Work Order for convenience upon providing Supplier with three (3) Business Days prior written notice. 
Upon any such termination of this Work Order, County’s sole liability shall be the payment of any 
undisputed Charges incurred through the effective date of termination. For the avoidance of doubt, there 
shall be no termination fee for County’s termination of this Work Order pursuant to Section 25.6 
(Termination for Convenience) of the Agreement. 

[Signatures provided on the following page]  
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IN WITNESS WHEREOF, the undersigned have caused this Amendment #3 to be duly executed and 
effective as of the Effective Date. 

Science Applications International Corporation County of Orange 

Signature:  

Authorized Representative 

Signature:  

Authorized Representative 

Name: Vincent R. Magaña Name: KC Roestenberg 

Title: Contracts, Senior Principal Title: Chief Information Officer 

Date:  Date:  

APPROVED AS TO FORM 

COUNTY COUNSEL 

________________________________ 

David Obrand, Deputy County Counsel 

April 24, 2023
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Contract Summary Form 

OC Expediter Requisition #: 1603855 

Science Applications International Corporation (SAIC) 

SUMMARY OF SIGNIFICANT CHANGES 

1. Services:    Incorporating  into  the  Master  Services  Agreement  additional  network 
equipment  to  the  support  services  for  John Wayne  Airport  reflecting  an  increase  of 
$1,253,100 in the cumulative agreement value, for a new estimated cumulative total of 
$152,114,753 (see Attachment H).  

2. Work Order:  Extend the service date for Amendment #3 to Type 2 Work Order Number 
NCY2‐017 to cover the period July 1, 2023, through June 30, 2024, so that the SAIC Cyber 
Security Analyst resource can continue to support Social Services Agency, for a cumulative 
not to exceed amount of $788,254 (see Attachment I). 

3. Incorporated other administrative changes to the Agreement. 

SUBCONTRACTORS 

This contract allows for subcontracting with Orange County  Information Technology’s consent 
pursuant  to  Section  32  (Subcontractors) within  the  contract  amount  for  the  term  specified. 
Should the addition of a subcontractor impact the scope of work and/or contract amount, the 
department will bring the item back to the Board of Supervisors for approval. 
 
This contract includes the following subcontractors or pass through to other providers. 
Subcontractor Name    Service(s)    Amount 

Burwood Group  Voice Services – Contact Center ATP 
and Managed Services Voice provider.  The cost for Services to 

be provided by these 
subcontractors is 

included in the Fixed 
Monthly Fee to be paid 
to SAIC for Services. 

E911 Helpline, Inc.  Voice Services – Lead voice core migration 
and site cutover project. 

Cisco  Network and Voice over Internet Protocol 
(VoIP) original equipment manufacturer and 
will lead network assessment. 
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CONTRACT OPERATING EXPENSES 

 
 

The chart below shows the cumulative total of Work Orders executed to date and the 
remaining  balance on the $10.5 million “Reserved Dollars”. 
 

Description   Amount  

Reserved Dollars for Work Orders   $    10,500,000  
Work Orders Executed to Date   $    (8,049,227) 
            Balance of Reserved Dollars for Work Orders   $     2,450,773 

 

Contract Year

Amendment

No. 5

Proposed

Amendment

No. 6

Difference: 

Amendment 5 vs.

Amendment 6

Transition‐In Fees 6,235,000$                  6,235,000$                  ‐                                   

Sheriff Voice Refresh Project 657,900                        657,900                        ‐                                   

Contract Year 1 (17 Months) 17,440,635                  17,440,635                  ‐                                   

Contract Year 2 (12 Months) 13,249,476                  13,249,476                  ‐                                   

Contract Year 3 (12 Months) 13,555,640                  13,555,640                  ‐                                   

Contract Year 4 (12 Months) 13,610,060                  13,610,060                  ‐                                   

Contract Year 5 (12 Months) 13,655,322                  13,905,942                  250,620                          

Contract Year 6 (12 Months) 14,981,364                  15,231,984                  250,620                          

Contract Year 7 (12 Months) 15,316,128                  15,566,748                  250,620                          

Reserved Dollars for Optional Work 10,500,000                  10,500,000                  ‐                                   

    Initial & Extended Term Subtotal 119,201,525$              119,953,385$             751,860$                        

Year 8 Optional (12 Months) 15,655,140                  15,905,760                  250,620                          

Year 9 Optional (12 Months) 16,004,988                  16,255,608                  250,620                          

    Optional Term Subtotal 31,660,128$                32,161,368$                501,240$                        

Total Est. Nine‐Year Cumulative Contract Value 150,861,653$              152,114,753$             1,253,100$                    
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